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Abstract

The development of the Internet is fuelled by numerous commercial intentions; it is no
longer simple information delivery. Moreover, many criminals try to earn profit through the
Internet. Thus, the use of the internet should be under the protection of information security
in order to assure honest users. The main problems today include Internet phone fraud and
internet phone attacks; therefore, in addition to the analysis and management of Internet
security vulnerabilities, penetration testing should be added to test the security in a practical
Internet environment. This paper consults the related works of DEFSOP and correlative digital
evidence from different scholars and develops a higher quality and more suitable DEFSOP. In
addition, this paper discusses the security problems faced by the VoIP, lists prevention policies
and designs a VoIP DEFSOP to help forensics operators. This paper shows how VoIP DEFSOP
works in the operation stage through experiments in order to provide investigators with

suggestions for the future.
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® Frame 451 (796 bytes on wire, 796 by %ﬁ%ﬁkﬁéwi‘j@ |

® Ethernet IT, Src: 00:26:58:40:18:57 av_cOieci0l (00:15:afichieciol)
® Internet Protacol, Src: 102.168.0.199 (192,168,0,199), Dst: 192. :|.as a 110 (192.168.0.110)

# User Datagram Protocol, Src Port: 35220 (35220), Dst Port: sip (5060)

® sessfon 1nitiation Protocol

99

0000 00 15 af co ec UL 00 26 Sge 40 18 57 OB 00 45 00 ... & AB.W..E.
i mesBUEEL & i
e = 3
0030 20 73 69 70 3a 4b 36 40 %Eﬁﬁ?ﬁ%ﬂqi—jq K68 127. 0 Q
0040 31 20 53 49 50 2f 32 2e J/2. 0..
0050 73 69 70 3a 31 39 32 2e !1 36 38 Ze 30 2e 31 31  sip:192. lﬁl 0 ]_1
0060 30 3a 35 30 36 30 3e 0d Oa 56 69 61 3a 20 53 49  0:5080>. .via: SI
0070 50 2f 32 2e 30 2f 55 44 50 20 31 39 32 2e 31 36 P/2.0/UD P 192.16
0080 38 Ze 30 2e 31 31 30 3a 38 33 34 37 0d Oa 46 72  5.0.110: B8347..Fr
0090 6f 6d 33 20 22 4b 36 22 3¢ 73 69 70 3a 31 39 32 om: "Ke" <sipil9z
0030 2e 31 36 38 2e 30 2e 31 31 30 3a 38 33 34 37 38 .168,0.1 10:8347>
00b0 Od Da 43 61 6C 6C 2d 49 44 33 20 31 34 31 31 30 ..call-I D: 14110
00c0 32 2e 31 36 38 2e 30 2e¢ 31 31 30 0d 0a 43 53 €5  2.168.0. 110..CSe
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@ Frame 451 (796 byres on wire, 796 byres captured)
@ Ethernet 1T, Src: 00:26:5e:40:18:57 (00:26:5€:40:18:57), DSU: Azurewav_c9:
@ Internet Protocol, Src: 192,168.0.199 (192.168.0.199), Dst: 192.168.0.110
@ User Datagram Protocel, Src Port: 35220 (35220), ost Port: sip (5060)
= Session Initiation Protocol

@ Request-Line: INVITE $4p:k6€127.0.0.1 SIP/2.0

= Message Header

@ Tor <s1p:192.168.0.110:5060>

@ via: SIP/2.0/UDP 192.168.0.110:8347 >
@ From: "K6"<sip:192.168.0.110:8347> —{@1&*8’]
Call=ID: 141182.168.0.110
@ [truncated] CSeq: 6KCDTa'],.BEV.Jae">]TNSXIVPO| “TIOASAL i IW\6#HA "L \iar E‘—iﬁ £ ﬂ
es II\\ TN alv/ea
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20 2e 35 36 38 Ze 30 26 31 31 30 3a 38 33 34 37 38 .168.0.1 10153475

b0 0d 0a 43 61 6C Bc 2d 40 44 3a 20 31 34 31 31 39 ..Call-I D: 14110
32 8 2e 30 2e 0 0 110,
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