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Abstract 
Wireless technology is boosting the accessibility of Internet services to mobile users. 

Having the easy-to-carry mobile devices, mobile users now may conduct transactions 
anytime and anywhere, but they also suffer from the restrictions like limited computing 
power, small storage space, poor input/output interfaces, etc. Using such resource-limited 
devices to search services/products in the traditional seller-driven commercial model is 
more time-consuming than ever. To reduce the search time and the connection costs of 
mobile users, this paper presents a secure and convenient buyer-driven commerce model. 
We adopt and improve the conditional-purchase ordering mechanism, which allows users 
to specify their unique requirements and filter the intended merchants on public servers. 
We also provide light-weight security mechanisms for confidential and undeniable 
transactions without demanding high-end mobile devices. Therefore, both buyers and 
sellers will benefit from the personalized mobile commerce model. 

Keywords: mobile commerce, buyer-driven commerce model, undeniable transactions, 
personalization
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2005 3 (Varshney 2002)
(Mobile Commerce) Durlacher

(Durlacher 2000)

NTT DoCoMo 1999 2
i-mode 2004 1 (Official Sites) 409

(Unofficial Sites) 7,270 (NTT DoCoMo 2004)

(Barnes 2002 Kalakota & Robinson 
2001 Senn 2000 Varshney et al. 2000)

(Seller-driven)

Durlacher
50% (Durlacher 2000)

88% (Datamonitor 
2000)

(Mobile Internet)
(Buyer-driven)
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(Conditional Purchase Order, CPO)

(Durlacher 2000 Tsalgatidou & Pitoura 2001)

(Durlacher 
2000) 1

1
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(Home 
Network Operator) SIM (Subscriber Identification Module) SIM

IMSI (International Mobile Subscriber Identity)
(Authentication Key) LAI (Location Area 

Identity) AuC
(Authentication Center) IMSI

SIM
(Home Network)

IMSI AuC IMSI

(Visited 
Network) (Visited Network Operator)

(Base Station)
LAI LAI SIM

LAI
(Handoff)

(Rollback-recovery)
(Lin & Dow 2001 Lin & Shin 1998 Park et al. 2002 Park et al. 2003)

(Boman et al. 
2002 Grecas et al. 2003 Pagliusi 2000)

NTT DoCoMo
i-mode (NTT DoCoMo 2004)
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(Asokan et al. 1997 Sirbu 1997)
(Jin et al. 2002 Kim et al. 2002 Varshney 

2002 Zheng & Chen 2003)
1999 i-mode

InfoCom
(30.7 %) (28.5 %)

(55.2 %) (26.8 %)
(Naruse 2002)

(Durlacher 2000)

(Ginzboorg 2000)

(Herzberg 2003)

(Asymmetric 
Ciphers) (Key Pair)

A B PKB

X EPKB(X)
B EPKB(X)
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A SKA M SA(M)
B

B A PKA

(Symmetric Ciphers)

(Schneier 1996)
(Chen & Hsueh 

2003 Horn & Preneel 2000 Samfat et al. 1994 Stach et al. 1999)
(Chen & Hsueh 2003 Herzberg 2003 Horn & Preneel 2000 Dai & Zhang 

2003)

(Chen & Hsueh 2003) (One-way Hash 
Function) XOR MAC (Message Authentication Code)

(Bird et al. 1995)
MAC H(m) m

(Schneier 1996) A )))}(,((),(,{ XHYMACXXHY AB⊕
B X Y

X B
KAB Y H(X)

MAC MACAB(Y, H(X)) {X⊕MACAB(Y, H(X))}
X KAB A B MACAB(Y, H(X))

X

X H’(X)
H(X) H’(X)=H(X) X

(Hash Chain)
r0 r0 (Seed) n rm = Hm(r0) (m = 1, 2, .., n)

ri = H (ri-1) ( ni ≤<0 )
ri ~ rn r0 ~ ri-1 r0

r0 r0 ~ rn r0 ~ rn
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n j rn-j

rn = H j(rn-j) ( nj <≤0 ) rn-j

Diffie-Hellman (Diffie & Hellman 1976)
Diffie-Hellman

A a B b

A a pgx a mod= B b

pgy b mod= p g mod p
x y A y pgpyK aba

AB modmod ==
B x

pxK b
AB mod=

(Seller-driven) (Exchange-driven)
(Buyer-driven) (Kelsey & Schneier 1997 Foo & Boyd 1998)

1. 

2. 

3. 

(Binding Credential)
2
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 b 
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 m 
. . . 

1.

2.a. 

2.b. 

2.n. 

3.

2

Kelsey & 
Schneier

Kelsey 
& Schneier 3

1. (ID) 160
2. (Server ID)

3. (Arbiter ID)

4. (Goods)
5. (Price)
6. (Start Date) 32
7. (End Date) 32
8. (Terms)
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ID: 093684 . . .2
Arbiter ID: 
Server ID: emome
Goods: 

Phone bell
Nokia 7650
George Winston

Price: 25
Start Date: 20040418
End Date: 20040420
Terms: 

9. (Checksum)

10. (Bond Certificate)

3

(1)

(2) Kelsey & Schneier
(3)
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1. 
SIM SIM

2. 

3. 
4. 

4
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5
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(2) (3)

(4)
(5) (6)
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2. 
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3. 

4. 

5. 

6. 

1. (Candidate CPO, CCPO) IDO CIDT

TC IDO = (CIDT, TC) IDO

2. TID IDO

IDS ),( SO IDIDTID =
3. Condition

4. P

5. Policy

6. EXPO

7. EXPBID

8. TC

7
CCPO = (IDO, Condition, P, Policy, EXPO)
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7

C M V
B

2

2

C IMSI V

M B

CIDT CIDT =H(C, ZC) w

ZX X LAIX X

KL KL= gbw mod p (.)
XKE KX

KXY X Y (.)
XPKE X

PKX X PKX = gx mod p SX(.) X

SKX X SKX = x (1< x <p-1) MACXY(.) KXY MAC

TC H(.)

p g p

(A⊕B) A B XOR rm rm = H(rm-1) (m = 1, 2, …n)

r0 r0=MACBC(ZC, ZB) CertX CA X ),( XPKSCert XCAX =

n δ
EXPTC IDS

IDO Policy

β KL pg w mod=β TID TID = (IDO, IDS)

P KG

Goods CCPO CCPO=(IDO, Condition, P, Policy, EXPO)

EXPO EXPBID

Bid CPO CPO=(TID, CCPO)

BC BC=SV(CPOL, PKL, Bid, M) PC PC=SC(TID, Bid, V)

TCertC C TCertC = SB(CIDT, V, PKC, PKV, n, δ, rn, EXPTC)

CCPOL CCPOL=(IDO, Condition, EXPO)

CPOL CPOL = SV(TID, CCPOL, EXPBID)
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CA (Certificate Authority) CA
CA CA

CA
PKI (Public Key Infrastructure)

V B CA
CA CertB CertV CA

CA
V M CertV CertM CA

V M

KVM

SIM C = IMSI KBC

LAIB PKB = gb mod p b

B 1 < b < p−1 (ElGamal 1985) SIM
(Shelfer 2002)

LAIV SIM LAIB LAIV

1. {β, CIDT, B, RR}
a ZC w ZC

challenge/response w

Diffie-Hellman β = gw mod p Diffie-Hellman

b CIDT = (C, ZC)
PKB Diffie-Hellman

KL=PKB
w mod p = gbw mod p

c )))((),(,( βBCCCK MACZZHCERR
L

⊕=
C ZC

2. {β, CIDT, RR}
3. 

TCertC KVC }),(,{ CVCPK TCertKERC
V
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a SKB = b Diffie-Hellman KL=β
b mod p = gbw mod p RR C

b C AuC KBC

c MACBC(β) ZC ⊕MACBC(β) ZC

d ZC H(.) H(ZC)

e

δ
δ n

f (PKC, SKC) SKC

g ZB C V
KVC=H(ZC, ZB) V PKV KVC ( )

VPK VCE K

KVC r0 = MACBC(ZC, ZB) r0

n rm = Hm(r0) (m = 1, 2, .., n)
h ),,,,,,,( TCnVCTBC EXPrnPKPKVCIDSTCert δ= C

V EXPTC

i )))}((),(,(,{ BBCCCBK ZMACSKSKHZEBRC
L

⊕=
ZB SKC

4. PKB TCertC CIDT

KVC

δ n rn

{RC, TCertC}
TCertC δ

n RC ZB SKC

KVC = H(ZC, ZB) r0 = MACBC(ZC, ZB) r0

n rm = Hm(r0) (m = 1, 2, .., n)
n

r0 ~ rn-1 SKC

KVC 8
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CVCPK TCertKERC

V
),(,.3

8

TCertC SKC KVC

V

1. P

CCPO KVC MAC MACVC(CCPO)

2. KVC CCPO CCPO

TID=(IDO, IDS)
CPO=(TID, CCPO) {TID, MACVC(TID)}

3. CPO

CPO CPO

CPO CPO

Goods {TID, M, H(Goods), 
Goods ⊕ MACVM(TID)}

4. KVM Goods
KVC ))}((),(,{ TIDMACGoodsGoodsHTID VC⊕

5. VCK Goods

P Pnr −

))},((,,{ PTIDMACrPTID VCPn ⊕−

P Pnr − )( Pn
P

n rHr −=

2. β, CIDT, RR
1. β, CIDT, B, RR

4. RC, TCertC
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)},(,,,{ PTIDMACPVTID VM 9

9

(License)

10

1. SKC CCPO

VCK ))}(({ CCPOSE CKVC

2. 

))},(({ PTIDSE VKVC

a CCPO

IDS  IDS

CCPO TID = 
(IDO, IDS)

b CCPO

CCPOL = (IDO, Condition, EXPO)
EXPBID CPOL = SV(TID,

CCPOL, EXPBID)

3.3. TID, M, H(Goods), (Goods⊕MACVM(TID))

4. TID, H(Goods), (Goods⊕ MACVC(TID))

5. TID, P, (rn-P⊕ MACVC(TID, P))

1. CCPO, MACVC(CCPO)

2. TID, MACVC(TID)

3.1. 

3.2. 
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c
CPOL

3. CPOL

CPOL ))},((,{ BidTIDSEM MKVM

4. CPOL

Bid P

))},,((,{ MBidTIDSEV VKVM

5. 

CPOL

{TID, H(Bid), (Bid⊕MACVC(TID))}
BC=SV(CPOL, PKC, Bid, M)

BC

6. BC CPK

))}),(((,{ BCGoodsESEM
CVM PKMK

7. )),(( BCGoodsES
CPKM

GK )(GoodsE
CPK XOR

)))}((,,({ GoodsEKBidTIDS
CPKGV ⊕

8. 5 7
SKC PC = SC(TID, Bid, V) )}(,{ PCECID

VCKT

9. VCK PC PC

Bid δ
δ

GK
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10

GK SKC )(GoodsEK
CPKG ⊕

Goods

)))}((,,({ GoodsEKBidTIDS
CPKGV ⊕

Alice

Alice
Alice

Alice

Alice
Alice

2. )),(( PTIDSE VKVC

1. ))((, CCPOSECID CKT VC

3.2. )),((, BidTIDSEM MKVM

5. BC

8. )(, PCECID
VCKT

6. ))),(((, BCGoodsESEM
CVM PKMK

7. )))((,,( GoodsEKBidTIDS
CPKGV ⊕

9. )( GK KE
VC

5. )))((),(, TIDMACBidBidHTID VC⊕

4. )),,((, MBidTIDSEV VKVM

3.1. 
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Alice 80,000
5,000 Alice Alice 100

15,000 5,000 59,900 Alice

Alice 59,900
5,000 Alice

Alice Alice

Alice
Alice

Alice

Alice Alice
Alice

Alice

1. 
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a
δ

)))((),(,( βBCCCK MACZZHCERR
L

⊕=
KBC

MACBC(β)
)))}((),(,(,{ BBCCCBK ZMACSKSKHZEBRC

L
⊕=

b
SKV }),(,{ CVCPK TCertKERC

V

KVC SKV

)( VCPK KE
V

KVC

{TID, M, H(Goods), (Goods ⊕ MACVM(TID))}

VCK ′ )}(,{ CCPOCMACCPO VM′
)(CCPOCMA VM′

c

))}((),(,,{ TIDCMAGoodsGoodsHMTID VM′⊕ )(TIDCMA VM′
TID

KVM MACVM(TID)
KVM ))}),(((,{ BCGoodsESEM

CVM PKMK

BC

))},,((,{ MBidTIDSEV VKVM
),,,( MBidPKCPOSBC CLV=

2. 

a RR RC LK

pgK bw
L mod=

b w

(Schneier 1996) LK

b CZ BZ
KVC =H(ZC, ZB)

r0=MACBC(ZC, ZB) ZC ZB KVC

r0 n
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rm=Hm(r0) (m = 1, 2, .., n) KBC KL

)))((),(,( βBCCCK MACZZHCERR
L

⊕=
)))}((),(,(,{ BBCCCBK ZMACSKSKHZEBRC

L
⊕= ZC ZB

ZC ZB

CIDT = H(C, ZC) C

c )))}((),(,(,{ BBCCCBK ZMACSKSKHZEBRC
L

⊕=
SKC KL KBC

KL KBC SKC

d }),(,{ CVCPK TCertKERC
V

KVC

e ))}((),(,,{ TIDMACGoodsGoodsHMTID VM⊕
))}),(((,{ BCGoodsESEM

CVM PKMK )))}((,,({ GoodsEKBidTIDS
CPKGV ⊕

Goods KVM SKC

)(GoodsE
CPK

))(( GoodsEK
CPKG ⊕ KG

f KVC P

))},((,,{ PTIDMACrPTID VCPn ⊕− Pnr −

g ))},((,{ BidTIDSEM MKVM

CPOL VMK

VMK Bid

3. 

4. 

a
PKI

),,,,,,,( TCnVCTBC EXPrnPKPKVCIDSTCert δ= TCID V

CPK δ rn

)(CCPOSC

Bid ),,( VBidTIDSPC C= PKI
),,( BIDLV EXPCCPOTIDS ),( BidTIDSM

),,( MBidTIDSV ),,,( MBidPKCPOS CLV
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)),(( BCGoodsES
CPKM )))((,,( GoodsEKBidTIDS

CPKGV ⊕

b r0 = MACBC(ZC, ZB)
rm=Hm(r0) (m = 1, 2, .., n)

Pnr −

V P

3
1 3 MAC 2 XOR

Schneier (Schneier 1996) 
20,000 2,000 2 MAC

XOR

XOR (Bird et al. 
1995  Schneier 1996)

3

n+4 1 1 
MAC 3 3 1 
XOR 2 2 2 

1 0 2 
1 0 0 
0 0 0 
0 0 1 
0 0 3 
2 0 0 
1 2 2 
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3
MAC XOR 2 1

3

1. 

2. 

RSA



130

3. 

1. Asokan, N., Janson, P.A., Steiner, M. and Waidner, M., “The State of the Art in Electronic 
Payment Systems,” IEEE Computer (30:9) 1997, pp: 28-35 



 131 

2. Barnes, S.J., “The Mobile Commerce Value Chain: Analysis and Future Developments,” 
International Journal of Information Management (22:2) 2002, pp: 91-108 

3. Bird, R., Gopal, I., Herzberg, A., Janson, P., Kutten, S., Molva, R. and Yung, M., “The 
KryptoKnight Family of Light-Weight Protocols for Authentication and Key Distribution,” 
IEEE/ACM Transactions on Networking (3:1) 1995, pp: 31-41 

4. Boman, K., Horn, G., Howard, P., and Niemi, V., “UMTS Security,” Electronics & Communication 

Engineering Journal (14:5) 2002, pp: 191-204 
5. Chen, H.B. and Hsueh, S.C., “Light-weight Authentication and Billing in Mobile 

Communications,” Proceedings of the 37th IEEE International Carnahan Conference on Security 

Technology, Taipei, Taiwan, 2003, pp: 245-252 
6. Dai, Y. and Zhang, L., “A Security Payment Scheme of Mobile E-Commerce,” Proceedings of 

the International Conference on Communication Technology (2) 2003, pp: 949-952 
7. Datamonitor Research Ltd., Mobile Payment Systems, http://uk.sun.com/wireless/resources/

pdf/ datamonitor.pdf, 2000 
8. Diffie, W. and Hellman, M., “New Directions in Cryptography,” IEEE Transactions on 

Information Theory (22:6) 1976, pp: 644-654 
9. Durlacher Research Ltd., Mobile Commerce Report, http://www.durlacher.com/download/ 

mcomreport.pdf, 2000 
10. ElGamal, T., “A Public-Key Cryptosystem and a Signature Scheme Based on Discrete 

Logarithms,” IEEE Transactions on Information Theory (IT-31:4) 1985, pp: 469-472 
11. Foo, E. and C. Boyd, “A Payment Scheme using Vouchers,” Proceedings of the Financial 

Cryptology Conference, LNCS 1465, Springer-Verlag, 1998, pp: 103-121 
12. Foo, E. and C. Boyd, “Passive Entities: A Strategy for Electronic Payment Design,” 

Proceedings of the 5th Australasian Conference on Information Security and Privacy, LNCS 
1841, Springer-Verlag, 1998, pp: 134-148 

13. Ginzboorg, P., “Seven Comments on Charging and Billing,” Communications of the ACM

(43:11) 2000, pp: 89-92 
14. Grecas, C.F., Maniatis, S.I. and Venieris, I.S., “Introduction of the Asymmetric Cryptography 

in GSM, GPRS, UMTS, and Its Public Key Infrastructure Integration,” Mobile Networks and 

Applications (8:2) 2003, pp: 145-150 
15. Herzberg, A., “Payments and Banking with Mobile Personal Devices,” Communications of the 

ACM (46:5) 2003, pp: 53-58 
16. Horn, G. and Preneel, B., “Authentication and Payment in Future Mobile Systems,” Journal 

of Computer Security (8) 2000, pp: 183-207 
17. Jin, L., Ren, S., Feng, L. and Hua, G.Z., “Research on WAP Client Supports SET Payment 

Protocol,” IEEE Wireless Communications (9:1) 2002, pp: 90-95 
18. Kalakota, R. and Robinson, M., M-Business: the Race to Mobility, McGraw-Hill, 2001 
19. Kelsey, J. and Schneier, B., “Conditional Purchase Orders,” Proceedings of the 4th ACM 



132

Conference on Computer and Communications Security, Switzer-land, 1997, pp: 117-124 
20. Kim, M.A., Lee, H.K., Kim, S.W., Lee, W.H. and Kang, E.K., “Implementation of 

Anonymity-Based E-Payment System for M-Commerce,” Proceedings of the IEEE 2002 

International Conference on Communications, Circuits and Systems and West Sino 

Expositions (1) 2002, pp: 363-366 
21. Lin, C.H. and Dow, C.R., “Efficient Checkpoint-based Failure Recovery Techniques in 

Mobile Computing Systems,” Journal of Information Science and Engineering (17) 2001, pp: 
549-573 

22. Lin, T.H. and Shin, K.G., “Damage Assessment for Optimal Rollback Recovery,” IEEE 

Transactions on Computers (47:5) 1998, pp: 603-613 
23. Naruse, K., “Findings of the Mobile-Users Survey,” ECOM Journal (4) 2002, pp: 52-57 
24. NTT DoCoMo, Subscriber growth, http://www.nttdocomo.com/companyinfo/subscriber. 

html#06, accessed 22 Feb. 2004 
25. Pagliusi, P.S., “A Contemporary Foreword on GSM Security,” Proceedings of International 

Conference on Infrastructure Security, LNCS 2437, Springer Verlag, 2000, pp: 129-144 
26. Park, T., Woo, N. and Yeom, H.Y., “An Efficient Optimistic Message Logging Scheme for 

Recoverable Mobile Computing Systems,” IEEE Transactions on Mobile Computing (1:4) 
2002, pp: 265-277 

27. Park, T., Woo, N. and Yeom, H.Y., “An Efficient Recovery Scheme for Fault-Tolerant Mobile 
Computing Systems,” Future Generation Computer Systems (19:1) 2003, pp: 37-53 

28. Samfat, D., Molva, R. and Tsudik, G., “Authentication of Mobile Users,” IEEE Network, 

Special Issue on Mobile Communications Technologies (8:2) 1994, pp: 26-34 
29. Schneier, B., Applied Cryptography, 2nd Edition, John Wiley and Sons, New York, 1996 
30. Senn, J.A., “The Emergence of M-Commerce,” IEEE Computer (33:12) 2000, pp: 148-150 
31. Shelfer, K.M. and Procaccino, J.D., “Smart Card Evolution,” Communications of the ACM

(45:7) 2002, pp: 83-88 
32. Sirbu, M.A., “Credits and Debits on the Internet,” IEEE Spectrum (34:2) 1997, pp: 23-29 
33. Stach, J.F., Park, E.K. and Makki, K., “Performance of An Enhanced GSM Protocol 

Supporting Non-Repudiation of Service,” Computer Communications (22:7) 1999, pp: 
675-680 

34. Tsalgatidou, A. and Pitoura, E., “Business Models and Transactions in Mobile Electronic 
Commerce: Requirements and Properties,” Computer Networks (37) 2001, pp: 221-236 

35. Varshney, U.R., Vetter, J. and Kalakota, R., “Mobile Commerce: A New Frontier,” IEEE 

Computer (33:10) 2000, pp: 32-38 
36. Varshney, U., “Mobile Payments,” IEEE Computer (35:12) 2002, pp: 120-121 
37. Zheng, X. and Chen, D., “Study of Mobile Payments System,” Proceedings of the IEEE 

International Conference on E-Commerce, 2003, pp: 24-27




