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Abstract

In the modern era of advanced Internet technology, the initiative to use the Internet
to vote has been proposed. At the same time, several countries and regions (such as
Estonia and Norway) have tried to implement online voting. However, due to many
information security and privacy concerns, online voting has not been massively
adopted. Blockchain technology has the characteristics of openness, immutable,
traceability, these features are just suitable for supporting electronic voting. This
research analyzes the past online voting cases and the online voting proposal studies
introduced with blockchain. The current voting mechanism establishing a credible third
party or system faces difficulty choosing between security, anonymity, and
convenience. The popular blockchain voting mechanisms have three major problems.
First, most of the voting structures proposed in the literature belong to a centralized
power administration. Once the centralized administration is attacked, the voting
process and results will be inaccurate. Second, most of the voting mechanisms only
interact with the blockchain at the end of the voting process. Even if the blockchain
guarantees that the data on the chain is difficult to tamper with, it still cannot guarantee
the virtual (blockchain data) and reality (voting behavior) integrity and consistency,

causing problems of damaging voter’s anonymity, voter impersonation, and ballot
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tampering. Third, Because of the openness and transparency of blockchain, uploading
the election information and ballot on blockchain violate the anonymity of voting.
After referring to the voting mechanism of various studies, this research proposes
an online voting framework using biometrics and blockchain technology. For the first
problem, the five voting stages are assigned to different roles for execution and
supervision. Under decentralization administration, any party cannot alter the election
results, thereby reducing the attack risk. For the second problem, this research proposes
a more comprehensive blockchain voting framework that includes Voter Register,
Voter Verify & Vote, Ballot Mining & Encryption, Ballot Decryption & Verify, and
Ballot Counting & Tracing. For the third problem to solve ballot privacy, this research
introduces biometric technology and hashing ballot to solve voting privacy and vote
tracing. This research also discusses the attack risk and ensures that the proposed

framework could avoid being attacked.

Keywords: Blockchain, I-Voting, Bio Recognition, Decentralization, Privacy



136 EMEEBR F_+NE F_H

o HW
2P L LA FRChAR L BN AR L BB E S F LY AT

'S

=B o~
=2
e lg
’?
(\x
!

PEEE SNEHIS S E R A A BB IREER DR A (¢ 7 A4 S He s
PJo@“W%% BRI AL e D) BpRRR e &S
PLoTH D R ~3) AP EERAE B4 AL A

}\-
3:3
>~
p

% ° fé’%%\*"ﬁ%"sﬁgmp\n‘c—’zomﬁﬂ »%@Zjawé}yauﬁgig (4
@-— -'&;E"ggz\%}‘\), F ‘ 5 fﬁ-‘\}g—#l FEH %E?]—“EFW ﬁ ' 205 904 I[} 2 ﬁ E%_
PR R ,,swmg” AT R e (3% 2018) ¢ %“%/E/’}m;%i B g st

2019 = rﬂ#)\—r £ A% 3.7 % ~ (Australian Electoral Commission 2019) o £ 4 =
A3 G oo w2019 Feantr R EY K 1 RIOFFIERNSFEHEL o7 I
%*iiv?—%fmd»k*%$W€’i;%%ﬁzn LEA R B
(Shams 2019) - "f PR L F A 2 AR L el s it o 2018 £ ¢
43\@’*" o /F ARERY O AR REIHKRLS A "5_%%“% AAEFEL &
TR R R B R LG PR E S T 760 R AR R LA
XA 2018 F#4 &-EFEFTRENL > cHFVIRKEFFLIHL 24 30
F) (Fréeis 2019) o IR PwC dsed WHRFF R /R A A0 AR E R i (7
FEANRBEFTH S GMES 0 B¢ 2 AL 525 %F &~ (PwC Australia 2014)
2

F

She

EN BN AR L POFE R A A R E T L - BRARCRBL AL B
ﬁ$ivkﬁﬂﬁéﬁfﬁm%ﬂﬂ‘o

B FAMBY O RF R T o F I MR BT TR L N - B
XHHEHT pRELIRNFIAES AL BERN L AN R LEY E
Feoraw 0 CORALLTARAT R X B BUGEFRREREL o 52005 T VR B
BPEE2ZL EOAL - EHATRR-FHIF R ES 71 2019 #
BRI L ERY ) SRR A B 44% (54 2019) 0 2 AT
SURARE DM R THFIRIMART AR L B R R BhA 5 PN
FE7 UL EAREARE > BELHRM PFE TR FEARENER
(Danchev 2010) ﬂ%’b’z?—‘k ¥ 1235 1 DDoS FE %70 P57 iR 0 @ R E PRIF
#OETe gtk IR E W R b HHE A e S B KR ok AveaiiE A e
£ L M % (Springalletal. 2014) o ¥ #b » #m=¥ & 2011 & H » B € i B g ¢ R
BE Gr BEARERFYT 70,000 248 2% ¥ FALE > LAY BF T AL
POEFREENCENARET T L2013 S T L k5 (Segaard
etal. 2014) « SR} it 0 5 fEABAK AL PR T RELL FAKG L
EHES Qs Ry YT E R R o - B SIMNALE R e
%ﬂﬁﬁﬁjﬁﬁpkﬁaﬁﬁéf%ﬂ Tt o I8 P RIRTEOIE S 2
LTRSS (g %,\Eﬁﬁkﬂﬁfﬁé%%rﬁ‘
EF%(F#m%ﬁm?\?GP —ZF?W TR EANTRED LiE
E)~EXx 2 (BARESRE - BHradgad)-

IS

:1me
“:l



Ve RER - REZEHERBAR ZEPMERTERE 137

A Z R T B4 R 5 -‘/gu S S S T R ek R = o
2009 41 1 1 @f_i é\ ’ é’_/)‘l’ﬁ R *‘}&‘Eﬁ_m‘ ET s L ;}"‘L’J‘g‘&]&ﬁfl Iﬁgb }1 i*'

P e A RAMLSE 7 ﬁ@u—f’ «ﬁm#rr% P e wwznmm% ,,
B B ofE R 22018 & 3 F MR (7 R B4 L 2 & o] AR (Cho 2018)e
2018 & & > F MER LT VOEEHRY §F RHAAPFOAPP I K E i R
B s ok aiE NG A %Ei?_féi;ﬁ%;ﬁl v I R 150 iE A EEHF o FRa o
B KRR E 0 2020 # g < B @ fpfE47 2018 £ @ aE R I
B ERRE Votatz # B ﬁ;;\’?m ’ ;J@’*’ 237 BB L33 hT X IR T A
REFEPNFREL ~EFFE2ic gt h %ﬁ%i*%%ﬁﬁ@ﬁﬁﬁ
(Specter, Koppel, & Weitzner 2020) °

T HLAAH T FE AR FALEE R R R AR T 48T S
FALR WA G- RO RE 75 2R il R T
B Ae, £ HE 4o b oA RV A R 3k ’”*I{?-‘km§wa\§ﬂ:
- ﬂy} ojai s W o ReHAART DEE R DR E

dot Bl AR FELE N DE A~ Bl R E ) SE s B af £
3&*’?3’% AELFFHEHRGE BT ERCNL DR WA
FEREF NT AR TR T S B A T

ety o FH4ARE G HRE RS TR R
B bsam o TRBE -RFENLL \;},t,iﬂﬁ-;ﬁﬁ\ RE RS R
TR TN R FSE T o Flpt > LR R TLRELF
A 15’—%;\"3”"; @%Jﬁﬁ_&};“ﬁ'f%ﬁix HiFEEeho

AT Ny - BPRIX - B L L E B4 H o AP RIRERT
PR B B A BT R AR~ S R & MRS o B RS OING (F H iF
REARR-FR) APRPEE L SERY CEARFERL CEERLFE
b BRI P AAZ E L R R R Ark it PR BREERARE & g ® %
Bogad b (bt T ARV RET ) 0 MR EF B ESDT 1‘”"‘ BRI &
AR ¥ S iﬁ#;kﬁk}{;{“—i Pou it g £ o ﬁ'J’iﬂL?If’v“‘ fﬂ“rﬁ’*
e X RAT 0 AT R R AR A RO RO TR R A 8
(blde> 278> ~HE AR B FHAAKZHESE) FF 1 (TEET F?’F-Eét * F B
41T 5 ok TR Rrsandgive B 2 BROR A Ao R - B }_s’v’ﬂ‘&iﬁ.&%ﬁf&
BEEWHAPETE LG (EVEF G AT BB L2 P raiy
FlfRARRAE DA ER L AEFRNEF IR T R A A EREEL
i fam?‘if‘fﬂu [l I{@t—*‘*’iﬁ.u wieH B L o

\1::
S

—-\

N

=
- \mk
A-

3 =3

}\ N
S

Loee m

?ﬁ

N

|

pun
cz&

e

2

F T W
WY e Gy A

=\

W N
B
= A
& o
- ¥
LN
fﬂﬂ |

o

o
3

N T T
= %

S

T
B
fon
E

RAT G TR AR A A kR et T E'?""}fﬁ AeX P ERE
ELF rFﬂ‘iFviHﬁﬁ&’fkéﬁ‘f‘ﬂ'}’* Ffd d SRR H AR K
BER

F
o AL ﬂr qpléﬁﬁ-gii‘II%t?zgle Tmﬁx_&f:mf%’l R
Ft



138 EMEEBER F_+NE F_H

F s @ gy

- e RPEE R B4

() B FE 2

SLRE S ESERGE - AZE ISR I - B A S o A JUNPE R R - N
%J'\ B v,gi.*],,_ TERY ZAEHFDE FFE2EL L - BT J'l#ﬂ,éﬁ;f])» i
e r;f;, & | (Feistel 1973) o W £ ¢ B pFarid * anges Sl s SHA-256 0
Bed R T > AE > 32001 #8 # (Gilbert & Handschuh 2003) » -’E'-ﬂi%l
ME 256 Ao pieh Sl BIARE X 0 T T e s E G 220B 5 4
30 1I579x1077 11 5 R Rait B i 4 cEE R Y B AR T AR g E 2o
<_>§¢w¢4w,

AEES RS IR AR - B AR R BRAL S RIS
%4k (Secret Key) » ¥ 5 #&F HéfgeriE * —“z R fER ML o b NN e B Y
A AR s By ?%Fﬁwfﬁ@é L E R AT ks F] SR e
Bt 2R RGO (bl B4 ehE a)#ﬁmﬁw*hmﬂAm‘
ChaCha20 ~ 3DES ~ Salsa20 ~ DES - Blowfish (Agrawal & Mishra 2012) -

(Z) 224Hfise

PEFF A e FLS N SR kB B & d Diffie & Hellman ) xF

L FE e B 1F S 7338 * (Diffie & Hellman 1976) © p 4% i@ mmﬁaﬁaﬁ ¢ R
B - d R AL R Y b B RS AR Fon T GL
i@ﬁiﬁ?imﬁiiﬁ" ' #‘"3%1‘57' *E AR e mﬁ%@%}féi&‘ii 7o [
FEOBp NG BRI TFESEROATR @ﬁ%l (Edgar & Manz 2017) o

B A %“f TAfRRE E4RA L 2 FEZ (FEEE R &) 7
feeb s Hop mT;K [ERRFE R B SRR IS+ gl M n:ﬁ,ﬂi;'li%fﬁ o THE 1 &b
A, dix ke g LERFAEZBE AL i{isEA 4 - 2f 4  (PrivateKey) > T
MR AR poaha gy (PublicKey) 0 TR 4R RS H S o § B Al
Qf%@’gg@wiAgwﬁ%?gﬁwﬂ%Wthéﬁﬁﬁﬁ%,féﬁ
1;:—*‘BE1 HER*pEFAFEICADOGRE G REFR, ‘:ﬁﬂiﬂim}%v&m g e

A B
r N\ £ N\
Mess Encryption Encryption | Decryption | Decryption .| Decryption
Raaage Algorithm "l Algorithm | Algorithm ‘1 Algorithm "l Algorithm
L 4
Private Key A Public Key B Private Key B Public Key A Mesne

AN SRR L T LR



Ve RER - REZEHERBAR ZEPMERTERE 139

(z) &i=g %

DSA (Dlgltal Signature Algorithm) # 1991 # d David W. Kravitz # ! (Kravitz
1991) » iz B £ & - A M iFn 4 T s %@ 2 (US Patent No.
5231668A 1991) » A BjiFR * e 1322 2L A4 B 0T 5 2K 0 I H bt
BT RGO A KRR L ek FAT LR DR AR
B AR AEEL AR KA, FERE KEER VY MR FTL D
%;‘ﬁ—*ﬁ PR e AR AR i (Pornin2013) o ] 2 3P ’A;e)t@ﬁg]— v A
B SAgifee PR B EFEE S A KA o5 - H A NmBEL v kLA D
HUBE TR AR S H AR AP THARZEI L R A EEEF ALK
S ASEEETRL BB £ A 2F NGB AR §F
EEED (M3 & FRENL%EFE) R BrErAoiede F VI T
& A @s@%mﬁw*“iiww ciEA RS - LR AR AT g B

Hello Bob E> Ab438c8e393bde

Encrypt

‘ w/ Private Key A Encrypted Message
360c52¢694c¢15¢360
€52c694c611206ab E> cf236da2ddbdfce

>
S

Encrypt
Message Digest w/ Private Key A Digital Signature
P ER 2T
Ab438c8c393bde | | (@i > Hello Bob %
Decrypt
w/ Public Key A
Encrypted Message 4 36052c694¢15¢360
B €52¢694¢611206ab

—1
360c52c694c15e360 | [ Match?
cf236da29dfb4fce ¢52¢694¢611206ab
ef.':vp

Digital Signature w/ Public Key A Message Digest

B3 & EFEANLEHRE

() ®H4apF

& btz soEkgr HoiF o Nakamoto (2008) #% 11 chgh 4t EL 2 & 5 5 ¥ 31 009
TeHAAPLE o HFHAAT ARG - BT RO T R R A T2 Fé“gizz@fi’w
—Ffﬁ”}"ﬁ%m P AP BTN E (XL S I TEEP) S AFEEP RELp
SRR E 0 XM T (B MY TR AR E) T eaEl o 25T



140 BREE8E E_TNB $!
- BRASTAIRE  F AT M ARARELR R G B RAY TR F
*Kgiﬁés\l?‘z%ﬂkb chieh Bee s B RS AT AL R R

FARACT o B4 R HAAT R

EE:

[ ion {Merldeﬂootl {Mm}[mm] [\bmon][hﬂeﬂdenoot}
[ Hash of Block N-1 }d—{ l-lasth)fBlocl(N ]1—{ Hash of Block N+1 ]4—
[ Jorem] | e Joemon] [ e [t

N

List of Transactions

ﬁm .%,; Ee= [Em{:][;

Bl 4 ®s TR
(%% Khan & Salah 2018)
(=) % H4aig )

T BB H B 2T ru,,\;;ﬁ;fé’z}j@g\fﬂﬁégon‘véﬁ
%&ﬁW$4ﬁﬂH¢p:Bﬁvﬂﬁ”%%ﬁﬁ*mﬁ“%’ﬁﬁ FALL A
YA L T FIERAN B B B ARRE R R s ki e
TR HEM S E? ﬂgii,%iéafﬁé}’}%ﬁ’gj\rﬂp—};l— ,y}oajfé\?@é{g] F A
AR BT R AR 7 RO G 4R 1 AT I B LT 4
Grod 0GR A B RIRE Y B o £ F 48 T 0 A BB B
S0 B A g (Consortlum blockchain) e384 2 @ b ZE 45 0§55 4BF MUK AL
RO CHIECTERE R L R T 10 TR PN S N T 97750
CPERC T

RHAA P TR 2P R FEREP IR > 1 IFEEP R
Adam & 1997&#&:’145’?‘3‘:%!% (Hash Cash) &8 (Back, 1997) > 3% 7 iz £ %f
A @ﬁiﬂ\ A (Msg) #v b - BHESE (nonce) i 7 ¥THILEW B T B FE
P BK g @r - B HE (Target) B ez @ (H) -
Hash(Msg + nonce) = H < Target

\, \\\?{r

P B RARAEZ S 7 (Mining) > B R BAERR S  FRBIALLITE
VR ni AL 1 e Bhe d MR ST A 2 SEB AR R < 0 T2 R W
o RRMGEEFER BEP LS g AFFEL(FELITPEFE
TG R FHATR T o BRI DH @ R A F R AR

2T RO 4 0 A HFAREE &m“°*°?ﬁé@”“ﬁ* SRS
T FRIEI RS T A LA H A TR S L A AR
ARG B~ 0 AN R A 2 SO S AR 2 RS



DG il - iRz R MBRIEAERE 25O CRERHE 141
(~) i E

%mﬁﬁﬁ—ﬁﬁﬁ*?%
&0k

:%Laﬁﬁw

ks

jw e
\_.
i
i
e
;\‘1
ul
f-:
;}Q ?

BRI FIA A FRREY A RFE 2 AL EER
NS PR F B Rinkeby 2 * EF P (PoA) v d b B < &
,E‘l‘,hf'—fa BB R ARIT R 5 oo Bk A HT ’*Ej‘mﬁ"é%*' g/ﬂ\‘ﬁ{&_&ﬂa@é—/ %
> &2 (FullNode)® » 7 § 7|5 H - & gLl oo m F R L S AR R
PR LA R Lo AR 2 SR R gt b A

(1) PoW (Proof of work): +* 4 e & * 1 (T £ P (PoW) k3 4e & B %M
FEZ AR AFRFIGER BRI A o A1 TEHEP I T NG F -
BREhLFER (TITEREM) 2 &80 1T % p Coinbase e Fh1 & 8 &
%EmLﬁm%waawgﬁﬁﬁﬂﬁ%’ G- Bho & & B € AR T T PATR
B % 32 S HCGEFHRE ok BRALY h1 (FREBEM EE R R \/i"?‘/%: J‘ 2
e HLET ~‘i—l‘*$piﬁ..°m L ERY S F IR BHIEFELE DS
g‘;‘ S 2;\ ENT-BHIABALEN TR RAGIFEREP > L H 2
ENEELE m@g,ﬂﬁééﬁﬁkﬁgﬂ;;gJ Lo~ o pboh s g
R4 ¥ - ;@@:& Al LA JE R R B W%J”Ht"v;f e
PR * 1 IFRER O ST AT AR L BRI ApaL T
BB o e A < Rea R e

(2) PoA (Proof of authority): PoA 1% 5 & 8\8 4| ch ¥ slah e e ® € d B2 447
1%@1@@%&*&5@;’5—5 3 AR ,E,—‘,L‘mﬂbﬁ PR SREFEARL A

PoS & PoW 2 & 8h% pib » &g o b4 &AL RIS A & i o
TSN L TS :}ifsAq&fﬁﬁﬁ A ﬁw%ﬁ"”’—'ﬁwu T S
gf—“—*ﬁj‘z;-{‘:ﬁ‘%m FILT R %5 o PoA #pt POW}iirSﬁ”Q%}%&v@—’E_’@JJ

R R %+m¢ﬁw’a@%@wﬁﬁxaﬂﬁ$;ﬁﬁﬂagﬁﬂ~§
EREIIERTFZERI D SR R

C  RBRELEERHAARENL
(=) FERRE RO HRMAPRRE v L

TE ]l R RHsaE PR L FHRED BREREFHDEALL
I%\E;j‘;‘-g;’\ ﬁ./:_ °

(2) PEE B HBRE it

a)ﬁ@ﬁ*ﬂwﬂ‘ufg WA TR e B R R B T R it n
WA R RIL T E R LR DA ER PG Rk AR ¢ it g
BEF EARapdr BRI RERE > DT VhE B - FR L 9 £
B Frsald g Lk aa, FREAY i Bl B gAML &



142

EMEEER F_tNE F_H

REFA@EL > s 7 £ 498 REF RAMAT R LT &R E i
AR in A ¢ it o BB R E B %% - Hanifatunnisa &
Rahardjo (2017) # &1 s £ = % T A4 4 4050 40 s AR A 4050 4B &

A

NN

e WL % M4 (TR G P e s e

Bty @i m 2R B A R AR L ¢ w4
Wi FRZEFURRDEFERE > bl40 12020 2 FMARAEDI A B
(Dominion) 4% & # i%:E 4 ' f dp4 7 £ 2 (Giles & Horton 2020) 5 i3+ % & 9
4% #5244 3% (Antrim County ) 57+ & #c8+ @ 4y fr R B £ fof n R it ~ &

3K (GEdos 2020) 0 Asl r FHAESEFRL T > &

Wb BT R L 2

EREABTERERFELL > JEF G EET R IR A

Fol0 LR R AR L Y JRF LR

2 FEEE | 2 RER FEREP LR | ERHRFLR
Ayed Q017) | 2@iid | Rren F85 | FRE BEEATRL
BEHRE | KR

Hjalmarsson et B B b | TRE BHEAFTHE
al. (2018) 93 B
Liu & Wang Bl TRl Th | HRES A%RETER
(2017) %y
Hanifatunnisa & | i3 B AR b | THRE it TR
Rahardjo (2017) HIdER
Wei & Wen B TR BallotID # = | BallotID £ & F
(2018) e 44
TR LR B T Fa £ M OFAHE
Estonia (2020)
Ara X EATRG | RF AT | R T3 | VoterID & AR
Brightwell etal. | 3& PIN %5
(2015)
M FEEyy | BHaE R (FRymIp [FLHIR
Ayed (2017) i# 7 525 | PoW ERELFR | TR
Hjalmarsson et e 1 2 . HiEA A £ N
al. (2018) £ PoA %% TX ID Py
Liu & Wang BoEZE | 2 1z FEARY F- &
(2017) % R R N T
Hanifat}lnnisa & Py % Fp 3T & B Py ‘2:3 WA AR T
Rahardjo (2017) 8 B B TE ' e BEIL L
Wei & Wen . . . .

w | @z T A4y 3 4 4
(2018) 3 g\;fp £ € IiE '\#ﬁ E *«3‘;‘1
é ‘/‘/l} ﬁ' g_[‘—' %T I/}]J o = 5 VR = & > b

i R X EHGEET | &% A

Estonia (2020) = * EBER AT ) &R
Fra AR B
Brightwelletal. | #2 &% | X EHENEF | Ex A
(2015)




Ve RER - REZEHERBAR ZEPMERTERE 143

Pty 0 R ERAL ARRELDPERT 5 R B DT LR G
P EFRPEEVEF T F RSP T AP LA PSP I H - S
T AL AERE L T RRT L LA B B o % b&%ﬁ‘ AR LI M
ﬁ&%@ﬂ%ﬂﬁ?ﬁiﬁﬂﬁ P ERP L i ARN B E Fl I 2P
8 ﬂ“ﬁé?%ﬁ?i&%o&ﬂ@%ﬂ“ﬁq ?ﬁﬁﬁ%%ﬁ’?

:@mﬁi— AR P o FP > AT A X R EZBHFE FEY EEHOD
PE AR 4L R /n\%r\mﬂpxﬂ”w&’url-‘#k&%ﬂpﬂ N AL L DA
Q) REX 2R - e F L ENT LR FRARREE > LSRPAR
imm%w%ﬁi@?ﬁéﬂ—zmﬁ ke R FR G FEENA

iE R
g

W

&
keJ
K %#Eé FIEfo gt b > B R R R-m 2/ (T E Y op X B F L
q\lfumi%mj kogk;&ﬂ,zi%g A A GRE T A el
‘Effu?r‘l,% TV IR A EVEFRE CELEHY R LD L
(Estoma 2020) ° Flp > AT RAIRIFEE Y B G H o Y
BE HOBMOPREANRET MR HRHEE A - BB SR adk
LI uﬁm;ﬂ R T frif o ¥ P ARRIEN LI AR 2T
Bk B E T2V a o FIM PR R SM P ERTREA A KF B A
BLG & 2M&%ELE (54 TPM (Trusted Platform Module) ~ NFC % 4
GFREREER) RV R A ALY XFPL L EETERRIHEEL AT

((

%mﬁat“
3
w»}
—~ N
T oRn
Y oa

B) EEMUTREERN2Z B I HEEL Do )}% FrpRi RS 7 &
FEAAA TN ELR AT AR B REANT NS FILEEL

MBIk A ENPEFRERLL F L2 4T o F]t > Hanifatunnisa & Rahardjo
(2017) #& d13RE A & ﬁiﬁiﬁi%%%ﬂﬂ’iﬁﬁéﬁﬁéifﬁﬁ@

%o BB LF SR AENEE T U FRE VR LT ERRT EAT
WERE LTSRN FH AR RS A e~ b BE BB § R 2SR

F > Ayed (2017) 2 Wei & Wen (2018) #% 21 e & ¢ 15 4 ulE 8 hE > 4
PR 1% ERAFAR Y ED Ballot ID > EiE AV UEEEL FerF e Ballot ID
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FAEE SR ERS LN P B SR gy

(Hjalmarsson etal. 2018) o F]gt » A AT 7 R B 5 40 V38 (7 R blgl o~ > ot 2
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PRy PIREE P st qjt»nb/, e  BRE R FoiEm B3 ELR
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P BEREAL T B R HALT 50 FcHF K BT A AHREBETH Ay %
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RumEE 2P L3 T EEEANDEZE AP REY 2GR FALTHEEY
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TP EEHRE C RERNAHEL S R BN H R B N R
LI PRAFUFPA by T2 UROUFENEZL B39 gl
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Y NS

-~ R B E R AR

(=) FA @ms A #S § BX

AT 2B EF - Bar & 2hfE 484 (Central Authority > 2
e CA» bl © preiBRF R ) 105 DG RIB AR DAAR S - 5
B 0EeF AR & CA S 4% (Public Key) o Fgt > A CAEEF LY
EAR e T o KR TR T @ ﬂig,l € &7 %1 (Confidentiality) ~ — 3k |+
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Lo TS S F K R e 4k (Private Key) 4 $3u Lfasf 2 i 4 o
P R0 R RE N Lt MR Y 2 PR USRS Ll B T
MEEIEERY NG AL REFRE AR EZERENT L BHF
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29t (D) B 2 (S) = jﬂl‘}z}lf'fg_i' T AR Rt 2PRRET
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g AR 2P AT T LR R T ARG i s d P it i
Fodh o P L PREY C@PFRP § 7 < EOE R AL Flt F AL
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PEF ez ho TR e AP it T A R ana R TG Sg g g eniRT 2
Pos it S UG T T E o F) P AR LT RS D RS (T BLABAT
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ShihBhde » FHl > P b oS B B R T R

SREFLEH

Ao i N RERPRMR BRTREAERN G f HAKE
B R HOT GRARR Y AR EE) X T AEHERT AP BATATRELE
(Bio DB) fr= 4 F 41 & (Public key Database, PKey DB) 2 #ic i i B # 7% 478
2 &gk (POANOde)oﬂ\P’iiz‘l f?*/)ll":)‘b_ﬁ,\ (1) i % 2p  (Voter
Register) ~ (2) i R % # &2 # & (Voter Verify & Vote) ~ (3) E 2 H & 4 %
(Ballot Mining & Encryption) ~ (4) i & ji#4 2 %F (Ballot Decryption & Verify)#
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(5) iE L %% szt i = (Ballot Counting and Tracing) £ £ 3 % %3t - Bl 6 5 [
Bol-4 27 LM e 425 LR r cha i L Emp -

1-2 Update Bio DB
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.1 RegiS'
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N
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mmmm Stage 2 Voter Verify & Vote
B Stage 3 Ballot Mining & Encryption
B Siage 4 Ballot Decryption & Verify 2-6 4-2 Verify and update blcokcahin

| H Vi# 1 H Ballot |
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B 6 iﬁﬁ]&iﬁi CEETRD
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A R B
AP T | HEERAL A P EET (BioData) & 4 4 Bio DB
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LA ET T LE RS UURE |
a4 4&&,}# R LA EY 0 B ?’?**‘“:ﬁ Or(g(a)l?lfer
A oot CECEL STV S L) 8
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S TR [} ESR KR AA (Did) FH AL 2k - Pkey DB
T B4 e iR #-kp i #ﬁﬁﬁ_m;&“ 3 2k ﬁg@ys Kl s
e A% T oBE R T e 05 1 PoA Node
.%E@.F.Pf‘l }f;}:\—r X B Ig%[\ B R BT E—‘E éé
WH4E | RHAATA A G2 REEA T - Main Chain
S PR GRARA T
AFTF AT D% Bugd (71T f Main chain) € B UFE é‘gé’iﬂj;“ v Bk
#& 2 (04T i 4 PoA Node) 1 it ¥R B FHlsem e 4o @ 1 748 = (Org)
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SR E R ER L

(1) 38 R 3p & (0T ff 4 V#0)
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(3) % #(u*%ﬁwa
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Main Chain 7 = f87% b 255 g - H B Thde (B 7) #7770 o i [FEP
(Voter Register Stage) 4 F TR EE AP ke (VHO) 3 R if R B LS
i p ERAFH 4R WE AP (Voting Stage) P F iE LS # & & (VH])
ﬁg&(mmom@w@%@ngﬁog%xﬁagﬁﬁgﬁmwaﬁgalD
b AT AR FARE LY LR EE A S DI E AN B4
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|
Data Type : Only V# 0 | Data Type : Vi# 1 & Ballot
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1| Voter Hash A Voter Hash B sz'i‘:lm Ca:(’lli dirs
Voter Hash A Voter Hash B I | Vote Record: 1 Vote Record: 1 Ballot Hash Ballot Hash
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L L e i nonce nonce
Digi-Sign Digi-Sign | Digi-Sign Digi-Sign Digi-Si Disi-Si
Block of V&0 Block of V&0 ig-Sign iekSlgn
: Block of V#1 | | Block of V#1
l I 0N NSame Voter Hash
l Same Voter Hash

B7: A7 RBATHET LW
(- ) ¥ x3xp (Stage 1: Voter Register)
YRl 8 LIFEHEA R (B6) P AI-12 13 EAFE
o2 w BT IN 0 RARR B Ao Ol
a)ﬁ%@ylf% (Org) i& (7 ¥ & T e 3 b P B 3 81300 o FE 1F-3%
A~IDAF LR **”%EU;'Q N
(2) FEAEELEH IS EPBL ID TR (M4e: PLEEHE) EXN LR
#-d ID Encryption % 7+ > ’F'Eﬂ‘”‘\,a ID+p2 TRRERZRELLRET
AAU* ID + pohRdg (N H %) 0 blde Salted Key) i {7 $H4L5 4 B 18
BT et e R BTN D PERL IDF AL pE AR
Ay EET D TR TREARELE A HE kB L HTR
(ID Encryption) ~ # 3= 3%2%:%3% s2;% (Bio Hash) #2:% #3845 (Election
Code) Fl FE2rd Sk ke h E A s (Voter Hash) »
(3) L 7%> (Org) fs =i X3LP 18> 2 %> ¥ VoterHash 2 £ L &5 F
AT E R 0 4tk (VHO) €444 & transaction (TX) i 5 % sldhie
mfri'%h’ AT A S ﬁ—i&‘ﬂm% UE%
BiIpFREC o A4 2 TX q_\,«f,? £ 3\;3_{1' L& (VH0) > 2 TX ¢ 7 7 F
B T R HLAA%FE 9 2L (PoA Node) it TR
(1) iif % 2% (Voter Hash)
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Pt ¥t AL hE AT A 4% (ID Encryption) #7 2 f H e se s
(Bio Hash) p# it & 1 & Fwefig A fe/% (Voter Hash) o F]pt > & i 2 fek 40 i
P b EEER cEEMAELFE N ERY PR R EE R A
oo BBiEd Y 3 7 eiE A 322 (Voter Hash) o

VHO T el B R T 0 AP 2 PR R ALY TR
B kih > BF ks i Bd > 2T LR o ¥ b G B o § ozt
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AW EEE R 2 A AT A seE (BioHash) fot 30 L 5% 2 24 o
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Bl 8 @ i XL AR
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PR EACBI OB EHE (B16) P 321 3 2-6 ERFERT B9 AL
PFL R 3 h2 ARR
(1) FEXNErHKEFTFTED R%HRE > - BLLLBET KRR 5= BA
AP EHEFTAKRE BB LARICHE T2 PLARTH L R4S
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(3) L9 x| {8 € ¥4l b 2 3F NP L4k (VHO) &7V F 5T ko
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B FF A S AGY TR S AR B N R RIRE N o
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(1) EFXAaBEL A %EPE VoterHash {4 » 2777 ¥ % 2 #1 * Voter Hash
i % Ballot } e1:% X pﬁ#—' I - A= «ﬁi%%}m“ﬁ;ﬁﬁ B AT iR
Fa5F E B PE L 3% (Ballot Hash) o pt2k2- % fe2 2 % 293 % se0k
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H
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(2) ELH#HE 4B (Stage 3: Ballot Mining & Encryption)
PORFERAZACR 11 $EA EHE (B 6) ¥ chStage3 R KE MY - A

ZE R4 Fnonce B0 X iR EFHTE B PIE R Y nonce B2 feE ] 3P Eep
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Ballot within time ockeham
Deny Request PKey DB
A
Public Key Request‘ Yes Return
From White .
Request List? Public Key

B 12 1 3E L f2 % 2 53 A2
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