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A Group-Oriented Nominative Proxy Signature Scheme
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Abstract

The increasing availability of information technology and computer networks has made the
process of trading digital content through Internet very convenient. However, digital contents
are easy to be copied and redistributed in ways that violate the intended use of the product.
Digital Rights Management (DRM) is a system used to protect digital assets and control the
distribution and usage of those digital assets. DRM systems separate protected content and
digital license. A digital license controls the contents to be accessed by consumers. A consumer
could download digital license after paying the money. DRM systems provide confidentiality,
integrity and authenticity protection for digital contents.

Nowadays, mobile commerce is getting more important as the mobile networks and
services expand widely. While mobility presents some special requirements and limitations, it
also creates new possibility for DRM. A DRM system must be adapted into a new one, Mobile
DRM (M-DRM). One of the major issues raised by M-DRM systems concerns the integrity
of this license. In this paper, we propose a group-oriented nominative proxy signature scheme
(GO-NPSS) which supports a content provider to delegate his/her signing ability to the partial
members of a group of clearinghouses having n members and to designate the partial members
of a group of consumers, purchasing the same products, having / members to verify their digital
licenses. In the proposed scheme, (¢, n) proxy signers sign the specific digital license on behalf
of the content provider and (w, [ ) verifiers verify the proxy signature. The proposed scheme
can guarantee that the digital products come from the authorized providers. A formal security

analysis demonstrates that our scheme is secure enough to be used in DRM systems.

Key words: Digital Rights Management, Mobile Digital Rights Management, Digital
License, Mobile Commerce, Group-Oriented Nominative Proxy Signature
Scheme
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[ 3 48 B 48 9% (Internet) 69 B AT ~ THE R o2l i IL - A AR FA Lo m R > BIF AR E
B 5 0 ik T 3RAB B IR BE LR AL A AR o A8 B R E A O B Al 0 S B N
RiEBEBFTXATHEREHEF T - R0 RS BB N BHEIE LA EAMER L
R TEAERNENREEZEZELENGET BREBGCRNERHZHER » A28 TR
{5 JRHE % P2 A % (Digital Rights Management, DRM)# &89 & 4 - DRMA2 — £ %443 4
% CRMME—AEHETE 0 HFEAE N B A0 o BE P R 2L (Content Provider){% 1% £
H % 4 (Consumer) ° H 3t * DRM & % ik & BAL N BARFE 04 7 B o
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DRM#Z 4Rt — B TRk 7 £ UMRERERNER HHIEFOR B EIRA - &%
DRM # &oAa B #4769 85 945 L I %08 o BLA GYDRM A 4t » K ARER AR I8 2& JE At
8 ¥ 4k 42 # (License-based DRM)(Jeong et al. 2005) » 75 Bp 2 3% » #c4s 1 B 4% 4t % (Content
Provider, CP)/§ % #% 7% — #c45 N 2 (Encrypted Digital Content)fe 4 B8 5 B & A f11% % £ 7}
FEOFF o FHEHEES LA EHIE o K P A2 45 (Content Key, CK) » #
Bl b e 2 RE - BN R o WEMEDRMM S F 2 A5 e T 4k 38 Hls R AR
IR BRI

FERA R RMETIDRM A & 0 AL T PTA %4 Loy iR - 3 SR FEMH] AR E
BAL N BREF PR BAL N B0k - BH N E R TR L RE R F 4 - DRM
ARZPTARIRE LAY IRAS - LR A AN 22 MANEL > O mFLRKNER
A5 7% K EF (Watermarking) ~ #4545 40 (Fingerprinting) 5 69 J& Fl &2 T2 #0431 B -F 6 2 42
BEEF o Km0 EE{ADRM A 2 2 HBA T » RERGREIAREImE4aRL » B hnfTihas
ey SR o WARA MR CA—AAREERMEMERTFEGHES -
HASELH FTHDRMA L » #laoB2CH &S B X - AL AR 2 ey 47 IR A5
BT ALESE E(on-line)#y 3R AR B M BB AR - AL ZTRBELYFRAGS > BA
RAIRALLE LG T ARBEZRENEHELHEIHRBEL - HIEEFD T ETAR
PRA 090 B AT &% 0 T ARG TR IR 2 ARFE 0 B R 8 AR $HE 09 AR - ey <T LAk
FEALTE 5 o

Ry RS BB EIBIRILT » /78 7 % (Mobile Commerce)4 & C2CHH ¥4
B XA RML B o HERM G — BT H A ORSE - AR T RAASLER
B IR IBT T AR B 0 MR TRAT » TR 09 MRS PR B BOH B AR AT B3R M R AR TR
MR HREE o JLIF o IR BIRAF 9 IR E o dofT ¥ B AT R B ILER] 0 5K B B EF
¥R T AR ERRA c BAECH TRREZMTARIFL  BERELHYE
N RAR T I ERERIRIEES - M LRGSR AL o B 0 HA IR 0 K FE AR
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#4248 38 (Wireless Networks) 7T 48 3 22 4 5 sk A A o 48 7% 22 A (Infrastructure) $2 & JK #
48 7% %2 # (Infrastructureless) m FE o A7 % 35 vy 4 42 49 %545 3% 2 (Access Point, AP)$% 4 # 4 49
B PRI Z M RAEA R EBRE T R ARG AR EBRIGES B b
A ETLORA Gl RIBHAREE R 09k E—WBHBEHRLALGEREA E 0 — 18
A EM A — ARG 0 5]de KA AT 8 4938 (Wireless Ad Hoc Networks, WANs){® =2 sbA8
RM e KA AEBFORET  dAME— A5 5B A TR M - B G
B I MATR AR AR o PRI 0 WA B e AR o R RE B AT IE A ST
WL IR BTN R QAR AR k0 T R R AR RS o

FAribey R AR SR e ERE B 5 ML BB 0 MR F &3 I DRM £ 4 R AR E
A o EATEAAIRITT » AMTE A AP IRA] - Flde TR ENE N A
H LI A 0y FRA] R T8I0 IR - H 4k FIDRM & S fF & Bfa M s R - FF R E
B EATIRIE o WAMEATAL A FARA T AL & A B 4908 3R3E © B ok > 5 R B N BTk
PR 4R FE IR BT 0 e AT SR B A T LABA] 6y S AT AR — B B A R 0 A REAR AR 04
TR SRR B — AR E R - B SR TR EBAN T AR TRER
SHAL N BIPEH LIBAPATOIAR © dodk > AL BB ER TR GITH EFEREE T
B & TIARFESL LR —BHREAR » &5y hE e A —Er B st T - 58
AW eE T RB Y B F T RBEIFREES »

JRAN BAUARK - AR RATHRR SR e BRE - SR — AN A T it s AR
27 % 3 #% %] (Group-Oriented Nominative Proxy Signature Scheme, GO-NPSS) * £ st #]
RIBFRFHFTHRTOZFRAE G —FRIEARTR LRI R T HT AR IR LA
BA S FREBEHARN o AIFRPTIRGO-NPSSHH - & AITHAH RSP B
MRS T DORA] 6y SRALTH B E T RRB AR IR o B R 0 B R R
FR—BREZNEAA) ERZRBEAt Rt BARE (1St<n) BFPTZRAREEF
(Proxy Signature Scheme)® T4k ; puob - BAZ P BIRBEH T AIG 4 E — B HZ FEH(
BA) » AR ZERBFAEwSEWEA L (1Sw<I) BPTRARIEEFTEAEE B RGE
FOY AR MR o AL R T T ARE R GER - BB N RRBEE Y AR A 0
BIRBEBRT > TR R EARBERBRRAME > BAATAIKRBE - Sl FH
A B X AR B TR — BAL A o de b o SR B AR B BT R R AMT B T A5 3R
B AR X B AR A ) B T A4 AR R
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SR EFM X HREIL  FRETFEG T FRIEEHMGE - R defTikE
GHENEM A EZIEEMBEER  BPE— @?%%%%ﬂmMg%kﬁ (ERRES
FHOZAEEFE ARG ELRHERFEMRAERN - ARAH T REHY
ZABAE 0 ER O FH AN B9 F M (Confidentiality) + 70 %4 (Integrity) $ 7T 32354
(Authenticity) * #ACIA o ¥ » A F M3 b v % ¥ 82 % 7% 3L 7% (Encryption/ Decryption
Algorithms) T & * VAFr Ik RIZHE 6 B H R MBAE N E + D EM L LR T A MRk
A2 K AT 05 B 0 7T 35 by 20k % # (Hash Function)é@%ﬂﬂ- # (Digital Signature)#
HERR 0 AT IR E AL Y BARIS B R L B AT My 0 &3 B N B %3 (Content
Authentication) * 4& F 2 3% (User Authentication) ¥ Af 8% 2% fi5 :’i:i‘(Device Authentication) °
VA B 5T 3 oy 845 7% /K EP (Watermarking) 4 49 9% 3% £ 4t (Biometrics) 2 4% F 3k B2 4% ] 4o A% %5
(Ticket) 24 4 (Token) 7 R, & vy 7T 12 4£ 3+ 5L -F & ¥t M (Trusted Computing Platform Alliance,
TCPA)/ (Trusted Computing Group, TCG)Ff #2 & 49 7T 12 4= 89 F & £ 48 (Trusted Platform
Module, TPM) % #H] # He 47 & - APRE T HRR - HEZARMAMASE - Ed L
AR 09 St 0 B T AR P R E A R AIRE  THRE N R RNIEE R
HugFF e

HRIELiu F APTIR9DRM % & (Liu et al. 2003) » 38 R E/E 20 6035 24 T w8304y
Az P B E - 5 P B # 4k & (Content Distributor) ~ {# i #h B4t J& 1 (Clearinghouse)
KA B A5 IR 2 (License Server) Bl &% » 4w FE 1 A B 257 P #fa Bt 24
BN BEETmERTREGRERE » B CEERE R ERMEHZ © A4 LA
IR R T AT B N B 0948 B A SL(Usage Rule) R 1 2 A Z R a 245 5 BHIENE
W R AR ARE B AL N AR B AT R H ST 3R R R
AEAMHEZELN RO - B EI S HEF TR AR AEEF AT K

J%%’ﬁ& HAPBETR T N HHARMDRME P & » TR G M RH R
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SARE A
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B2 : DRMARE FHERN

Bk o 3] TR $R A BT AR A B 22 -F & (Microsoft Website) * #L3Eoffice IRM (Information
Rights Management) & Windows RMS(Rights Management Services) * 3£ A4 2 J& A #4 F 454
ABERBREL - MARHRPBELRZ M TE 3 AFEHR T aIERL N BRI
HoMAPRBBLEERBEE=M0A E - Bk 0 Hdiseedfikey IDAE & ZARFE R N A
ZmE s B EARBEREA T EEARRN T RELZMESH - KRS 4H
THRBANARIBRN o 5N F A RATHEE B LA TR AR A R R
Ll o B CLBANBE RN EREER T RLRAIBERE - 28 AHRA
OB EEFE AR I LA T AR EASHIEZIE - ELGE - AR
1R B R T T T RARE o F A FHEFRIBAE  LAER GBS A#
AL R B E B o PR TR HEER T AZIEN T REO R R
FRBR o M AE R S o
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Content License
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Consumer's B E

computer
Windows Media n windows Media E License
Player m Rights Manager m store

B3 : e is KRR EIEEEHE (Microsoft Website)

FA 3% X AT %9 5 22 (Open Mobile Alliance, OMA) 4t #4785 7 7% 38 35 4% HDRM & 32 22 4%
8,35 72002 4 A2 3 3 #2004 454 4] £ 49OMA DRM 1.0 & 2004 A2 3 38 #2006 454 4] % 84
OMA DRM 2.0 ° 3 #OMA DRM 1.0 &.4% : ) A7 44 & (Forward-Lock) » #141%#& (Combined
Delivery) 1 %~ B & 1% (Separate Delivery)*¥ =442 #(OMA DRM Website) ° & =2 2 2
H B 5% 7T VA FE iy mms 1 & (Multimedia Messaging Service)s i #4s P & 3%, #% 7 o4 B AL 1
RFRETHFE - QAT TRABAENERIN AT ERE I MEE  BRE £
BAAZREORLERNEZHARBES ) RER > 20— LB LMSEERX > X2 o



124 ENEES8R F+tE 5T

BB & o BAIE A AL K o A2 SuBE R F SRR T 35 ) WAP Pushithy R 1232 232 4 F F - OMA
DRM 2.0,Z 3£ fFOMA DRM 1.0 5 Bl E A X i 2k o 2 L ZRME T 38 m 7 A B dp e 28
3% (Public Key Infrastructure, PKI)#% /&35 & M 424 - A A &4 R E /T F - AR
BB A Loyt o BATR S BBAAITEH AHIDRMA 24K A 2 MR EHX o B AT
X % BRRNTE A IDRM A % A 3% A 5 R ERE R, -

T REZESHEE

RILFFHA A HALF T —ERT > TR LK ERE(Lee
et al. 2001; Kim et al. 2001; Kesselman et al. 1998) ° #4n : Lee ¥ AFFH2 89 58 K32 % = 4%
#1(Strong Proxy Signature Scheme) » Kim% AP 32 64 8 /R 4K 22 % 3 4 %] (One-time Proxy
Signature Scheme)%¥ o ¥45 &% F LA T8 » TREM © 7T B M (Verifiability) + 7 7T 44
# M (Unforgeability) 2 7= T & 3% (Non-repudiability) F 45 & o L TE MR TAF M O
FAYAT R F LR TREMIS AR EE TARBLE FZ RN | LTk Mg
B RALAT — AN R F B ERBBFTZNETMALRGER T | AT ERMEN B L L5
RBEFEZHZETRES BT HEZO XM - IRERZ TR LIRBEZTETARLEFZR
N FTR S —ERIEALRE F - 341996 FMambo, Usuda¥Okamotosz T3¢ & X 2 & = 4 41
(Mambo et al. 1996) » Z & P45 A S H 3 E ey RILE FHH > plde @ PIEANREEF
(Threshold Proxy Signature)(Sun 1999; Sun et al. 1999; Zhang 1997)# % % /X 22 % 3 (Multi-

K KL

Proxy Signature)(Hwang & Shi 2000)<F 5 °
RIEFFHHTREBRIEZEZHRZME ST XE >R © B2HRA(Full Delegation) -+ 4F

¥y 3% #E (Partial Delegation) » 424 /& 38 (Warrant) ¥ 4 432 4 /8 35 2 3 49 42 4 (Delegation by
Warrant) 5 vg #E 4L K, ©
. BRBRMEX : REBTZTANEETNMENAELHIAOREE TS WFRESR
FHEAAFRARBEZTHNR - R EFXETLEAR  REARERZETHH
HCHRE R PIATT A &R EE XA BEREF BIRUPT % E 2 XA
PR AR RIBEFTHETRERAGREZELTEE -
2. MM BX  REBEFAMEANLELHEB—RFNEEERELH
(Proxy Key) * R EAREFEFTE - Bt REZFZHTH AN EHEANRER
T MARBEETEIFONEHAREZTAMBRELSET 4 Bt B
HTAREF I EF X RAHMTERE  MALKREREXT » XTES A THR#E
(Proxy-Unprotected) ¥ 5 #% # (Proxy-Protected) M AEAK JT © AT » RIEE T H H#
ERARELEHXHERE  RETXABTEIHNREZ TAREFEZILR 2
HREZFEEFM T ERAF » BAEREREZFEF A RKIE2HH A FE
HBRELENT > CRENBRGMTHFGE  BE  REZFHRINRELLH
#o BIFEBEAEC MAMNCHA THRESEEB— A7 0 AEAF
RIEE > THAXMTERZEN  ERAFHORELEMARE > CHRTAF
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MR R RAR  RUERFEHARAREZFTHZINRIE 4 eI NR
WHEFHFHIXHERE -

3. RAEBRE ARBREIZIALELHEERA L —BRESHOREZEE )
BENET CIENREHERII R AT HE RN FF - REZTH TR LA
B AR CHREEEEETEREZI I BAFBF A FSBKE -
MEREH CIR T BREILEF XA B » R ER BB SN - A
AL HRBEFTEIREL IR ET T H T FZ X -

4, O MBBZ MM IR R & SR BRI RN R - g E
o OREEFERTHFRIEFFTHOIMBES > CROBEFRBEETHUNK
Whdy HREEETEMT » CTAKRALTRERZTRAEBKETEFZ AL -

RIEZFRTAFASBLEEFTZ REM  THREM - TREM - R TAEMREAT

EHAMESS B R4S JA Bl T & B (Distinguishability) ~ #5114 (Identifiability) i 7~ 7T 2 4%
M (Non-Transferability) ° T jlMEt5 ) T RER T HTELANREFFTHRBETH
B & A0 BT A TR 6 BRI MBI RKEEETZIRNE  RIEZFHT A%l N
WRERFTHOEN A THAMENIRERZEZZLTHREEZTETRTHREREFZR
N A AT F

= REANESZEHRE

RT3 4R 4 K % F 45 (Nominative Signature Scheme) Z g Kim % 4 % £ 199542
(Kim et al. 1995; Kim et al. 1996) » < #%Park ¥ % & (Park & Lee 200 1) J- i & X 22 % 5
Bof—A& o 2 Bt XKL % F (Nominative Proxy Signature Scheme) © £ #bZ 4%
#% 8 H 54 Tan*F A(Tan & Liu 2004) * b & FREME R - CHRAEETRT R
Wy o EAELIAEE =% 0 TR RPARAR 4 & (Nominee) #Y 5 1 BR85S ol A 24 -
o CHREZETRANTESCALETHAFORE GARLEAREZFERRGMRR L
HRERE > BRI RTHARIEL GG BT ABARE « IR TAREMOEIEIS - b
—ROITE R BRSO ERAN AT IR L2 > FORLEAREE TN T R
BEHERTALGEFRAZPITHREHH » RASREZFHRMY > ABEE)

RIFIREF WML 09 7 KT ok R4 % F R 4 XKL % F(Original-nominative
proxy signature) ¥ X3 % 3 F RIT L BeE K 0932 & AL % 3 (Proxy-nominative proxy
signature) © ¥ REFFHRE AXRERZFTRARE G ALK E L REZFH K
Ry B IR SR A AR E T EAM R TEHRFEL Y F 1 5 Mproxy-nominative
proxy signature W/ E S M AT THFRIL CSLRLRUEETHF AR EFTWAE
MAREREFL RS ERNAL  HAMERAATREZ(HEDVACKLLE - 5
gh 0 3G KR F F AR AL S8 T M1

1. 67870 RPTH BAs B F M ARIL R F o4 1L -

2. RARBEFHRKRERZTA)  TARLREH -
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3. RUBZFTHHREEFFELTERMNAIFAELNEE
4, RABRRELEEZTALBRBEREZEZATHK °
5. WwRA LT RHEITL H T AR F ZHEAF T 2k o

2 HRATANRE XARERFRH

— - HRRE

A RSB T —EAFESETHAFNRT P 0 ADRMALK T HRBZ R F 24 0%
R AR L AR B T e e 4R 4 KL R F AR FI(GO-NPSS) © 478 B #3R%
Yo HE—AERRTEEZAL T ANRE I LR GTATHARA THE L &L 45K
BB Y RS > T RPUT T AR SR RA P IEGRE - Bk R/EARFXE
B PATE TR R G TR A 7 KA R R SR R IRAS T Re €4 POk - Bk > AT
RHEHLETOHEHREET 2 HE-—HENEREZRGEHFIITHRZ 5 F 5 L0
FoOTRGEHE LM RE AT BRTE -

WA B A S AR IR IR IE E R 0 flde 0 802.11nAZ M By 4R b B Aw 3G HAGIHE LG
BEEZR  THEFCERETITNT R - MAM S GAREN A T E L RK
LTl o 3 B AGMEIEAE o HHBHEARMRARYC2CHR LR EL TR - AIEH Y
HAZ T 0 JeZ B AREE - AP B IE R AR - Wik o ASDRM A &8 A 379
PR IR LA b Bk o fe AR 5 4T B X B A5 IR HE & 22 (Mobile DRM, M-DRM) ° f£C2C
B ERKX T HIM-DRMIE 1~ F B85 N B H A & & H T oA L8 Hds Ny Bt
HRTRZRE - HLENE » EM-DRMEHn T B 4577 - M-DRM % 4 £ %6 THET
PR R N B RERARB A SR o Jo B XBRIRFT PTG - B R BRI Z RS
At B A DRM & & J& Al aMT B A5 3R « M ABF RAM-DRMA K+ B KT &
4 B 0 4R HGO-NPSSZ % & & 4 SLERs8 ] - A I8 AR &K -

FGO-NPSSH##I P » #HMBZ 55 & A MBREZMAZ o F @ BN EREED
BRIERFHOAE  —HEARBREENEREZETEANAE  HE AR
GEDEEFRELNAE - LEGO-NPSSHEH PR LN BZREZTHREHE TR
ol —BEE ] PRS0 BLBAE N R AR H TG R IF I A AL R F R R A
N e Hea R BN BREFERFEARBERENEA) 0 LR BRH K ¢
AL (1<t<n) BT TRAREE TN TAE ; soh - HLENEREH TR LT
—BEHEEFUVEAN) ARZRHA w R wBAAE  (1<w<1) BFTERBEGE
F SR B KR T PT A R RO R R ey ARk o IRk 4h 0 RFF R T3 69 GO-NPSS# 1
FHARERT REZFTHARLEAREETZ 2N ER o« WA R RMF T Bt
RS RN IRBEEFY R EREREREEE LR ERIBETRE
TARGIERE T o A5 TTIRA AT R S F ) F A AR
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BN ARESE

HEH
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ZRERAN R

E4 : M-DRMA G EAZEHE

Z ~ GO-NPSSH il £ By i

w1 ~GO-NPSS# 1 2 754 # 25 (Number Theory) 89 2 # T 72 % % 2

Bp i 4T ¥ GO-NPSSH##] 2 FT E S BB /TR i - MM S H I Ml TR 1F7T -

=1 : GO-NPSSHH| 28t

AT 0 B

Items Descriptions
)4 a large prime
q a large prime and a factor of p-1
g a generator in GF(p) with order ¢, such that mod gi=1 mod p
CcpP Content provider, the role of original signer
CHG A group of clearinghouses, the role of proxy signers
CVG A group of consumers, the role of signature verifiers
Xi i’s private key
Vi i’s public key, such that yi=g¥mod p
PVcug CHG s private key
PPVcuai Partial proxy group private key generated by CHGI
YCHG CHG'’s public key, such that ycug = gP'mod p
PVevg CVG'’s private key
PPVecvai Partial verifier group private key generated by CVG;
yeva CVG'’s public key, such that ycug = gP*Vémod p
A warrant which records the identities of CP, CHG, and CVG, license, t, n, w, [, and
M expiration time
T Time stamp which against replay attack
ki, ka Shared by CHG members
h ) One-way Hash Function, this function operates on an arbitrary length input message M and

returns with fixed length

Concatenation, the operation of joining two character strings
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= ~ GO-NPSSHiHlI Z 5% &

GO-NPSS##l 2 33t R AR & H e ey 8 AR EFZMHA - LB L - BT
F 7 B P14 X # % 5 F(Threshold-Based Secret Sharing) * M4 & A KIL & FHH kT %
— MR - RENEH BB REEAERREST X wTE 5 5% 0 GO-NPSS
AR FRFHRE XKL R F AL SR BEZ NIRRT - GO-NPSSZ %2
1 75 FK 7 A3 B 4 % (Factorization Problem, FP) 3 4% #} # (Discrete Logarithm Problem,
DLP)Z FH ¥ /& L2k A 692 20 W Af A T i &R -

oty 3 FRHEAE(CP)
W=
7 N
£ 7 N\ HE
N
s N\
4 N
B B NS PL MK Ty RZS R §: 8.
(Ml SO Sy ¢ Jew oy gk GUF QU
s SO ! (= ey Leg
S, CHG, CHG, &= 7 erve; ore, FG; e
R CHG, -“ampaApagess ~~J____ " __ -7
H R4 KR -n8 A(CHG) # g A-MEACTG)
REZFA ZEREL

w.DRLEARTLETRERS
(g° 'yff’s g e modpéZ mod p
B5 : GO-NPSS#H
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