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Abstract

Purpose — Cloud computing technology is a virtual machine formed through
virtualization based on the sharing of computing resources. There are three service models
including laaS, PaaS and SaaS. Facing the cloud era, cloud security and user privacy have
also become essential issues in cloud platform. Since cloud users often use Web browsers
to request for services from cloud service providers, when a signed message request is
sent to the service receiver from the service provider, attackers can use wrapping attacks
to tamper with the XML or SOAP messages transferred through the internet in order to
avoid legal verifications and access Web services without being detected to implement
wrapping attacks. This paper is to combine and improve Node Counting mechanism to
propose a new XML-based wrapping attack protection scheme called ENC-WRAP under
cloud platform.

Design/methodology/approach —This ENC-WRAP is a continuation on the
Node Counting method and the determining conditions were improved and divided into
three modules: interception, detection and logging; it performs analysis to the incoming
XML or SOAP requests. Not only does it compare the number of times the child node
appears, but also perform detection to the elements on the path between the root node to
the final node in order to enhance the verification procedure on the detection module.

Findings — The experimental results of KPIs for ENC-WRAP scheme indicate
that the Detection rate can be increased by 2%, 3.8%, 3.7% and 2.8%; the Accuracy rate

*  Corresponding author. Email: sjyang@csim.scu.edu.tw
2021/1/13 received; 2021/2/5 revised; 2021/3/6 accepted
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can be increased by 8%, 7%, 10.5% and 9.5%; and the Average processing time is
increased by 1%, 1.3%, 0.2% and 0.6% in 50, 100, 200, and 500 packet requests,
respectively, under cloud computing environment. However, we will utilize Docker

virtual machines technique to shorten the Average processing time.

Research limitation/implications — In the future, we will enhance the
utilizations of computing resources and shorten the Average processing time by Docker
virtual technology. Also, we will perform more simulations to consider the other KPI of
APT (Average Processing Time) to obtain more efficient and effective results.

Practical implications — Practically, this paper designed new XML-based
Wrapping Attacks Protection: scheme called ENC-WRAP to improve the verification
process of the original Node Counting mechanism, the proposed ENC-WRAP can
determine wrapping attackers more accurately to reduce the security risk and improve the

quality of services in cloud computing platform.

Originality/value — The XML or SOAP request sent by the sender, which will
be intercepted; as compared from Node Counting, not only is the frequency of child node
appearances compared, elements on the path from the root node to the end node were also
detected to discover illegal incoming requests and deny the requests for enhancing the
verification process in proposed ENC-WRAP scheme.

Keywords: Cloud Computing, ENC-WRAP, Node Counting, Wrapping Attacks, SOAP
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B 3 fh4g ey SOAP A& eLi&Mirk A B “John Doe” #9:%# M — H & SOAP
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Mo Abeai %3 7 ID-based ¥1 structure-based &y #E XML # I 7
o RAEBMAESEAEEME G TE  FTAR TRE DR FR T HA
JERARXEI Y FIR T MR G HBABE - Rd 0 & FIRHANE R 541 F
AEXERTY  OEFAARYRBFLEZTT LB -

4. Node Counting : Node Counting & i A2 h o) & E A BB EMF » LA &K
FTet LW WAleiesk =18 £ B4 (Gupta & Santhi 2016) - % — 1A
PAMAL N G HI BB 5 F SOAP R EM L b RIBE . - 3
AR AL IR R R R @ AT R B M ST T8 2 o B9 R el
OEXKERETHL > wREAD > ARG F K LB\ LA E R
ik (Log) s 5 Fawiml 3] & X » B H R ab B ARSI » 4
A RIS R 7 — Bk -

f& b itiwa#E %+ » Schema Hardening ¥ SESoap vy #& 7 7% & 30 8 A2 5 2 41
AR EMARREEME XML X B EFRZRIEFM -
FastXPath 7% #2197 #3142 $1 69 Node Counting 7 ik < J& 32 1842 B & 77 vy H T8 M 2F
% R ERITEEMGEE B % 09 - Node Counting % b i va 48 75 ik F #7424y
Pkl AR AT A L AT 0 3 H 4R SOAP A& LA RAFay
A AR v H AR R LU TR Tk ey RAk o Sa o BhwAE K
R & 1 BT o
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k1 @B X ABEGE R

? %4 S SA
rd | B | MIRATA EE;QE 15 EAE by | SHILE R
7 ik W | PR SOAP HETEk e
Schema Hardening
(2011) M v
SESoap (2013) \" A"
FastXPath
(2009) v v
Node Counting
(2016) v v

% ~ ENC-WRAP = #J8 1¥ # /85 & /£ 3% 3t
— ~ ENC-WRAP #F 4F J& 38 di1 j7 £2

B 72 35 45 3T B BT 3R 3597 84 Node Counting 75 i3 4H 31 2438 b 648 & v A 7
B o 32 # XML-based ¢, X, 5% 5 22 4% 4] ENC-WRAP 7 i% » %4 SoapUI # Burp
Suite Professional vy BAL#: T B4 & = B 4B IT08] » =B 85 5] & AR
Mo AL AL o B — BB B st SoapUl ik T A% A&k IE A
XML 5, SOAP 3% £ » 32 7 Burp Suite %% 83X T B I 44 Proxy #2405 1% A 69
15 %% XML % SOAP Kk ek abimildian » % R Bon R 88 5
ERES M FH R B RN BITBEARAZ S FAECERE  F = kiEid
AL A R E84k o ENC-WRAP 75 &3¢t 4% Node Counting 7 7% 4+ 3 3 48] L oy 4
KA R Bk XPath RiEX EFEAGY XML 2 SOAP % EFHF KL ES
<Header>#F /L% » B4R THL T B 3 ah R ¥ > S AR B 85 3] s &
ELYRAZ b Ay LR EATHR] 0 AR B IR R R IEAGER -

& ¥ I ENC-WRAP 2 3@ (T A2 4c B 59777 » H 3 jE2 3 8 edd d 4oT

1. At S M 4 H 16y XML st SOAP K » s abigsisn - S

BB LIEENFR > BIEBZF R > LR BB ML RTE 2405
BAEFER BN RS AR A 0 AR AR B
% o
2. RXPTHR 0 RSO by A 7T 38 R A T IRkl % AR o
3.1 Tb# XML s SOAP Header w7502k B 36988 » B F4F XML =,
SOAPSOAP Header * AR i B 3| 5k & B BE 3818 L AL FMNF F » A4RH

LEAEG LR -
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— > ENC-WRAP & B (3%t

RIEE 5 ENC-WRAP EAEAA2E » %3t ENC-WRAP 58 % o KAILFi#t
#h 69 ENC-WRAP 75 %3 45 Node Counting 7 % 43 246 00] E oy % Au A 5L B 37
38 | B A& 4 4o F) B <Header> ¥ 5% & @, 4 <Body>-F 7t %  <Signature> & & %
<Header>#yF L&A Z ¥|Br URI & &&" # B > EHZFFKey URI 4T
B o PR T 2E 4% Node Counting 7 %3 ] XPath R i X 3+ 5 7 87 B h B9k # > &
4k A ) 45 3E ) XPath [Rak X 3+ F 09 FastXPath 77 % — b #F X 4R £ 2 £ 5% 4 ) ZE 7%
BEMTERMBRAAAE  EMRSHLEXLREZHE - 482 > L ENC-
WRAP /g ik 2 A2 F R A5 A T ¢

Algorithm ENC-WRAP()

{

Input:

String[] ENC-WRAP; e+ &

bool boRequestInput; 2 _F B ;j;— B~

bool boENC-WRAP; [2]473% » eh+ ~F R P 5 LA

bool boAttacker /| B F & 1c# —‘F‘{

bool boFakeRequest NEE 5 B2k

Int[] List1 //% — 1 List )3 eh+ & ghikc

Int[] List2 //% = B List 1) 305 & BLik

String[] ListPath1 /%% % — B List enéh 2

String[] ListPath2 /[#% % = B List enéh 2

String ENC-WRAP_Evil

String Attack

Output: To complete ENC-WRAP Method.

Method:

BEGIN

boRequestInput == true

{

While(boRequestInput) { /1% F #T18 ~ - KR sy
ENC-WRAP_Load(); /13~ 3
ENC-WRAP_Body(); //¥|¥7<Header>%_F ¢ 7 <Body>#H+ ~ %

If boENC-WRAP == true then
ENC-WRAP _Sign(); //*|#%7<Signature>®_% % <Header>th+ ~ %
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If boENC-WRAP == true then
ENC-WRAP Begin(); /*|%7URI #_% 5" # B
If boENC-WRAP == true then
ENC-WRAP_Input();
END If
}WEND
List Count(); //ve A B List + & 2L B #E E 4
List Path(); /e g B ListB e s E Bk EEAPR

boAttacker = ENC-WRAP_Check(); //# 473+ » 21978 % &5 52 ¥ 'fg
if(boAttacker == true or boFakeRequest == true){ //#|z_5 sz # H
If boENC-WRAP = false

then List Illegal Request(); 7] & 22z %
jelse{ IEES = £
List Legal Request(); 3] & & iF %

}
if(boRequestInput) == true then ENC-WRAP_Input(); /Fz32 2% & 5 3 Fin »
!

+ END
Procedure ENC-WRAP_ Load() { 1138~ 5
String ENC-WRAP = getENC-WRAP();
ENC-WRAP = ENC-WRAP.Split( “ " ); [ 33T 2 5 B £

} END ENC-WRAP_Load
Procedure ENC-WRAP_Body() { //#]%7<Header>® &_F & 7 <Body>ih+ ~ %
if(head.contains(body)){
return true;
telse{
return false;
b
} END ENC-WRAP_Body
Procedure ENC-WRAP_Sign() { //¥]¥7<Signature>H_F i <Header>ifi+ = %
if(head.contains(signature)){
return true;
telse{
return false;
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}
} END ENC-WRAP _Sign
Procedure ENC-WRAP_Begin() { //*1%7 URI 2% 57 # B
if(str.startsWith("#")) {
return true;
telse{
return false;
b
+ END ENC-WRAP_Begin
Procedure List Count() { /A B List + 2L B F AR
if(Listl.length==List2.length){
return true;
telse{
return false;
}
+ END List Count
Procedure List_Path() { [/ve A B List s b s B2 £ F R
if(ListPath1.equals(ListPath2)){
return true;
telse{
return false;
b
} END List_Path
Procedure ENC-WRAP_Check() { /|22 F 5 Attack
if(ENC-WRAP_Evil=Attack){
boFakeRequest == true
return true;
telse{
return false;
b
} END ENC-WRAP_Check
Procedure ENC-WRAP Input() { /¥ & B _F AT R~ 2
if(boRequestInput) { 1% 3 #7e;
return true;
else{ /1 B AT R
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return false;

}
} END ENC-WRAP _Input
}
End ENC-WRAP. /1% & ENC-WRAP
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R4 BRI AR AR
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