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Abstract

Purpose —To investigate the impact of information security news on corporate
stock price, this study analyzes the degree of influence and also the response time lag in

various industries.

Design/methodology/approach — In order to find out the relevance between
information security news and corporate stock price, this study adopts event study
method. Real information security news and the corresponding stock prices were
collected. With the statistical methods, we tried to explore whether there will be
abnormal return when the information security news appeared. In addition, we examine
whether there will be differences in abnormal return or sensitive level of information

security news by categorizing the events in disparate industries accordingly.

Findings —The research result demonstrates that the information security news
will cause short-term abnormal return of stock price in the day of incident and the next
day. Furthermore, the reaction to the information security events will vary in different
industry.

*  Corresponding author. Email: morris.hung@gmail.com
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Research limitations/implications — Recently, the transmission of information
security news not only depends on news media, but also on social media. Nevertheless,
the research model which is suitable for collecting and analyzing on this aspect has not
been formulated. It cannot be inferred that whether it will influence the investor to have
different investment decision when they acquire the information this way. In the future,
the transmission methods should be included in the research for analysis.

Practical implications — With the advancement of information technology and
development of network applications, it is a very important issue for enterprises to
reduce operational risk which is brought about by information technology. If the
information security incidents lead to user information leakage, it will cause damage to
enterprise image. Through this research result, enterprises should pay more attention to

maintenance of information security.

Originality/value — By analyzing the recent news, the occurrence of information
security incidents causes short-term abnormal return of enterprise stock price. Moreover,
in different industry, such as Consumer Discretionary, Financials and Information
Technology, the level of abnormal return is very different.

Keywords: information security news, event study method, market value, abnormal
return
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2016 )~ A& A (Dos Santos et al. 1993; Son et al. 2014) Z o ¥4 & 2 4
(Rubin & Rubin 2013 ) 3% -

o

o 34%
T

A\ B E R XBRIRF
- ffﬁ”"ﬂ‘%d’:
ERROFERABRZIART EET > EHHARFEZZMERNY FTiEZ—



ENLZEHMESHRTEREEZETRM AR 287

HANERERATOERAX - FXRFMHEF > ANANRERGTEL S -
B AT SRR 2 MR R A 4 Rbofe B SR AR IR B BT B B 09 R 4E DR S &
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37 B R E R F B A D E IR £ A %% (Ball & Brown 1968; Chaney et
al. 1991; Das et al. 1998; Konchitchki & O'Leary 2011; MacKinla 1997; McWilliams &
Siegel 1997, Wang et al. 2013) » Jbohduf — 2 aF BIRFT H A2 21 E IRAF 69 1
1% (Wang et al. 2013) -
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& 1 FHREHGF®
B LA
FE RN B il A SR A HIE A — B F A A — B R AR
W] 69 0% ZAG M EATIRAE o B FHAMLE EHFT O
(Event Window ) * T4 %5 0 & E LB AR IME IS S E4HE 4
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Lﬁm/\él BRIk A6 RO EM 0 R A T HRAAAS K
J& o Alde 1 2010-2014 5 o —fREFERT c AIMEE SR T AK
2. EFFH M AR BN E S FT M EH 0 W7 R IR T LA g A8 B 64 B B AR E

A R AT R L & 0 4w ¢ LexisNexis #= Factiva 2 o fa b=

g JERE BB eIHTH F A MR SR IR AR
( Confounding Effect) # 4 » 4o R A - B )b F ML B4 B R o
R FLAR 0 H7 ] E A0 - R @SR ¥ #E (Abnormal

3. H AR MMm>K$&% EFHRB AR E TR TR EIRIET
(Normal ) #u B Z N o &£ (Brown & Warner 1980) #4#F 58 % 21 &
£ 5 #ﬁﬁzﬂ”ﬁﬂﬁﬁ%’%ﬂ%$ﬁ%§ﬁﬂ(MWl
( Abnormal Adjusted Returns Model ) ~ 77 35538 %4 K, (Market Adjusted
Returns ) Returns Model ) #o#z)vF 7 7 354 X, ( Ordinary Least Square

Market Model ) -
f&3+ 7% v (Estimation Window ) #% J 2k #% & FAH 04 iEF ol 5 o
FRABERERG A SRS E N ELAE

4. fh3HAL




o
=

288 BES®R F_+hE F=H

T o AEERRIE R Y £ 3t
BUFEFEROFEGHELER - LA R EFROIOER - P
613 B AR 3R 00 T KA BB R A 8] By B F R -
RIFETRAT A2 A RER > BER KB REHVREF T K
RER -

FHAT R kg B e R 09 T 8RR R TRy F
REGRE R EMA 7

— s AR LFEHHREE
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Sony Play Station Network i& % | B & g 4 » & B & 55 & A B A K # &4z A+ 44
KA AFFERAERL 10 BET > #HwBANEF —BHETDER 0
TREAE MM R A MR LTI T o2 D HIEAE o

B2 FHMEHT R R IR - DE A A% LK% (Siponen
2006; Straub Jr. 1990) » F#R 2% & (Gal-Or & Ghose 2005; Schecter & Smith
2003) AR 5B &I B F R F AR BA (Kwon et al. 2012) S @e it
THREE - e Wang F52% (2013) ay#F R+ 423 SRR ERE —EHEIGRE
ERRR > & RIRFBER AR AEREAAL & —EALEA R 2RFGAL
FEAERE EAR BBE > A TREREHPAREIRFURE - 2AMBEERRET -

# Gordon %54 (2010) t9#FR ¥ » RAA THEEFAFHIR L ETHHNY
BR ARAZEEFALER AP FLHERMBERTFSAT LA ALS

4L > 3 H A EMMRLLEZEET R FiiE (Gordon et al. 2010) » HAF R
R TR2HAARZDHEFTALELCEFERE P HEITH T

%k 2t Gordon % £ 2010 S-#F 764% F 64 Bl 4 5

Access Control Cyber Security Network Security

Authentication Cybersecurity Security Breach
Business Continuity Denial of Service Security Expenditure

Computer Breach Disaster Recovery Security Incident
Computer Intrusion Encryption Security Management
Computer Security Hacker Security Measure
Computer System Security Information Security Security Monitoring
Computer Virus Infosec
Cyber Attack Intrusion
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Wang £ (2013) $4FF R » shE 2 & e 2 FAFHA N 8 IR 09 %
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A X RATAFEARR R £ 209 F MR TI/THERY > 44 Wall Street Journal
USA Today + Washington Post #2# New York Times 2% (Wang et al. 2013)- %k 3 4
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% 3 : Wang % 2% 2013 SR8 5245 A o Bl 4 5

Computer attack Hacker
Computer Break-in Identity Theft
Computer Security Network Intrusion

Cyber Fraud Phishing
Cyber-attack Security Breach
Data Theft Virus (or Worm )
Denial of Service
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Bl AR H B R F AT 4L A B ey Bl 4k (Campbell et al. 2003; Wang et al.
2013) 0 Aw LA EAEIE A 45303 [SO 27001 ey et F » ik B r ke h &
6 KB AL By Bl 4T ¢

& 61 KB RPN T H A2 T

Computer Attack Computer Worm Identity Theft
Computer Breach Cyber Fraud Network Intrusion
Computer Break-in Cyber-attack Phishing
Computer Intrusion Data Theft Security Breach
Computer Security Denial of Service Security Controls
Computer Virus Hacker Security Incident

FeEHFRRZEIGEE o RATIRIR T AT 283K RSB XL B ATH AR 0Y 67
B RFMA T

1. A& 26937 Bl 4 F L 28R AR L @ 500 ey (S&P500) ;

2. A EBR & RMATH & RO REBAR

3. EEE BATE A4S 180 RoR Loy B bk

4 PEFRIRAMER - LA N BT RE D FHIM - A LB e AT
FAEE 0 Plde s N GFEE MR SRAERDFR L mRAEAER
A B U HT B R SINFT AR R > B R E A B R IRBIR S e IRE

5. M2 FHAE —EHREHMERMSESR -

ZCEHHARERTROBE KT

FHARETIHAFHRRTERDENE T T EARS B P ATHEX
(Market Model ) s fgiZ 4k A o 5588 XK T4 A A2 A5 51 5K 6 B 7 B & -
BRI ER A R A ENBE - Lk AR R g KB ey E R
VAT 5 T 3585 X, (Ordinary Least Square; OLS) 7 =5 18 % BX AR = 18 5 A2 A
(Sharpe 1964 ) » A K4 F :

Rit =q, +ﬂiR +é&,
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HEbr=t, . t,Hmi=12nBat B aibit 4 &, hRtm R, 5 ¢t ey

BB F ©
s Tdk @ % (rate of return) 4% » T LARI B FAF B i R4 D E oy R 7 15
(abnormal return ) » AKX, 4n F :
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A AR, BEFHIE TN ETHRINE  afeb BEFS5H 0 R, & ¢ Hey
TG % 0 Ry &0 8 fAE ST A B AR B o

HF R WBAZ W o AT A NLAE TARA IR B R B AT 0 BT AL JAARAR — PR RF B R
TAMREA > sb— BRI R M stAG &3t 0 4@ 2 ey, Fle, o b o B4R
AT R AL L IBRE —BE M ASH FH SR E L A 0 SHEFAMESE FHNRFE
HEe o JwlE 2 Fahe, Bl RAAEF R R BRIRE E R IRILFARAIRE F 0 T A
Flb—FEHFTA AR FHREBE - A RE  BATE R TROZE > Kay
E TR e EANE TGRS > REOEFT R TRERFHFTHEAR
8 BEATARZNIR L o BATH MY ER 5k B IRE| FE S AR - 3t
38 % 7T 3% % 100 X £ 300 X 1~ % (Dobij et al. 2010; Konchitchki & O'Leary 2011;
McWilliams & Siegel 1997; Wang et al. 2013; Wang et al. 2013 ) » H 3t A& 52 IR H]
i > 372 180 % -

AZAEHGHREY > THEHBEARBTRE=0 FHELBNIT—RT
FEt=—1R W _REZLLt="2R; FHELBRALI=+IR ' KB=R2
t=+2 % » YAsh#aiE (Konchitchki & O'Leary 2011)c K keI EH T 2 B 5 & ki
EHERTHEOATEMHLM B ERTER FERANEHETITARR
P BRI G BT R REFN  Blde 0 N MR R ARG
¥ RS ARMEEIFNRT  IARF RS EHET 2R SL (-10,+10)

| 3R |
| | FHEA R =0
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| FumEaso

Im In

B 2 1 et s A = i R

BTRTAG LA X TF2 a9 2 7RE > HHEB-FY R TR AR
(average abnormal return ) (McWilliams & Siegel 1997 ) » A K4 F :
1

ARE = W i]il ARiE
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H¥ Naxayse -
MR M TR B LRI - F T 2T, B0 Moy RAR R F B CAR

(cumulatlve abnormal return ) (McWilliams & Siegel 1997 ) » A K4 F :
CAR(T,,T,) = ) 7y AR

f3t iR AR #2 CAR % > FHFF Rk ¥ RELERERKR LY H XKL F
’H" E]ﬁ%/\ "%ﬂiﬁﬁlliﬁ ;ﬁﬁﬂa‘;g.éljé% , /fg'i_‘é!ﬁ) t;}é}ﬁz/f (BrOWH & Warner 1985) /A\ik‘

S 3

DR DI ufwz]
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=L v 5’ =Z,Q (&, =&V T =) fe 15k = _
]1[ i l§i2 N

AR, & E R FHREFHRH > TAHAXKXFHE - #l 4

1 A .
A&:W VAR, 0 ST RAGFMZ B EGREY T AGFHMNGERE om 2R
MAE R REK -

RT R4 ¢ RN 0 AP RREME A TAR%EIL £ % (Standardized-Residual
Method ) & #x & (Patell 1976) - i AT S L4518 5 2 3] 69 F 7 3B A2 &

b SRAE R 2 a] 0Y Rk & B *ﬁnm 2L R F B (SARE) 493t
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3 1 (R,z—R,)
S,‘ 1+ . mE mz
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The New York Times Washington Post San Jose Mercury News
USA Today Los Angeles Times The Washington Post
New York Daily News New York Post Chicago Tribune
Chicago Sun-Times The Denver Post The Wall Street Journal
The Dallas Morning News Newsday The Orange County Register
Houston Chronicle

BALPTILF R G FT R F ok 8 FIT - A BB W42 T 09 37 B F R4 A

3846 E#7H » Rinb/BinhEMZHTHIE R 761 F 0 FTASIE BB H o937 B &
B % 3085 % -

& 81 b iR AT F R

i 4 5 MmER TR EF# EHRATHAE
Computer Attack 26 20 6
Computer Breach 16 15 1

Computer Break-in 0 0 0

Computer Intrusion 13 10 3

Computer Security 668 529 139
Computer Virus 63 50 13
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Computer Worm 30 22
Cyber Fraud 1 1
Cyber-attack 157 142 15
Data Theft 134 110 24
Denial of Service 200 156 44
Hacker 964 786 178
Identity Theft 753 591 162
Network Intrusion 1 1 0
Phishing 326 256 70
Security Breach 427 348 79
Security Controls 46 33 13
Security Incident 21 15 6
43t 3846 3085 761
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HAEXIHNFHIBE > 4o DG HRBERZRAFEHFT
REPERBZEMH —LERABREFEF BZEEARNR  RFIA
SR
2. #1 A Google 3% % » BRAARE FTRAEH TR EMHEL
@I AL IR IB ST 162 FHMFAF SRR LR LR - REFHGF
oy Adek 9 BF7) o

%9 HABESITIIREFHFIEREF SR TR Re9FT M F &

Sy ¥z Sy ®BE
2009 15 2013 18
2010 37 2014 33
2011 22 2015 8
2012 29 BT 162 E 37 A
FiE 162 EH M BT B 45 B S&P 500 ey 3] 0 KA EALE A

SR

ARBATERAR ST ERIEFEIE 3 LPAHE

AFH# (Information Technology;
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IT) -+ 844 (Financials) ¥2JFs4 & M4 % (Consumer Discretionary; CD ) % =18 &
ERR P PN

2% = Information Technology
A Y
2% \ = Financials
= Consumer Discretionary
Health Care
® Telecommunications Services

= Consumer Staples

= Industrials

= Energy

30 HHEEAFA A 04T R B
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— R RBIFEEEBET

LTHRBERA - CEBAEAT AL FHF > €4 Z TR ELMLBR
— AR AE S E B E I AE - AR ER 6 162 FH M ML ARAR
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R 10: FHYEL TR - 124 TR 2T ER

FHR FMER| CFAETRH (%) | REE | SHEURT | IRELRER
-10 162 0.000953 0.017391 0.7 0.68
-9 162 -0.00057 0.012463 -0.58 -0.37
-8 162 -0.00053 0.01217 -0.56 -0.39
-7 162 0.000293 0.0127 0.29 0.82
-6 162 -0.00051 0.016119 -0.4 -0.05
-5 162 -0.00167 0.01615 -1.32 2. 7744
-4 162 0.001379 0.013438 1.31 0.81
-3 162 -0.00012 0.012967 -0.12 0.31
-2 162 -0.0002 0.011417 -0.23 -0.83
-1 162 -0.00044 0.014416 -0.39 -0.55
0 162 0.0002 0.014837 0.17 0.22
1 162 -0.00214 0.010874 | -2.51*%* =297
2 162 0.00174 0.014141 1.57 2.23%
3 162 -0.00068 0.01466 -0.59 -1.28
4 162 -0.00029 0.014945 -0.25 -0.06
5 162 -0.0017 0.013769 -1.57 -0.78
6 162 -0.00202 0.017384 -1.48 -3.09°%#*
7 162 -0.00114 0.012772 -1.13 -1.25
8 162 0.001956 0.015479 1.61 2.48%*
9 162 -0.00216 0.013369 | -2.06** -3.36%**
10 162 -0.00062 0.013967 -0.56 -0.95

3

**% % o p-value /Jv# 0.01 ; ** &k 7 p-value Jv# 0.05 ; *%& 7= p-value +Js5% 0.1
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A 34 R mE (%) RAEE woNME | RAR{E | t-value
-5 0.0047259 0.0201315 | -0.02086 | 0.0719 1.26
-4 -0.0010803 0.0113588 | -0.02313 | 0.03491 | -0.51
-3 0.0023693 0.0108849 | -0.01765 | 0.03056 1.17
-2 -0.0020376 0.0099475 | -0.02978 | 0.01187 | -1.10
-1 0.000265862 0.0155724 | -0.03462 | 0.0374 0.09
0 -0.0023828 0.0167671 | -0.04246 | 0.03623 | -0.77
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1 0.000322759 0.0080086 | -0.02057 | 0.01793 0.22
2 -0.000229655 0.0076434 | -0.01977 | 0.01499 | -0.16
3 0.0010528 0.0112644 | -0.02349 | 0.03049 | 0.50
4 0.002169 0.0224386 | -0.0847 | 0.05657 | 0.52
5 -0.0017017 0.0129139 | -0.0388 | 0.02216 | -0.71

® 12 B8 a0y- P R Fmut A
A% —RA A% MBI E £ -

CHRAREL 368 A EAEXY  EEH

k12 ;e & ¥eh- T TR K

F4F A T35 2w (%) 1R E wmAME | RKRAMA | t-value
-5 -0.0051019 0.0113255 | -0.03561 | 0.01615 | -2.70
-4 0.000355278 0.0125281 | -0.03238 | 0.03138 0.17
-3 -0.000942222 0.016253 -0.0503 0.04958 -0.35
-2 -0.000016667 0.0149226 | -0.02907 | 0.05242 -0.01
-1 0.000333333 0.0104386 | -0.01762 | 0.0277 0.19
0 0.0005275 0.0121915 | -0.04384 | 0.01726 0.26
1 -0.0021658 0.0113493 -0.04034 0.0172 -1.15
2 0.0050286 0.017249 -0.02348 | 0.07041 1.75
3 -0.0012553 0.0147745 | -0.05203 | 0.03313 -0.51
4 -0.0030481 0.0137677 | -0.04264 | 0.03203 -1.33
5 0.000992222 0.0135711 -0.02652 | 0.05096 0.44

k13 BEAARE £ TFHYEFTRBITE
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E5F 0 AT AL FHORBLEH — R F > BlLBRETHER= LR
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& 130 AAAN A Ko -F 30 £ R e R
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F1HA T34 R RE (%) 1R E M | |RAAME | t-value
-5 -0.0032164 0.0169138 | -0.08674 | 0.03047 | -1.73
-4 0.0026898 0.014985 -0.02796 | 0.07661 1.64
-3 -0.00084241 0.0123015 | -0.06402 | 0.01735 | -0.62
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-2 0.000587349 0.0102385 | -0.03254 | 0.03809 | 0.52
-1 -0.0017889 0.0160293 | -0.07934 | 0.0422 -1.02
0 0.0012516 0.0161014 | -0.04176 | 0.10414 | 0.71
1 -0.0029529 0.0120669 | -0.03979 | 0.01894 | -2.23
2 0.0010602 0.0150116 | -0.04209 | 0.07603 0.64
3 -0.0010947 0.0164822 | -0.08708 | 0.03955 | -0.61
4 -0.000473373 0.0125219 | -0.0374 | 0.02991 | -0.34
5 -0.0028802 0.0147208 | -0.04397 0.036 -1.78
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