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Abstract

According to the fast development of network technology and the popularization of
extensive Web applications, Web information system faces various kinds of attacks,
such as Trojan virus threats, DDoS attacks, system and application’s vulnerability
attacks, etc. The target of these attacks is for destroying Websites or stealing sensitive
data. A variety of risk assessments for current systems cannot effectively identify
possible paths of attacks and system vulnerabilities. Thus, the assessment results do not
demonstrate a real threat path. This paper utilizes the concept of attack trees and extends
and applies it to security risk analysis. Hence, we employ the features of attack tree to
illustrate the situations of attacks to propose an extended attack tree analysis approach.
We design an enhanced threats computing algorithm for extended attack tree analysis to
calculate threats measure with consideration of attack difficulties and detective
protections for assessing their influence levels. In essence, this method is different from
the general risk assessment. We use ‘threat’ as the security unit instead of 'assets' in the
risk assessment. It improves the general risk analysis approach about the poor
descriptions of threats.

In this paper, we use a Website system as a practical example for the Web system’s
security threat analysis. We can get a risk grade in Website security risk assessment for
system administrator’s evaluation basis. It proves that an effective risk value can be
obtained from extended attack tree analysis approach for assessing a Website system.
We do a comparison for our extended attack tree analysis and the traditional risk
analysis approaches. Consequently, the final results indicate that our proposed method
can improve the insufficient points of the traditional risk analysis and increase the
availability and objectivity in risk assessment.
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Algorithm Compute Attack Paths(7))
Input: An Attack Tree 7 with r being the root
Output: path(r)

1. if » is the only node of the tree 7 then

2 return path(r)=1

3. else

4 let v1,..., v be the k children of »

5. fori=1tokdo

6 Compute_ Attack Paths(7);)

7 endfor i

8 do case

9. case 1: 7 is an OR node

10. return path(r)=) path(vi)

11. case 2: r is an AND node

12. return path(»)=II path(vi)

13. endcase

14. endif

B 13 AEBREELE (KR

VAR 14 SRR BB R G IBA KN ERE - st KPR T %k E
K& TAND | 69Bf4% > A T+ | K%k TOR | a9 Bilf% o RIF SO BB R B I8 H ik 0h
R REFILRBNAS > RML/ALEEEEHRE{a~bc~dre~frg-h}&R
— 1 BAn4s{E Path=1 > A FRA | WERLF—BEMBR K —ELEFE
T — RSB F LGSR T TRORE - §RMBE LR HEGMGES
TAND | BB 0 REPTAYTHIBELART (LE) LRI
i (BE) Ak AuBERGTHALSHE S VAER? HE P g fhgkd h i
BT A S EMHERLFARE —EREAE > WAMYIEE LR A ETH
oG AAR - WwREMBI LR EIEMA L TOR ) EEHME > RERZH T
—BFEEER (HH) LEOXMESHAL (HH) Hik ABHEMGT
AR S VAR BT a BB b HBTAEE  EmEH R LA H =
B R b > MR IR R R AL THIAE AN - &% > & T g
STHFHTRAERE LA 6 2mb (Path(r)=6) > kT4 R B i ML
TS BAR MR O AR mA c ARG AIER 6 ARG (HBEFEH) £
w A m A R & {acdel ~ {bede} ~ {acdf]~ {becdf} ~ {acdgh} ~ {becdgh} >
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MAE— AL RE R

Path=1 Path=1 Path=1 Path=1 Path=1 Path=1

B 14 L BERE s uct H iR

=~ FURARFRIFERA

R A A B F 00 ARG — B R G P R R ey B (Risk) > B
B0yt R RBERRE YRR L > ARG ORRAFATRERER L
FAE A B EM R ZH % (Risk = Likelihood sk Impact ) » 12§ # £ & 30464
— ARG K TRRMAR R e B R R > H— R AR o B RRMS
B8 OWASP (2010) o9 BRR 55 8 7 ik 3k o A5 7T Ab b Ak & b B R IE S5 e M & §
EA¥ T E —E%% M FTatt (Likelihood) &7 & E 5 4 09T sEMEM %
55 HABRGZYAEEE %Fﬂﬁ#é%@#& VT A A8 B By
YA T 0 VA R S @é’am&ﬁ‘ Blhe g B0y F ik s A F R A =Y S
He & By v B A E R A R E 0T AR & ?Mﬂ:ﬁ%'f B S 4R 0 SR AE D §i
& 1~5 B % o %%2%m H A BT (Likelihood ) < AR #3HE

S BAR(D)Z 2

Likelihood = f (attack, protection) (1)

Hb attack : k5 BRHE (RESH -ZH PF > B REH)-
protection © kAR EE (REH ~BEH T F -~ A REAHE) -
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k2 TERMEERITE R
BB

T AEMEF 41 ¥ D | BEQ | FF Q) | EH @D | BES O
SE|FR| HB |FR|HB|FR |2 | FR| 2| TR
R’y (1) 1 1 2 1| 3 [ 1| 411 5 1
w5 (2) 2 1 4 1|6 | 2| 81| 21|10 2
AR BE | F% (3) 3 1 6 29| 2|12 3| 15 3
Bk (4) 4 1 8 |2 ]12] 3 |16]| 4 | 20 4
PR3 (5) 5 1| 10 | 2 15| 3 |20/ 4 | 25 5

790 #% A (Impact) R FREREOELCHALTEWALE GRS
M~ BRI R AR T — A IEIEAA TR R A E S E e HE RIE K o KM
THBEEN s TEMTRAEZER G RIEHENRTR > ERERE LB ET
RSB AA N RATEORME > AR EM LR E TR TN LR RAM
NBERX > A THAEEOBETREHMBTEH RALER IR T REXL
B €HELAGEREELENGET > vl R 482 ey DDoS s BF
BT ARRER AT AR L - K& SQL Injection ¥ ¥T AL ¥ A%, A& 4 09 # 5 ME R,
MR K EBERLELR— o Bk RIS mEE (Weight) BB > LA
HEE (0~1) ZHMEE 0 REWBRHBE  REBNPBELIRIKREN - 2K
MR A= B R & BiReAsEH R AR HEMLR SR 1L
b ML E (Impact) XL HEMRR>EE  FLRAKXQ)ZEL  ARE
BRI L I~SEFH > ok 3T -

Impact=E_*W_+E *W, +E, *W, (2)

A R THE R LM EM (Confidentiality)) 2 % -

PR TEE A %M (Integrity)) X 5% -

R THERALTAM (Availability) X 5% o

X

it R TR AR TEMN (Integrity) ZHEE -
(2 THE A 5T AN (Availability) 2 F -

sgspop

a



20 ENBEBR Fo+5 S8
k3 BEMREFRIEL

BEMNE | MEME (C) TEME (1) STHAM (A) | CHHA | BEMRE 5
KAk 2 B 1* W, 1*W; 1% W, 0~3 1
16,35 4 2* W, 2% W; 2% W, 4~6 2
PR 3* W, 3*W; 3% W, 7~9 3
LA 4% W, 4% W; 4% W, 10~12 4
F 5 2 5% W, 5% W, 5% W, 13 ~15 5

i FEEREAEREE AN TRERRGEAH ALK TE (H8 )

BB A% 15 (Risk=Likelihood sk Impact ) 3+ H 694 R A F| 2 R F 4% > #E 15 +

é’])ﬂ%%ﬁ]ﬁEF'ﬂTjﬁ h‘j‘)’(‘[@-/fﬁ&n]@; rE

BEFRRE o R

"{lﬂﬁ\i’ﬁ’éﬁﬂf‘ﬁ%ﬁkd\

RIEZREHAT A SR AR EER - # T RAREELER ) PIRERETEL
BT REME R ¥ A 00 E > FIR 00 8 G KR 2 5 5 A b 7T Atk A 35 B 38 J
B
% 7% Tra
A
PR (M) HEME (H)
Risk=9~16 Risk=17~25
1K T fe it < > =7 Ak
&R (L) PR (M)
Risk=1~8 Risk=9~16
v
Y% 7% TC

B 15 A 4e s

MAESEFHFERA RGN ERMTE » BAH DXV ERELTR -

B b3 B R TS N s E c mk 4 B
o R B HEAT 09 1R BB FLB T AF s B C R AR S0 B
C b JA4E IR 32 3 A VAT &5

PEAT

f e F ik mbm s B o {4 R A

B E e N W

%ﬁi& a’ CJ d)

LRE R
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BB E Al B A FASERIE o sbdh 0 BRGNS R RIAREEFIEELT S
THZOFHR > WwREFTHELIIARFRALIAMAKLE -

R4 kA G A X R R IS 45 R Fa b

gpme | TRETRIBEEIL porg | mmba | @ai
g Al {ac,de} 3 3 9 M 3
&% B| {bcde} 3 1 L 4
wBE C| {ac,df] 5 4 20 H 1
A& D| {bedf) 1 2 2 L 5
w% E | {a,c,d,gh} 3 4 12 M 2
A& F | {bedgh) 4 3 12 M 2

£~ 3k A GURIR IS B B R oM
— 3k 52 AU B T

ARIE SANS &K 09431 2 48k A 400 55 86 A1 A > vA %8 B JE A2 X 09 55 254 F
BERQAEAR FEELE RGN AN REETAEB LN R2RELE -
R BAE 55 2L & & R G R EAZE T B K3 H & 5% OWASP Ji§ 55 25 5 48 38 4%
TR EF 4 0 4w XSS & SQL Injection % 5748 .5 5 B R 69 55 25 © A5 35 2L 5 4 o 4
AT RAEF  FBILEMNERB/ALEELET RO > Bl KR 69558 > K
CERARE 0 R AHE R R R RIE R -

WFHEERMESHE 3 B A (3-tier) & N-tier 24 - AT35.4 Web Client #47
Browser > ¥ Fs% 4 Web GRS > FIA M AR AAZKXBREME A H NG EHERE
FHE i3 o %1% % OWASP Top 10 (2010) % SANS Top 20 (2010) = 473k Ff 2>
i 6y Web J& ) % %55 BE A% > 38 ol R ed SO AR > B AT — AR 48 sk 43 AR 25 (Web
Server) #) T BB ARE 04 AHMR - EBRF - MA TR - RBEEHRAR -~ £
BT - HRRI - REBFRIEF - KA RPTHZ Web Server Rk &
R MAEF L B 16 FFT o
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ouly

HEAG/BARB/ RARZXES
FROGEHRZXEE
BABLT 7 o 4 RS Fo 38 3R K
TCP/IP# 4 55 2
HRBEHHR, REERT

J"WL - J ss;sL

Buffer Overflow

DDOS Attack -

Syn Flood
Remote Code Execution
SQL Injection

Cross-Site Scripting B
Vulnerability Exploit
Restriction Bypass T
Trojan Horse 4— —
Worm
WBREARE J& 7 42 R B ey o)t
Internet SR B KoM DMZ LE T PE ] Intranet

16 : Web 13 IR 25 22 M5 B % R 55 BB YL 8 0 & 7B sl i

— B0 2 2 M ERRAR S B & 0 % Bey 4 S0 BOR AR A AR E R A2
Ko £ G FHAE » R BARAT — (B3R 8 A A B A s R EA AR
oo R T %R HEEZGABABANZERENR TR G - RZ o £HE%
RAMFS > FEFRT > AREAEAFTZL > BERZTAMELEY -
HEEE BN ELGHEREGEET R —HEHUFE - RIFRAFHE
AR ERDETLIRAKEL ~ BB 2 RMEAJE AR %2 =@ T
& HH=ZEHEEZI 2R RELEEEIT > A BEE LB AR
2R FE > AT

FHMAKEE S THEE %% (Operation System ) & 4835 Bk #% ( Web Service )
W% 0 M0 B AT A9 483k IR S AE X, £ & & Apache #2 IIS (Internet Information Server ) >
12 TIS F» Apache &9 7R L& & 4 & VE R B B S EH LABIFH A IR o f— A% 55
ZLAF B IR A5 € 3% ) 1@ A 53 2k B E) (Common Vulnerabilities and Exposures; CVE)
B kom0 @WAHEAREA (CVE) LEBARIIF[IERAGKIFARZE L s
KB Aty RIF 0 TR —AE— ) A > It HAAE LieayRiF 0 R4 — 18R
Ry REull 0 T R AEMNG— LA L EIEHR K L CVE-xxxx-Xxxxx ( Xxxx &L F )
CVE A ¥ F—0BFRTHFE B _OBFRTZFELLMBERERGZLE
2o BAAEROIT R RAEE DA IRE PR GBI o Bl & R PR AR
RIR AN R AR REMAEN c R > B ERALKELNKRIFFE RS EEE
EXE  REREEBRARHRRARE F 0 ARSI BEEZELERT 0 EHREALK
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8 53 BLAS Ak & E R Bl 4T -

BB ST S ERIFRE T B > # Web AR BBATIFN > BHEREA G TIA
] G BRFE R o Plde D ERIRB R IIE 0 FEARTEXR G B R LED)
— R RE RGBS RELEIRBEE R > FREAE — R 2R FEE
BAH BB BFRE R ELEZTHANKE - RF Lehde SNMP JRF
BERBLEZARZEE T RS FHRTAZLIHEKY - 22 > SERETRELESR
RBEFRE Ao FmE AN e Web FAIIRBAKRKA THEREZ% > ARARS L
P TAHEMRBEH R BFETHOT N - AR R AR R ERGETR
2% AR S BR S -

WA ARG EE T E RN L R0 8 AR BB 0 2R T T Ak A A
ByEE > MEAR S OB EBEE G LS PIT 0 ABITHESE AR EMRHER - R R
BRAEBETHITZEFLEROEMEL - EEREARGKRL BHRTRA > R
BAARZENETBRZRETRRR TG ETHIRE > ARATRAPIERNGLTIHE
AN (f]4m * "123456" ~ "password" % & changeme" R, FAEATF M 2 B FHEE) >
AR B% AT RE PRk OB ARAE R H o BAR 0 BT IAR R B eshab B MBS A P etk
WA ARG BEERETEHRT > LB RE A Y558 -

o A RKAFFEERE I B BB/ EFVRERBEAGEBETRZL
EREREBERATARARBIERSL  BFREFOERKETAEIHER - £ E R
S RE - RAERBEL LA A RABE XA Al ARERLIXIBRE - 4
RABRZKXGBENZ > Ao L5585 o) iR 4G MR KX S BB EHRTS > #FA
THBEERAGERAERNZERE - At TRALGREG A BREOEE
AT R EARAZR > BBREWFHEERT LRGN » AAREE LT AHE
MAKZENREEZARE (XBF&H) kST -

kS5 EMABREARE A

A% 59 %k BE BB R

MERERE | RIBHEHFIR |FESTEE R F AT RF AR - £ 1F TR
Al |R%& (Unauthorized |R&ERERMAIR F L » REPAT - L5 o91E

Access ) ¥R25 0 EREHIIRRBELS -
HERERE  HERIBIA S IR I R A 3 1B KA TR 0 IR A TR SR
% (Elevation of | ( Service accounts ) % #% & & %% ( Process
A2 Privileges accounts ) > F B H RPIUT LR GO ERE
Attack ) R0 o a4k A @ Ak g A IR R 0 s R AR

SPRRIBERSL -
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%3k| 53 A B ik
BE/E | RAFBHIE ATEOMAETH/EALETR > A EMEILE -
A3 |3 (Brute-force M B IR REIAT T R MK > ARBERETE L4
Attack) BRI BOR A SO T -
BERE  |FisBEkL F R S (B A BB EARR 0 Lkt B
ag |E ( Dictionary BeRpm— T RNEFTE > ABEERER
Attack ) T kS 4G E Ak AR AR G B R o I bR B R IR
BNEH > W R ARG BOR -
AsBl |BAREZMEET AN A EEEEFR B ERA TR KRG
AS 0 o N BRFGRESHELVBR > XEHG>TFAIRS
A ( Vulnerabilities |64 &) JE 45 % » K3 ®XBF % Web FIRE G R %
Scan ) AR ERABARRIGEENRE -
Ao BAREMIIA B EEBHIFHBEIIFHRREARLRR
A6 AR | JEBIH A &0 RIFA A S8 - g AR A I
A ( Vulnerabilities |FRAF Z RO HER » R AH IR RIBERS -
Exploits Attack ) | (4= : Web Server CGI Exploits )
AEH R |RE S HhmR gl in o iragal
A7 FHHEAME | (Virues,Worms | &8 R EH L EHAALKARERAKE
MEAR ) 2 EEERBAZEHMATIREZ R RE
A FHoh v o (f]4m © 5 1% 18 MS08-067 35 37 2 4 )
A F#Hm | KEEK ABERKAZLBATRBEKTHGEE > BEH
AS 5 R AE | (Trojan horses ) | AAIMA K BHFZRX, » B A S & &4 A HefE A
%2 W EHBEBRER LA
i

(=) ¥z

KT EARI W REBE R WA RBRRARRN AR TR
2o Bk 0 L AREM— B R EKIRIT 0 3 H LA RACE R B EARAIRIE
HIENAZOYAT S AT LB SR ARG A B A E e o b B oK
ANRABRIT EZREAR R ERZRDT XM - IR 4h o HREBHME > A
HOEHLE— LB MNRABHEABETRGER > RRALGRESF AT
AR A LR — LM% EERARLARR R TAREETRZM -

— AR B BT K T EAR S 0 Plde ¢ AR 4354 DDoS &
FRASHATE T S H T EM > BFERXEHBERRIGHE > BRTF
HFT A48 BRG EMAIRE > TR EERFEF OB F - EFLTHER
H AR MR BATIERES » 14w IP 42 ak48 § (1P address spoofing ) ~ F 52 45 31k
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12§ (ARP spoofing ) ~ TCP 24242 § (Connection spoofing ) % o ¥ ¥ % 7 [E
AT %% R 2EEIMET DDoS K% > A RHORRBE  RFEHEAY
# Kk [P spoofing o i i kit 64 53 BE B R G AT » AT R B 7 A ek 2
BB ek 6 B2 o

& 6 : HRRI A BB AT

%% 592k B G b
Mk A | A RET RS |35 R EH S EMRR R K 0 B & 519
g1 |&fé % (Distributed |k 25 AR 7% #2 % 3% FLEf & £ B 09 A P 3% A2
Denial of Service, | %, o (f5]4r : TCP F] % 258 i Ak A s 8 )
DDoS)
ke A KSR BT BREBEIRA MR LR maH 6 BRI
32 (Network BN IE T ALRIF RN e EH 0 S PT A H B RS
B2 Sniffers ) XA&=8 |3 693 €A TR > H AT 1R E 6 A FATAFE
TR B eyt IEHLE AR A AL BA R Stk P AAALE
BIEE BETREIHOFHTELTAN -
WA | E R KB EERBE S FH I MR EFIERE
B (Spoofing ) B G FXAFRS > L ¥ IPangF (IP
B3 address spoofing ) =& % A > 4 F IP {2 1R §
093% > TTIAB B KM F I EXMehi®E > ™
Ee2IPNES &
RS e R ERIE #3745 (Port Scanning) & — 4 % A a9 4K A
R ( Port Scan BT > BB E ST M E R A F R AP AR 59 AR T o B
B4 Attack ) WO PRFS 36 0 AT A SRR R] AR 1E R £ 4T
Lo Z B BRI RAFE TR AETHBAREE
A B ATATAE 6 SO B4 o
M AT RRFEIFE |F SRR AT B AR E AR BT R A IR
R ¥ (Service Port|3% » 35 7T VA 413135 4% C IRAF 3B 75 2 00 59 8L i 47
BS5 Attack ) BEAZ > Bl BB A AR EMRE R —ETRE
& BN FTP BRFs B 3 5 1 FAEAT F A5 3E
TEN B AR EMR AT RS R FIREE
PR o A i o 4 VAAME 59 B FOAR 4L k22 2 A R JE e %
B6 8 #3n2% | (Social dn B EA ~ WA B R E ARG AR 0 S
2 &#T |Engineering ) FHERA G ARBAFEA TR E -
&




26 EHERSR F-t5 FH

(=) marRAfElzd

R F WD RIMEIEE » AR DR T5%H T4 % £ Web J&
BB i JE 3R B o Web JEFIAZ X R & B BRI L BAZ » B R A Web & 42
KR OYRFAANAZ » TRER EMARIAFIERE - WERESR - AR BRAHIIRFR
FRABE o AEHIEFLHAE CGl X 0RBARE PHP WABITXE &
WEB (IR 1% T — R R T a9 58 > ARFHERGHER ; BHib - Rz
2 JRiFdL % WEB R Z 6022 H AR ERE -

R RS H bt Web 224k OWASP Top 10 (2010) A7 oMb e3R% -
Web R AZXBBARTRRENRAELEF KX TH MM A (Cross Site
Scripting; XSS) % # %2 SQL 7 A (SQL Injection ) =% - 3 & XSS s 8 & A F €
Bpfe & 4 HTML 49 8 H R B J 2] 48 B 2 vy Web JE A2 X, > 4 s 15 % 22
B oTHMR » fE4 5E4gs5 o f SQL EAKIE L B — MR Rt B 5 X > €
%8 Web e A X KRBAE A FOMAR N > RIEZEHBGLE > AHEFEH
RIS BT HETR © PTVA > 4o RE AAZ XA R 48 F % 78 3 &k BARAL A 09
NE > RESZ—MESQL 4T H > BEMAEREGRZHEE  MATEEY
$¥ o RTERERNORY - FZBMEE 05 EIT R A RABRAIR B M A E AR
KA T ARG I » Ao A B S 3 A AR OR B S -

Wit Web R R A2 X 538 ey £ B A Y BHE TR E > maHEBERY T
AGERY—RBRAKE  PEERAG LR ERABERRAGE TS
@R REIAMAI  E A XIUT - HAM R METRS F R F 0 B A A
LB TR R WIRIFE S AR T 0ENE o RSB T35 84 4k 04 55 8647
B REEHBRGFAENIE > XA GARNES - FRERmART T &
REFEEHIIR  BEZIETRENZLERT o @ F A HHE 0455 B84 24544
FABER > FEER 3~6 MAMRLWIFH > A —EMTRELD 9 ETH RIS
BAREARRENES  GEA LI ER ST AR EARARZK %20 R
o duk T o

k7 WEERAEZREERE >

Sk 5525 ¥ | RE BRE R
AR K 55 |5 RSk I A SIE ) A5 A 5 O B 60 > BT Y 435
Cl |25 (¥ k| (Cross-Site R L3472 F& Script > i T # 5 Web
WA ) Scripting ) Server I/ B K #F o

AKX [AFHREASCE |F A F O ERFETSE Ak BEA
C2 |8 (#A % | (SQL Injection) 424 A & ¥t B35k 0 B EE R RMIRERE
A% ) FHERG A > BEEEIEF BE o
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Bk 59 % SR RE B
HMAARKXY BHERBRASE SHERBRAAE LRI EORL 7
o3 % (BAK | (Buffer BB YN KA T R e TAH > 1 RS
A% ) Overflow ) BEAREFL HKAKEPITIERE HRIIT

ey AR -
ARG L | EH R G EITR (BB RS TH R FEIFR REETH RS

Ca 8l 55 B ( Database 2L RAE B AR EAE - FRAE R R T
Vulnerability 89558 R AN R AR R ETE DR
Scan) oo
BHBRAL | AARHEELE B HRETHRE G LAENHIEMAAN
s & 55 Bk ( Database 12> Jw ROAZ AR T A WK FRAEH
Vulnerability BRI BB B -
Attack )

= R A AR EFEER

KAVERFH b7 R KBRS RAAEEPIREOBEERE 0 T—F 5
AR E 10 Z R R 24 BRI R 3745 v B B VR 4836 22 2 JRR11E - B b AR 24 1%
B4 3B R BT 33T 2 A A A SR B AT R A AT o B RS R A REEB S
RAVTAEM S ER A KA EH - AR R AR AERF 2 2RE
By M S LR BT R A EROBRER R T EFRMTRIRF RN T BE
— B B PR 0955 85 0 AR — AR T 2 P B

WE 7T PR TAEIRAGH I HBAMBRERELE HEB/EE - A
RAFHLENHERIHEETEF - AP A —ERFNGR L wRRAZEHK
AR EIRAIFH > CSAFEFCHBERAKERLET  ARTTHAZALRMEA
BB AL R dw RS 3T AR R ARA] 2 64 55 BE H SR EE — 2 64 59 250 A Bk
MBEHAGRAA TREREAE - RX > AR F W RAHBFIETN > AJERF
5B EE - HRER R F R LA A TRES L - R F e Hl: LA @8 AND
M > e H A RERRE -
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ERAG
EE
RmEE BEE EhA % R
% C:¥:1 FEHE ¥
KHe | | BRI || RAES = BnAE | | BRAA ,
#R H A A E P A RESL | AREX
(A1) (A2) (A3) (A4) (A5) (A6) (A7) (A8)

B 17 @ E# A &k Bt

w B 18 T & BB IR L0 £ R 5GBE A M DG ~ W AT e
HREDTHRLL - L 4Esg e serhey55%: 0 £ % &7 Internet & — 18 B 24 44 49
2% TREFEXEKNZE > B L@ R g ey— oy o 455 F340 40
Bz oy ERGHER A0 o P 1% DDoS = # ~ Sniffers ## f» Spoofing s #
AT R RO SCEARE o — AR SO AT L JA % 1% Port Scan 6977 X, 0 BT A4
o) — B IR P0G 55 BE o e i@ F RAFRAE R R BT B AT IF R L SR H B0 4R
Koo R wRBEABHFRINTRAABE EAELENE  HEAKTRALT —EIE
FTRERE -

W B
W|HRE E2F2 S0k 3 TMRL
4 AR EBAR
DDoS Sniffers Spoofing Port Scan AR5 Port .
h e ' k4 I
(B1) (B2) (B3) (B4) (BS) (B6)

B 18 © 4k H A

WE 19 P RMTHEREARZRXG E LR/ EARARZX [ RETF R
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358 o AHFRARIE OWASP Top 10 (2010) PfoMEe44R% > VA% Ruh %18 Web Ji&
A2 K 55 BE B M A IREAR > KRR T ey &M@ E T A& XSS K& -~ SQL
Injection ¥ #fn Buffer Overflow % o 5 4} » # & ¥ B 6455 2L H) F » 18 F 495514
3% 69 B A B AR #7S Web Server R0y c BB ENHKIBARELENE
B H AR R SR B R S MY o BURHT RAS A A R 59 BE SR AN R
ROGRBR S > TERXRBRM A E2200FTE - Bl > R L 4H# DB
Server 4 35 ZE4F MG > B AR I T @ HARRAE 0 122 do RSB H AR IR ] 4 DB
BEE M ME— TP EEAI AR ARBEH AR A TRERLE T » hE W
W4 LA # s AND B 1% -

B RZX

i #
wWRREX HHE
BEEA B 55 Lok
#4835 kA BHE HHE - gy X
Bop A o B SEN T 325 43 o % % LIRS &S
1) 2 <3 (C9) (C5)

19 © & A A2 X B4t

BOZMT R 22PN SR R — BT e sE SRR M BIRIE
B4Z~ FEAZ 558 - &% (RE) $wWEE G ik R ARTEHER -
T AR E R 00K B4k A S0 BAE R A RE 0 AR SRS F R P A F 64 55 26
Fo B BAE (H L) Wl 20 i o
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¥ EH | (A
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P mmaw | ()
EX YY) #aA
HFABE
=l | BmAHA
EE 3 (46)
1 REER | (A7)
EHMER
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=1
ABEEX | (AY)
P=1 DDoS
S 3 ®D
P=3 E P=1 Sniffers
o e (B2)
Spoofing
P=5 xg | O
LRSS LR S28 3
P=1 Port Scan
g (B4)
EoE 3
=1 R P=1 JRFPort
sy | BV
g2 P=1
HET
=1 EBAR IR | ®6)
P=1
BUEE | ()
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P=3 | mAEER Pl | wHE o
EEITTe EANAR
ERER LEte
P=4 | %% wase |
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#BE O RIMVEBATEAR TSSO RSO BOR IR IR R
Boyms  RABEBAERTREFZH Th LSRR TROLER T LA 16 4
b AR IR T LRI R A (AL} ~ {A2) ~ {A3] ~ {A4} ~ {AS,A6] »
(A7}~ (A8} ~ {BI1} ~ {B2} ~ {B3} ~ {B4,B5} ~ {B6} ~ {C1} ~ {C2} ~ {C3} ~ {C4,C5} »
ok 8 BT o

ST R BB R G > PUTRIRFERSF > RBR TSR RN S
R ARE A AR E AR B AR o RGO E RS HEBEAE A S
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