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Abstract

Purpose —DNSSEC is the next generation of Internet infrastructure. For a more
stable and secure network environment, countries around the world are actively
promoting the deployment. In view of this, this paper propose is to survey status of
DNSSEC implementation to help technology and promoting staff to do evaluation,
promotion DNSSEC deployment easily in Taiwan.

Design/methodology/approach — Detection and Statistics are the most important
features of DNSSEC deployment survey. We can use this feature to detect their service
to obtain the status of DNSSEC deployment and its environment. We observe the target
object, and record their resource record. Then we can analyze these data to estimate the
status of deployment of the target objects. Finally, we will refer the results to the

relevant personnel.

Findings —DNSSEC deployment issue in recent years have been enthusiastically
discussed and implemented. DNSSEC is indispensable role next generation. For this
reason, we introduced related knowledge in the first place and proposed an Auxiliary
Deployment System for DNSSEC to help our government to more easily promote the
deployment lastly.

Research limitations/implications — DNSSEC does not provide confidentiality of
DNS responses or communications between DNS clients and servers. It also does not
prevent attacks on DNS servers using other parts of the network stack-for instance,
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implementation of DNSSEC does not protect against distributed denial of service

attacks or IP spoofing.

Practical implications — Unlike the majority of Top Level Domains (such as .com
and most Asia ccTLDs), .tw does not offer registrations at the second level. The .tw
zone is partitioned into 14 second level domains, and the remainder (such as .gov.tw,
and mod.tw) are managed within the public sector. In spite of the high level of second
level domains, .co.tw is by far the largest of the zones managed by Hinet, accounting for
between 92-95% of monthly registrations over the past five years. For a TLD structured
into second level domains, like .tw, implementing DNSSEC is more complex than with
other TLDs. In reality, this did not introduce DNSSEC to .tw domain name registrants,
Only then was it possible for .tw registrars to complete the chain of trust through to
individual domains.

Originality/value — Deployment System for DNSSEC greatly reduces the
complexity of deployment tasks which has many advantages, including Friendly
interface, Real-time information, Integration, and Security. In the future, we will

actively use the system in DNSSEC deployment.

Keywords: DNSSEC, ccTLDs, phishing, DNS
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BT

Domain Name: |tw Detail: more(+) / lessi(-! Time: 2013-09-19 13:25:46 UTC, NTP stratum 3

Analyzing DNSSEC problems for tw

DS=19036/SHA1 is now in the chain-of-trust

Checking DS between Trust Anchor and .

. 0 IN DS 19036 8 1 B256BD0IDCEDDSIFOEOFODAS41B8I28DDIBEOFEE ; xosih-kezeb-nulum-tohin-zafab-zyfom-hubur-masam-tikam-kelek-vyxex

. 0 IN DS 19036 8 2 49AAC11DTBEF6446702E54A1607371607A1A41855200FD2CEICDDE32F24EBFES ; xidep-pybec-tyvak-zonag-kesud-vohip-cuml-fysuk-bivac-pubam-hugeb-buzud-symes—tylaf-
dosog-vufor-huxax

@ Found 2 BT records for

. 172800 IN DNSKEY 257 3 8 ( AWEARagAIKIVZrpC6IaTgEzah z h Jhvvi §FFVQUT£6v58£Liwad OYT zh/RSET IR

XoxoXb£DaUeVPQUYEhg 3 TNZRAJQIVAMVDXP/V HLAIEM/QExk]£5/ES 6RS6CKPOYES LevEV] 1apAzvN9d] 2EheXTICIBBtY A6G3LOPzWShOA2hzCTM] JPIBLbFEASVEDOR

Qzgul0sGIeCOY170yQdX 257 relS0ageutip AATTI25ASRTACULEONGEL RLKEPldfwh YB4NTknNnulqQxA+UklihzO= ) ; Key ID = 19036

. 172800 IN DNSKEY 256 3 8 ( AWEAACFTYWsmpTsd pUqEt+T+cdelh dsfl rgWLCEtLM1bEE: LZAGAtej28tyxa£+)ITQIVX+nSHARD/Y0riQ
MWEzxLCymxk3TL 5%/ X TVEVESYShES0WV2J7 pvEUnYFFCtudglitoToI85+13UggSEGE ) ; Key ID = 49656

DNSKEY=19036/SEP is now in the chain-of-trust
@ DS=19036/SHA1 verifies DNSKEY=19036/SEP
DS=19036/SHA256 verifies DNSKEY=19036/SEP
@ Found 1 RRSIGs over DNSKEY RRset
. 172800 IN RRSIG DNSKEY 8 0 172800 20130924000000 ( 20130909000000 19036 . nka¥4M1bOR780i23hvEVDrBaK]4YHzmFuwrRCIATNVES3 CI1StRXyCOruYDFkNAQCASVYmIINEEBVGCME S ThyKEyy]
£31Yu3TXA51 {RNPWE: TkjYalUmidzgn oY3UtgKidSquTvWla/IiavCePNiS+rRtpIl8ilec01i8/ cS£a07y)oCGpldz)cEilhqPE2f+ia8wSnYuCIGOPsIetS
gTgZa/jZYr+Qrtn3KSxd] Ipein/SrvETFFOCU]FGE+1pS fgHA458 10RCGLdeJSK9iNnS104H, yuEy 61V+teBOsRAL TWdcfa=— )
@ RRSIG=19036 and DNSKEY=19036/SEP verifies the DNSKEY RRset
DNSKEY=49656 is now in the chain-of-trust
Found child zone tw

Checking DS between . and tw

@ Found 1 DS records for tw in the . 2one

@ Found 1 RRSIGs over DS RRset
tw. 86400 IN RRSIG DS 8 1 86400 20130926000000 ( 20130918230000 49656 . FVQFUfap4cvICINjhéIoveosexGyv+jbjVngXPKE3jkIAU p/DrSlcré8HaczZ3H/26x/YI/CtsHDLiQep3iAd/Ixd+l
RE66EL 1 HE0JIxr4Csrk2KwtSkZqK vGuOfy EbnlaJQJKWsALTdzA= )

@ RRSIG=49656 and DNSKEY=49656 verifies the DS RRset
DS=19780/SHAZ56 is now in the chain-of-trust
tw. 86400 IN DS 19780 8 2 fb47a76aa5154697 5529d072b607b276: £42629£d271b40 ; xuvog-lynik-pinec-hecan-lareb-tavov-tahoh-delob-lopok-byvyd-lorep-sidab-tyruz-
gynyd-nyzyd-likig-byxix

@ Found 2 DNSKEY records for tw
tw. 900 IN DNSKEY 256 3 8 ( 99: 8P 5 FtOnJ8JC: TmK QGrm/q6UqrFxgDALSePDFLUAQfkTCXsvr 91T
Auy+DwHh2Pex+gWDGL+ 5+ 9wod1¥482nh42¥G 5PAvOmFERS] tve zwaqupuuxxfaa:a ) ; Key ID = 24903
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A DNS visualization tool
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Download: png | svg Mouse over and click elements in the graph below to see more detail.
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