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Abstract

Purpose —In resistance to the enormous threats from the “Cyber Force” over the
Internet, this research aims to examine both attacking and defending techniques, as well
as the supporting plans from the People’s Republic of China (ROC). This study employs
the growing hierarchical self-organizing map (GHSOM) to construct the topic
categories and hierarchy of vocabularies as a reference for enhancing the cyberspace

war-fighting strategy.

Design/methodology/approach — The framework of this study can be divided into
3 phases, “Data Collection,” “Terminology Process,” and “Cluster Analysis.”

In this research, based on 1,358 PRC'’s articles focusing on the cyber warfare from
2000 to 2010, a set of terminologies regarding “cyber warfare security and
management” was constructed. The topic categories and hierarchy of vocabularies were
constructed by using the clustering technique of the GHSOM. The results were then

concluded and verified.
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Findings — The results point out 16 important categories of the cyber warfare, such
as “Network Attack Techniques,” “Intrusion Detection Security Management,”
“Network Defense Strategy and Technology,” and “Cyber Warfare Strategy and
Benefits,” etc. The fundamental contributions of this paper can be considered at three
different levels: (1)providing a better knowledge representation strategy for the current
military observers; (2)discussing progress on the implementation of 5 integrative
viewpoints of cyber warfare; and (3)providing 6 cyberspace war-fighting strategies.

Practical implications — The results provide an understanding on the subject
matter regarding the important development and trend of the cyber warfare security and
management, as well as a reference for enhancing the cyberspace war-fighting policies.

Originality/value — This paper illustrates a novel application for the military and
demonstrates the way to apply the proposed framework to building an objective analysis.
The study describes the individual layer of the hierarchy, and identifies means to
improving the effectiveness of collective knowledge via practice perspectives. It helps
the readers form an understanding on the cyber warfare attacking and defending
techniques, as well as the supporting plans.

Keywords: cyber warfare, text mining, growing hierarchical self-organizing map
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