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Abstract 
In this digital era, all kinds of media data are recorded and presented digitally. The 

popularity of digital devices also brings up the needs for new digital data applications, and 
digital forensics is one of them. 

This study is to analyze the relationship between digital cameras and images produced 
by them. Digital image processing technology is first applied in the identification 
procedures in order to get images’ features. Those features are later trained and classified 
to identify the images’ original sources by using SVM(support vector machine) techniques. 
In addition, the identification features are further analyzed for improvements for enhancing 
the precision rate of the identification.  

Since camera manufacturers have various designs of image formation processes for 
digital cameras, the distinctive digital image feature will be identified and analyzed. This 
research not only identifies the camera sources among different manufactures, but also 
those of the same manufacturer with similar models. Therefore, the potential limits of this 
identification method will be verified by the research results. 

Keywords: Digital Forensics, Image Features, Support Vector Machine 
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defective pixel [2][6]
[7]

Classifier

Feature

[1] CFA (Color Filter Array) (configuration)

RGB

33
Color features Image Quality features Wavelet 

Domain C Q
W

Average pixel value (Measure)
RGB

C1 C2 C3
RGB pairs correlation

RG RB GB
C4 C5 C6
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Neighbor distribution center of mass
0~255

0~255
0 100

1 50 2 30 3 120 1 0 2
100+30=130 2 50+120=170

0 255

C7 C8 C9
RGB RGB pairs energy ratio

[1]
White point correction C10 C11

C12

[2]

Mean Square Error, MSE, Q1
Mean Absolute Error, MAE. Q2
Minkowski Difference, ∞=γ . Q3
Structural Content, Q4
Normalized cross correlation. Q5
Czekonowski correlation. Q6
Spectral magnitude error. Q7
Spectral phase error. Q8
Spectral phase-magnitude error. Q9
Block spectral magnitude error. Q10
Block spectral phase error. Q11
Block spectral phase-magnitude error. Q12

(spatial domain) (frequency 
domain) (Fourier Transform)

Wavelet Transformation
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4 4

RGB

9 W1 W2 W3 W4 W5 W6 W7 W8 W9
[8] C1-C12 Q1-Q12

W1-W9 33

 (classification) (regression) 
 handwritten digits recognition speech recognition text 

classification face recognition web mining intrusion detection
(Neural Networks) (Decision Trees) (nearest neighbor 

methods) Support Vector Machine
SVM Neural Networks Neural

Networks
LibSVM[3] SVM

Support Vector Machine decomposition methods 1997
2000 2001 IEEE Trans. on Neural 

Networks SVM 
light LIBSVM

( )
classification

LibSVM predict
[4]

SVM (Kernel Function)

(Separating Hyperplanes) Positive 
example Negative example

(Instance space) (Feature space)
SVM

(Polynomial Kernel Function)
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SVM
1(a) 9 ( 1(b))

(a)

Case 1-1 2

Case 1-2 3 1

Case 1-3 3 1

Case 1-4 3 1

Case 1-5 3 1

Case 1-6 3 1

Case 1-7 3 1

Case 1-8 3 1

Case 1-9 2

(b)

1 (a) (b)
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Case 2-1 
20

Case 2-2 
3

2

[7] SVM
(try and error)

1600×1200

SVM (SVM Train Data) SVM (SVM Test 
Data) 150

60 150
60

90
180 1

1

Nikon CoolPix 5000 150  Random 60  90 
SONY-P1 150  Random 60  90 

 300  120  180 

LibSVM 60
(train model)

120
3
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3

( 3)

~ 10

SVM (Train Data)

1-1 

[7]
[7] 4 Nikon E2100 SONY-P51
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4(a): Nikon-E2100 4(b): SONY-P51 

2 1-1

2(a): [7] 2(b):

(%) (%)
Nikon Sony  Nikon Sony  

Nikon 89.9 0.1 99.88 Nikon 90.0 0.0 100 
Sony 2.2 87.8 97.6 Sony 1.6 88.4 98.2 

[7]
100%

1-2 

( 5(a),(b),(c),(d))
SONY-T7 SONY-P9 SONY-P1

Nikon-E995 150 60 Train Data 90
Test Data

5(a) Nikon-E995 5(b) SONY-P1
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5(c) SONY-P9 5(d) SONY-T7 

3 1-2

Nikon-E995 SONY-P1 SONY-P9 SONY-T7 
(%)

Nikon-E995 90 0 0 0 100 
SONY-P1 0 90 0 0 100 
SONY-P9 0 0 90 0 100 
SONY-T7 0 0 0 90 100 

3 100%

1-3 

1-2

1-2
( 6(a),(b),(c),(d)) 1-2

6(a) Nikon-E995 6(b) SONY-P1

6(c) SONY-P9 6(d) SONY-T7
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4 1-3

Nikon-E995 SONY-P1 SONY-P9 SONY-T7 
(%)

Nikon-E995 86.5 0 3.2 0.3 96.11 
SONY-P1 0 84.9 1.7 3.4 94.33 
SONY-P9 1.9 6.4 80.1 1.6 89 
SONY-T7 0.2 3.7 2.6 83.5 92.77 

4

( ) 1-4 

1-2 1-3

1-2 1-3
( )

5 1-4

Nikon-E995 SONY-P1 SONY-P9 SONY-T7 (%)

Nikon-E995 
( ) 90 0 0 0 0 0 0 0 100 

Nikon-E995 
( ) 2.9 83 0 0 0 3.5 0 0.6 92 

SONY-P1 
( ) 0 0 90 0 0 0 0 0 100 

SONY-P1 
( ) 0 0 3.1 80.6 0 3 0 3.3 90 

SONY-P9 
( ) 0 0 0 0 90 0 0 0 100 

SONY-P9 
( ) 0 1.3 0.4 4.6 1.3 80.1 0.1 2.2 90 

SONY-T7 
( ) 0 0 0 0 0 0 90 0 100 

SONY-T7 
( ) 0 0 0 3.9 0.4 1.6 0.5 83.6 93 

5
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5 10 15 20 25 30 35 40 45 50 55 60
96

96.5

97

97.5

98

98.5

99

99.5

100

SONY-T7
SONY-P9
SONY-P1
Nikon-E995

Number of SVM Train Data

SONY-T7

SONY-P9

Nikon-E995

SONY-P1

1-5 

SVM Train Data

SVM Train Data 5 10 15 60
90 Test Data

7 1-5 Train Data ( )

7
5 96% 45 100%

( ) 1-6 

1-5
SVM Train Data

8
55 Train Data 90%

1-5

(%) 
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5 10 15 20 25 30 35 40 45 50 55 60
60

65

70

75

80

85

90

95

100

SONY-T7
SONY-P9
SONY-P1
Nikon-E995

SONY-P1

SONY-P9

SONY-T7

Nikon-E995

Number of SVM Train Data

8 1-6 Train Data ( )

1-7 

[7]
33 ( )

SVM

6 (Color Feature) ( )

Nikon-E995 SONY-P1 SONY-P9 SONY-T7 
(%)

Nikon-E995 46.8 12.5 19.2 11.5 52 
SONY-P1 3.1 65.6 15.6 5.7 72.88 
SONY-P9 7.6 23.4 52.1 6.9 57.88 
SONY-T7 12.6 10.9 7.3 59.2 65.77 

7 (Quality Feature) ( )

Nikon-E995 SONY-P1 SONY-P9 SONY-T7 
(%)

Nikon-E995 59.3 7.5 6.6 16.6 65.88 
SONY-P1 6.4 58 7.5 18.1 64.44 
SONY-P9 3.6 11.2 51.9 23.3 57.66 
SONY-T7 13.2 13.1 10.9 52.8 58.66 

(%) 
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8 (Wavelet Domain Statistic Feature)
( )

Nikon-E995 SONY-P1 SONY-P9 SONY-T7 
(%)

Nikon-E995 90 0 0 0 100 
SONY-P1 0.4 87 2.6 0 96.66 
SONY-P9 5.7 5.9 77.7 0.7 86.33 
SONY-T7 3.6 14.1 2.3 70 77.77 

6~8

1-8 

1-7
SVM

1-7

9 (Color Feature) ( )

Nikon-E995 SONY-P1 SONY-P9 SONY-T7 
(%)

Nikon-E995 90 0 0 0 100 
SONY-P1 0 87.9 2.1 0 97.66 
SONY-P9 0 0.2 89.8 0 99.77 
SONY-T7 0 0 0 90 100 

10 (Quality Feature) ( )

Nikon-E995 SONY-P1 SONY-P9 SONY-T7 
(%)

Nikon-E995 90 0 0 0 100 
SONY-P1 0 90 0 0 100 
SONY-P9 0 0.5 89.5 0 99.44 
SONY-T7 0.3 0.2 0 89.5 99.44 

11 (Wavelet Domain Statistic Feature)
( )

Nikon-E995 SONY-P1 SONY-P9 SONY-T7 
(%)

Nikon-E995 90 0 0 0 100 
SONY-P1 0 90 0 0 100 
SONY-P9 0 0 89.2 0.8 99.11 
SONY-T7 0 0 0.2 89.8 99.77 

9~11
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1-9 

1-1
(Resize) SVM

12 1600 1200

Nikon-E2100 SONY-P51 
(%)

Nikon-E2100 90.0 0.0 100 
SONY-P51 2.6 87.4 97.11 

13 1280 960

Nikon-E2100 SONY-P51 
(%)

Nikon-E2100 58 32 64.44 
SONY-P51 23 64 71.11 

14 800 600

Nikon-E2100 SONY-P51 
(%)

Nikon-E2100 82 8 91.11 
SONY-P51 9 81 90 

15 320 480

Nikon-E2100 SONY-P51 
(%)

Nikon-E2100 69 21 76.66 
SONY-P51 18 72 80 

12~15

2-1 

2 20
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2-2 

6 (3 3 )
150 60 Train Data 90 Test Data

17 2-2

(CCD) (CMOS) (CCD) 

SO
N

Y-P1 

SO
N

Y-P9 

SO
N

Y-T7 

SO
N

Y-K
600i 

SO
N

Y-K
750i 

SO
N

Y-S700i 

(%) 

SONY-P1 90 0 0 0 0 0 100 
SONY-P9 0 89 1 0 0 0 98.9 (CCD) SONY-T7 0 2 88 0 0 0 97.8 

SONY-K600i 0 0 1 88 1 0 97.8 
(CMOS) SONY-K750i 0 0 0 0 89 1 98.9 

(CCD) SONY-S700i 0 0 1 0 2 87 96.7 

17 ( )
(CCD CMOS) 16 SONY

SVM …

1-2
100% 1-4

1-9
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2-1

150 60
90 1-5 1-6

1-5 1-6 SVM
SVM Train Data 

1-7 1-8

CCD

2-2

[7] 33 57
33

(trial and error)
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…

[7]

SVM
SVM
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