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Dispute Resolution Mechanism for Electronic Transaction

Jing-Jang Hwang, Hsiao-Yun Shen
Institute of Information Management
National Chiao Tung University

ABSTRACT

Closing to the end of last century, electronic commerce emerged as a new way of
doing business. As in the old commerce, disputes are inevitable; therefore, mechanisms for
disputes resolution are essential even in the world of cyberspace. Since evidence is the key
to resolve disputes, those mechanisms must entail procedures defining the generation,
record, transfer and verification of evidence about the occurrence of an e-commerce evert,
and the retrieval of this evidence if disputes arise later on. '

Generalized from relevant international standards, two generic models are proposed in
this paper for disputes resolution. The models are classified according to their underlying
cryptography-symmetric or asymmetric cryptography. Then the models are applied to
define a scheme that would help to resolve disputes arising from on-line trading in the
Taiwan securities market. The scheme complies with the current regulations and the draft
of the digital-signature law, which is now under review in the Legislative Yuan of the
government.

IKeywords : disputes resolution, non-repudiation service, evidence, information security,
on-line trading on securities
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