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network; TCN ) Z & #&4b 22 48 ( convolutional neuron network; CNN) »#8% » J&

*

RSB AN E o EFEMAIE44  pingwang@mail ksu.edu.tw
2020/05/14 3% 4% 5 2020/07/07 1537 ; 2020/09/29 #%



466 SNEEER F-+t& FUH

F 7 G FENAZAAR] R S w AR SR NN A A R VT KA A
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Abstract

Purpose — New ready-made malware on system vulnerability in networks or hosts
has been increasing information security risks. Practically, the individual system for
security protection has been unable to effectively prevent cyber threats. Thus, the security
protection model has gradually moved towards a highly integrated platform with
mechanical learning (MA) and cognitive computing technology to assist defenders reduce
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the complexity of security management and cost of professional engineer.

Design/methodology/approach —To improve the classification accuracy of threat
detection and reduce its false positive rate for DDoS threats, this study proposes a behavior
analysis-based learning classifier for network anomaly detection by training a fused
learning classifier aggregating both Temporal Convolutional Network (TCN) and
Convolutional Neuron Network (CNN) with ID3-based feature selection algorithm,
network flow analyzer, CICFlowMeter-v4.0 on intrusion database generated from an
global IDS dataset CIC-IDS-2017 released by the University of New Brunswick and local
intrusion dataset to analyze the complete attack features that increase the pattern
recognition accuracy and also reduces false negative rate in network intrusion detection.

Findings — The experimental results revealed that the proposed model accuracy is
94.56% in identifying five different types of threats of 94.56% DDoS network intrusion in

real time, assisting cloud service managers to recognize network threats.

Research limitations/implications — Although MA techniques for intrusion
detection problem have been proposed in this paper. The converge performance of
complex networks with new attack types such as APT (advanced persistent threat) will be
tackled in future studies.

Practical implications — This paper provides several technical implications in
training behavior analysis-based learning classifier for network anomaly detection.

Originality/value — This paper is an empricial analysis report that applies an
TCN/CNN architecture with ID3-based feature selection algorithm, to analyze the
complete attack features on CIC-IDS-2017 intrusion database and local intrusion patterns
in Taiwan. It advances perceptions on the behavior analysis-based learning classifier for
network anomaly detection. The paper concludes with performance analysis results in
identifying five different types of DDoS threats for enhancing detction accuracy for DDoS
attacks.

Keywords: network intrusion detection, temporal convolutional networks,
convolutional neuron networks, behavior analysis-based classifier
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HE 3% F AR AR AR 0 B OB kB A o AT Bp B IE AR SRR S w R E o B A LK
BEREBEWEE TR SRAAEFHETIXAE  EaH SHRAREITEERE
Yo 45T K B o AT HASE BR R 2 B ARALAT B4R B 0 VAR IE B ) BT o B A AR 3R AR i el R

(response ) — E & & P& 587 04 B A o AR SR MRE BB 047 7 ik W AT B B o

My o R R SRR &R L,Jiﬁﬁ#iéﬁi%ﬁitbif FTREXEEZERA
TAEHFH] o F SR B BRI BT KGR A A BER R E 0 VHI AT AR B Ce
AAL%E Z (artificial intelligence; Al) X R L H ZHESR » #Hh & RAERE H] By
BRG]  REBHEGHYER > ERNBOERTRAEBRT RO - RF
AR EAEMERGH S E -

TAFREEY =% ¢ 24 S %K (deep neural networks; DNN) LA
& 4 g5 (convolutional neuron networks; CNNs ) feiF & & & $ # (deep belief
networks DBN) frifix 44 & % §2 (recurrent neural network; RNN) T fh o T A

A¥ LEEABY B AFTALE LS FREXGRERT T U
e g o H ¢ ifie A 5 (recurrent neural nets; RNN) (Gupta 2017 ) & 2
2B %A 0 B Aeg e Bl 0 - RAeG 2 oe PG R KT T L 44T
pF Y B 7 ey (time serial data) e ﬁi« 75 o THHEFTHFIRFRE Y B (deep
learning networks; DLNs ) 2_ifi¥ 4¢ (& 4§ (RNNs) ~ & @8 2z %8 (long short-
term memory; LSTM ) (Firat et al. 2015; Hochreiter & Schmidhuber 1997; Kandpal
2018; 4£ 2% % 2018) @ A5 ~ v T B~ BB 2 83y | % B 2|5
AATEFERIEAEB AN > B R AT RFEIA N T (82
“ﬁ%@%ﬁﬁ%’i&ﬁ{%ﬁﬂaﬁgwﬁﬁwwuummﬁﬁ,&&ﬁy
FRr2fs Lz Id - BFRFRATEAAMORARBRE T 5 L8R3 A
e ey 4F 8 PR AEiE & b * RNN 22 LSTM % j#ik o (x AF7 5 48 72 RNN % &
#HATRIAT2 PFR B #f 8 (temporal convolutional network; TCN ) iﬁf#a‘r | 4 2
F 4 GRS F L0 27 RNNLSTM 2 TCN 2 B 2 353+ -
keafpseiias (LSTM) o Fjsik@ B ¥ v (gated recurring units; GRU ) 5%
B R RNNs #9 &A1& 8 42 (long-term dependencies ) » 4 FAR] &+ T VA B B 2
sEdE (BFRIBR AR ) W94 279 4) o i i B 0 5L 18 U8 3 9 4] BT AR Bk B A A SR AR &
BT — A% o mnﬁmcmgeAaﬂ%ﬁﬁﬁﬂﬁ~ﬂﬁ£@$%%
RAF A REMEHEm M ByteNet » T BAMBBFALEANEZET N IR
(attention function) ¥L# A CNN $ /7R IF42 4 » FH %3 T%‘%%féﬁf%ﬁ:f& ks
R 2 SR o BA 5 1 R R R R AT R IE » ARt A A R AR EATIRIE - 3k
—REARBKRERNNEFRE - AN EE N J R BATRIERMER - B EE
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2%t B LSTM ¥ &4 8 3 B3 R B BT O 459 B - T34 4 L0
W B AgAp a2 483 (TCNs) ©

&t 7% F 3% (Ding & Xu 2017; Firat et al. 2015; Hochreiter & Schmidhuber 1997,
Kandpal 2018; Kang & Kang 2016; 4% %% 2018 ) » #3, LSTM 3% 3t 42 4% 7T VA f 5
IR TMEF JEZAR AT 8 RIEFAERILE LA » 285 £ TCON 3ttt — 1@
T Gk ey stk R (flexible receptive field size ) » & @58 M B R ARG 04 &
BRI TR N 0 B K %Ik 14 % (dilation factors ) & Jg ik 2B

(filter/kernel size ) AL 9% T » EAEHIERRA QLR B E R R EMAH
o RS G E T KA TIRE R B EIKIM AR B HATIF
ey e Er @ [ - 445 TCN itk 2 82 RNN 2 LSTM & Prig o

A LR 0 AR R AR R BARARINRE S TRETTOH
B2] > Hd TCN 38 KM B F - 7 37 09 A AL AT PRI > CNN 48 Kb 4738
HPITHAED R IR - AP RS TON A KRB CNN & # a8 R 2 4
B X A & — 18 TCN-CNN # &R 4838 2 H AR K 5 B3R A TON LA g 32 7 A 3
RS 3A B BT LA E » B % FAF G W R AT HAE R E 38 4 B 15 4 CNN
Ea Rl B dt 0 KIRERE HF s 2 R AEILHEF > 338 B CNN 58 K o) B 12 P53k Ak
N8 A Bh EE R N4 18R] £ % (network intrusion detection system; NIDS )
PATH I T AAR] -

&y T I IENAZAR B Z 8 E PRI I R ARGR A & 0 KB R4 — B AR
T oMk L w AR E A AREBANRAR RS ESREAREH
R LT R MU 0 R B AT BAF B IR T EAT AR BE AR AR 0 ARt
TCN-CNN 2% st 2 4 &R X3k - AR B AR 648 ¢

1. AR R A% T A= 4938 7 7 & CICFlowMeter T B (Canadian Institute for

Cybersecurity 2018 ) & 3 # > % 3t — @ & # 78 & 2 42 K ( data
preprocessor ) + FAT 48 B IR BP AT B I8 P AR X ik AL AR AR S
CIC-IDS-2017 ( Canadian Institute for Cybersecurity 2017; Sharafaldin et al.
2018) = »#& X FLET AR 7 2% (distributed denial-of-service attack; DDoS )
BT B 0 R AL AT R AT AR B KRR TR
BATHAFH -

2. m AN VAR (entropy ) & 3k 2 ik KA ID3 L% (Witten & Frank
2005) » st A BT A4 EAEE (weights) » fFiEh B REF AT EHN
#o VEL MR R AR 2 ARSI 2 £ 4 (best candidates of feature
sets ) VAIEFEINARAE X » RS M AAZ AR X 2 B 95 300 7 L 3L 1K
WA o

3. £ KB EFM A7 BIERI4k TCN-CNN #&RREEBREHERX -
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Niyaz % (2015)

’E T —ERIREAS A& (deep
belief network; DBN) » # 5 — B
REECE MR N B 8 R A &
(wa FEBEEMBEEA TSR
% (sparse auto-encoder ) Fu JL7 |7
softmax 38 Erah 5 R AR 4 IR N
12 # 4% % - NSL-KDD Z¢1% QEJEZ‘ 7
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HFBEE AN 0 T B NB-
Tree » [ #% £t 5%, J48 Ty e
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" —EEANEE
F o R IR AR 2 43R R Fa R
% o 4 % 0 34 recurrent neural
network ( RNN) R ZEIAZ X475

TAT & 09 A R 77

#ral ROC w4t @ »iktae
P A& 1@ i@ tb 5 area under
the curve (AUC) which %
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BB o BT AR o S AR B ARAY L& M 3R
(CNN) #43F#EGE/TY> % W
B3l sk o RNN 32 B 4% 21 & HE
ﬁ o

FAEAAEERGZ R RE
U A 4F AUC=0.96 -

Tang % (2016)

AX b —BRESEY Fikdkple
&43% (SDN) ¥ AN AR EHEF
MR BT > R P BT F %

EHI 25 DNN A - f£4E F 5518

KRB R ERIREETY
FiEENR B R TR F RN
SDN 3235 s& K a9l -

£ wm

# SDN 33z T4 M 8%
DNN #2 A #4 fiz, NSL-KDD
IR EIEE B R
SDN #4834 7%, >~ 18 #& K4 %
(& 41 ) BAKSE
SEINREHZE AT
(batch size) K.]v& 10 >
314k epoch & 100 » HBE
B A X O OE M oA i R
75.75% o

Kang ¥ Kang
(2016)

LA S B RER AN BT
— A& AR A 2 g% (DNN) 84
NAZARA £ & - 3 DNN 24y
SHBA AR HBENER YA
PRI B ATISR o HAe
T ey E I & 0 DNN 42 4 518 48 %)
AR ORI e FE o T
W 1R R BRI H Eamey B E &

'%i o

W R E W%
(DBN) & & B B4k
RIS E 0 KMt S
TARBMHE - BERERER
Bl BT B e BT AE 5 1
R OR R B E RS
(CAN) LiEitZinl
it H A BRE AR
J& o

Lea % (2017)

R AAE%E (TCN) > & A
B ) AR 09 & R AT 5 F] A R 4w
S E4E - TCN {1 % 45 B -5 %
FodE TR AR M E B RAARM A
AEIRBE R 0 T AR A AL E R
ROYIT HAF S -

A TCN 844 332 3 40 &
AR N R
ey 5 PR o MR R EAE
IRAFME A 0 3 3R F
849 %5 LSTM 2 RNN 7 4&
W B MR R AR o

Ding 2 Xu
(2017)

PRB T —AEHAA IR S
PEIR ML 0 IRE 5 H W%k - FeER
B — AR -SSR EE
(‘encoder- decoder ) ; AZ A% %5 & Ik
SFA BB B R EM 0 B G
AEPE PR S st IR R A B 1E -

% % 25w 05 PR AT AL 09 B
REEH AR > TR B
T o oy 3R LE B AL = ABAT
G BBEESTRER
T BT e B 2 R
1 A A H AT 0 4 A

A
A °©

Sharafaldin %
(2018)

& % CIC-IDS-2017 $t 4% 4 & 2 B T
B H A FZ & pg gk A4z (IDS)

AT 5E ik TR b
ISR A B AT 47
SR AE 0 AR AR R
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BIEE > 4 LA E Lo R 0 R R T A
Fo b R AR AT S - BE L o
KA TON ke - #5085 1SR |9 % & REm - TCN Mm%
(BRI ACR ) A AT R HLBE| 3] 4R Fo B 355 04 B ) 3R € 8%
Bai » Kolter 2 |3 47/ 3 » Bras & A 05 M /7 7 83 RNN & LSTM 42 » Rl &
Koltun (2018) JEH o EBAE X IR R T P R A AR
A RNN 52 - B 5 o PRI A AL
AEPRAF AR ) % B AE -

Z RIS SRR

TCN %3ty B AR & A RAw ik b5 M 5 7| MAFR L » Sfadar &g (TCNs) &
B 5k &4 (dilated casual convolutions ) #&AEZ%3t » 2iiE RNNs &4 2 48 Bl 5 a7 —
BJF PN EAZ O IRA] » #2 KRB S0 B IR » AR B BF A 70 B35 6 P8 A B AR R
HE o AEHAXFBTHAMEREERIERE - ARLE > TCN BRE RZEETH
W % 1A M &4 (temporal convolutions ) » % ] .4t & (spatial pooling layer ) #n
wWirdh a1k i@ & (fully connected layer) Préask, o vn A ik i@ & 1 % 6,35 45 #L4
% (weights) #o SoftMax - #8/& > 4nlg 1 F7T °

1D Temporal 1D Temporal training
Convolution Convolution data

------
------
......

------

ine 2 ==
I uH_\ o I\-. " fe =1 I R
~I A llEl e test data

%; ------
i e [ I \i::::::
Spatial Pooling + Spatial Pooling 2ii

Nonlinearity

1: RARFM A% 224 E (Firatetal. 2015)

WE 1 The o gL — KA HA 3 % 2 M/ E A ISR - XA e dk ik
R RBAGHERAR KB EIR 0 ABM 1~5 4571 8I% - #32 TCNs w94 & ¢
(DTABEZAEEREGIFR A 71N > @B HFEHMAE (sliding windows ) 35
FEER gt Bl S A AR B R 69 5 P BAR 0B o 5 Q)R RE AR AN I
WMART AN EZ LR KM% (casual effects) » VAR 3 473 F 42 A58 22 L AT 48 ) & 3R
FaR s Qe A MR E IS > ¥mE REMER AIRTTER > AR ELE
oy 52 AR AE R AR o
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4% Pl BR 0 TCON 22453kt A A F 78 £ %458 (Firat et al. 2015; Ding
& Xu 2017; Lea et al. 2017; Bai et al. 2018; Yu & Koltun 2016 ) :

(—) A 2):E# (sequence modeling ) (Bai et al. 2018 )

R TIANFF] xo,...x1 » I BIRFARABJE 0930 1 - 91Yo,.... V1 * %4t
PRI —FLBE R ¢ TARI S hyr o FRAI A48 A s 0y R AT i 0y i S A A -
X0,....x7 ° R _E > F DI ER AT A RSB [ Xra—Yra JATENA 7] L85
F- 7] By il e (1)

Vo, o Y7 = f(xg, r, X7) (1)

B R ()G RBRA - sk RV BORA R AP EF X0 ,...00° MALERR
BN Xeeyeoo X7 ° FEFFPIERZ B [2H 00 AAZERF —ER ML HH > BIKTAHE
BE B TER R 26K o L (o,...yn f (x0,...x7)) » ¥ F 5030 th 5 5] i 2
ARG o W RF IR HY X % B RTINS ] - R SHT AR
7 » 18 B AR KBRS 0 B B 0 B 0K A A TAR T AR e B
(=) AR %4 (casual convolution) (Baietal. 2018)

4o EATi 0 TCN FRR I AARMER A 0 £ A SMAAR A 7&K E 69w & A

CBER ¢ LR BT E L AR 0 BRI R0 SR ATIBAZ F 0
&ﬁ“% BHRF—EFERK > TCN 4 A — 422> £ M4 (full convolutional
network; FCN) 224 - X+ S EMRRE KA THMAR KEMAF » RELE K
J& k-1 (kernel size-1) » ARBFHEE R BARIMAN AN 0 KL o A8 AR%T
MERGILREEEBS RMYBET TR AHRRRNHEFL > 2R —1E
Mok RL MR (REFEFTROEEBRES) BT RHLAF BT K
TCN A HREAE > BAAANH ¢ 9 BEERRANH t YA FRAT— R +TH
0,...t-1) AT B 2 AREATE A E L ERAFBEL r o8 2 FTF o

Supervised Learning

Predicted Labels v

(Examples, X3 X, X X,
Labels)
Yis Y2 Y —

2 RREABZ A AZME (Firatetal 2015)
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( =) #E5k %4 (dilated convolutions ) (Bai et al. 2018 )

WRIREL X AFERMABEBIN—EE CeyBHE - AR E > —EHENHH
REMARMBAT — IR R L E A > B REMIER T A0 ﬁ%%i%%ﬁ
FEE R A M PE 0 BF TR A IRIRE A EIR KRB EIRRE L - AR R
T ¥ 1-D 7 $h A xER o il % £ {0,....k-1} >R > %%ﬁ%%ﬁwmm%s
WIRIEF 245

F(s) = (x*q D(s) = TS0 f(0)- xs_q. )

Kb d ZHJERAT bk ZIERBS KN s-di BETEHLZEARNIE TN TG -
BRI B L 1(d = DEF » RIREMRSE —HERSERERL ?dZZﬁ&%%k%
A ConvNet #9384 % 3% B sbdd A K 69 d (AT A$% Tk Kk Z 5 17 TCN 84 &
Fo [ B KON IR G IR IR n o~ R BZ R kfe iRtk i d  EFER KRR ES K
JE k S14% 5k A T d T % TCN 424t 7 B4k K 38de B3R B T 649 77 ik 0 SLBF 548 oY
AL AR EIE s (k-1)d o e3R8 T HAERERmEY Tk BEFEFR
PP Y K%kﬁim%%l%d Hp— @Lﬁ%ﬁ%ﬁ&ﬁ%ﬁ%lw 3
PR3 TR B AR T 0 S B 3 0 AERE R0 IR L i#a%ii@fz TR L d=0""
| BT E R k%ﬁkﬁ o7 ARG TR B LA A SRR PR AR
BAL o B B AU AR K6 R 2k R IR T MR N 6 ik SRR (Flrat etal. 2015) -

VAR 3 B - £ B 3()F 0 F(1)4£ A 1-dilated convolutions 34w [& 3% &
3x3 » £ 8 3(b)¥ » F(2){£ A 2-dilated convolutions #§ /7 &34 & Iz K & 77 » &
B 3(c)¥ > F(3)i& M 4-dilated convolutions #§ /& 2k 3%4n & Ik K & 15x15 5 e &
R ERAEREHA > TERERERELREREYFIIEIFETMA -

(a) ()

3 MRS HIRAREMERL (Yu & Koltun 2016)
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(vg) #% £k (residual connections ) (Bai et al. 2018)
7% % & 3 (residual block ) %3t & B — w45 % 3t (feedback design) @ &4
— By LR — K7 F(s)iike » 48 4 it o 287 x B3

o=0c(x+F (s)) 3)
Jo oA BRI S SRR B M R A AR B AR e
AR A A AN R R 43 % £ 0915 IE. -

(341,1)

(3674,32)

P relu

‘ Dilatations_Residual_Block_1 |

z
]

‘ Dilatations_Residual_Block_0 |

T

[ Input_Layer_ConvlD J (3674,2,32)

4 BFM B AR Z R E BT

(7 ) 2& # C(attention model) (Mishra et al. 2018; Lea et al. 2017 )
REZFNEZNRADZBEBANENEZNATE  THRES AR FBIELRA
RABAR L R T AREMATTE » BTN BB A ABESR TR T T EH o
EE N R BOR B A e L
L¢&ﬂw-;@%@%quﬁ%%@@@%ﬂﬁﬂKém~@ﬁ%A$
L ZRIRIEEZLKT 5 RFR - BTG T BRTHREHEEME L
FRETF > EHE-RRAER #WmiﬁA%ﬁiéi°
2 PR E A ¢ PRI & RS AR 2 M0y TR AR RIBE ISR - £ ETF X
FRAT AL b o i i R ] SRR AT IRE BRI 0 R F AR S AT
TR A AR ATAR T — AR RE ) o
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.lf o
d=2
: = T
& I
2 sfofofofofofofogfofogogogfofofofofodofogofogosogoe
A |
| -
i y’% 7 '/I‘IIIII d=1
5 1
7 vl
Input

DR A AR A IR TRBE T & E (Baietal 2018)

TCN # & 1% 71 % % (attention function) RIFHHT » LRIk BEEL
FOESERBERAERER VA ARG E AL > ) A0 H 2] 6 45 sk
TR o B b KM A7 A BRI PR R A A R AT T RS RNN 69 %5 483K

TCN Tk 2 kR & F otk kA -
# 3 TCN 45 25 91 B )28 BA4e 7 : (Bai et al. 2018)

= TCN &2

1. parallelism : £ TCN v 3T 47 K FUAL L AT R L - 45K 3| 4R Fn B 25 0% BF Fi] 7

4 &% RNN 4z o

2. flexible receptive field size : TCN % 3t & 8 — 18 T 3/ & 09 & Jv & R
(receptive field) Kv » F#BF % HEAAR 093 R - A T X095 &
(dilation factors ) d &3 K&k % K.]v (filter/kernel size) k > sb—38 %

FTEEGRIEFEAGERE kG — R AR TR P4 0 AR

AT RNN & 1k -

3. stable gradients : b 71‘ TCN 8 R e iR 4& 3818 Fn - 2| Y BF T 7 @) R ) © S 38
% 7 RNN & % 30, 69 8 5 B4 R 4 = 74 % (exploding/vanishing

gradients ) [4]74 o

4. low memory requirement for training : 34k E 2oy B E v 0 LEAH

AR TIRIL -
5. variable length inputs : #84L RNN $q A\ &4 —1% > F@BTHEIR 2 RN
AT RZGIMAAFEITES » TCN L7 VA8 187

By — e B A R
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AR RN » B RAFTARM TCN Hi RNN - BRMEE KA
ERNIRVS &/ ERE PN Y A

v » TCN FR#]

TCN f2iBA% 5 F 7 & T 481 A A5 R L £ Koy CNN @& J& 58 ) ARJE 5% -
BT AR - BATAR AT FROB L ERELRAAE - Bt F4F—ERA
K—EHTEARFLESOMAE > BB —EFE I RTRYFAN  Flmk
EE R  ERRREIERE AR 0 B TCN TR R ASFRE > RARERE
B S PN

1. data storage during evaluation : ZE3%f& / B3+ > RNN 1% F & 4 2 Sk
R BACF AT X AR A R TAR]  HaER  BEEL AR ELE
BlekENGEES ittt L HTAEZBSBEZGF7EH - HAR
TCN & &M R4 R 71 ol 5 — B 2 R EH  ¥GRER R T A H
X5 ER -

2. potential parameter change for a transfer of domain : 7R [] &4 J& 22 ] 28 1A A
TR TCARRNER At $4EFERIVBEAEER (B 0 &
WhkFedih) BB EET RGAEZH (B E X kFfedih) TCNET
AE AR RE IR A Bz R R OGRS IR EH - MARTREARTE -

S~ R T iE

&y REAR R AL A M BB NAZ B 0 R R AT H IR R S 458 R A AT R — 1
AAREGXNREZETALAHRZIEBRAFTHAAEKX » EESFMERTLEHEIL
(TCN) oAbt (CNN) mAEH SHE 2R » 58104 N2 18 ] 9% 30 55
}:);?L o

— e

AT R RGBS RERAFEFERMRIEZ (TCN 2 CNN) » &
A TCN AR KB H A 7] F #2598 B RT B M % ZHBGEW RAF
WAE MR Gt SR & B F 4 CNN B2 F - KIRERB A BER RELEE  FE
il CNN 58 K 64 B 1% 953k A8 1 PUT B 7 Bt - A Bh NIDS %8 & #1495k & 5 1
A o

%# Google Brain [ k49 RNN encoder-decoder %313 A ¥ Lea % (2017) %
S U AE | AR L A 2 i M A A 493 (encoder-decoder temporal convolutional
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network; ED-TCN) » R#t R 3% A& REFHAV GBI A R0 B 6 Fw o 4F
BERETEHHM TCN B ram @ F— B AAFMAFREIEEITHS
(encoding) » % =& R4 44565 5 7| B AR B @I SR ML H - BAF H RS B0S
TG A AR KNS BRMML 85 RINGRE  FERBREITEFHAE
Tk — & 7| 094 se e - BB EIFH RS (B2M) gk (HBE% 2014) 9
BB AE A 0 A B 154 CNN L o &3t 7 AT
1. s/m A\ CICFlowMeter 1% By T A2 b8 JE 7T £% & AL BP BF 88 1 $HE 84 A&
BARAL > Shhe AR (label) » 15 &1z E 4% & (feature candidates) it
B Bk i X F esv AR 0 T RIGERA T 6 A -
2. Hi&#8 TCN FUTHF & B0 A 7T A 2 3 I Bl 44 ot s CNN B X 3y
N TIEARAL 7 RRFIHE -
BAFMBREBEGENESLINREH ERRFERTFE kTR AT RE

TCNﬁﬂﬁﬂ%’ﬁMACNNﬁNWEgﬁ%(#%%ﬁﬁﬁ% = E M
1R Mi4n#aR » kg d Softmax B A EE o & Bl AR 454 G SLIE 7 ik 4t 0y

MR o (HIFEEE TCN B uegdh b B i i h E ki &k % (dropout) » T # 4,
BEAY b3R8 A (overfitting ) B8 » TCN-CNN 24523t g 6 PFT o

Behavioral features/
Labeled class
(.esv)
h {3674,32) -: :':M . Hulk
i . Slowloris
@ v . GoldenEye
X Do Rl ok | W s R = Slowhttptest
: = 1 .LOIC
Dilatations_Resdual_Block_0 [ R R e 3 " o 5
I i I w €l €l "ﬁ % A . Non-DoS
Input_Laver_Com 1D | {3674,2,32) Vi 4 iy ) L] i B
Dropout | Dense
TCN## A H CNN4-#8
Residual connections
(Deep Residual Learning)

8 6 : TCN-CNN 433t

VA TCN-CNN & et = g ANz B e ERRTETBwE 7 Arw o A&
FAFEATHMER X :

”*ﬁ%%&ﬁm'%%KNEE%A%Hﬁﬂﬁﬁ%ﬁ ek Z 4 o 48
RILES > THEAAHRES  H %% o8 KA CNN yRREAFE TCN £
%A% % (transfer learning ) k&2 #8408 CNN [ iF#i A\ 3F 18 JE ¥2 3 47 5 28 )% P2 48
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71 BAETFAIERAR - BT ERZGBELFHFIRIEETRRR -
MR G MR IR S B R 0 TR AEARSTIE T A AR B 09 JE Sk R R e -

B EL
U R

: i N
i| TCNA-7 B ¥ S HLBIR i,| CNN Y| sam ||
RIS L st 3 sEgE2M | 11| Bosk wa |
A —d L - - -
e S I . - - 7
1 1
V| e || B REA P s L | ONNms | | A amE |
T CES] 7 (csv) LR 790 fsiE | !
H | 1
i Netflow & I e
1 - ! -
CICFlowMak - |
Ao vl | AT |
: S LRy o g
L B AL L E— — .

w o] A A o2 4R s (TCND AT A 45 B SR A Al A 440 25 CNN DI o 522 31 3

B 7 : J&M TCN-CNN Z2 A7 48 38 3L 07 AT & 5 00 3 I 9 3L AR

WE 7 T4 > TCN-CNN KX EBMALRFH / PHZHHES
(temporal/spatialfeatures of malicious connections ) » i% i# ED-TCN &4 R 2 A 4% 4
FERBAZEH B 52 R TRk 0 SHHIFM P2 BIF 5B R REAEH
HAAHENITERF A E » B ERARRIT A B E AR BAE R - AF]
CNN #& X B4 93k 7 RAR RO BB

= FRIRE
R RN 2 LA TOBESE > 3B 7w °

(—) &#7ask e (data preprocessing )

A B 4N A BUR B IE E CIC-IDS-2017 A A M DDoS @B #ILE » EA TR
o 4F #h 2 B 2% CICFlowMeter — A ( Canadian Institute for Cybersecurity 2018 ) 4t#}
BB F ARG B AT B AR -

FAE L > 454 H im£ K University of New Brunswick 324t 4934 B 7% &k CIC-
IDS-2017 #35 % (¥ & ’E ) (Canadian Institute for Cybersecurity 2017; Sharafaldin
et al. 2018) X 47 &4 stk &AL X T34k (pre-training) 4 F /& & 43R NAZ 04 4T
Lk fE o B Eh B RS REE P CRFAERARIBETE AR £
CICFlowMeter T A##4t » 314k TCN AR IAT & 45 BB A AZ R A X2 R B %
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3 MR 2 F % A HHE 4R @3 global intrusion dataset & local intrusion dataset
WA
1. global intrusion dataset : 4% il 26 a7 #F 5% CIC-IDS-2017 &4 - vAFA 4k
A (pre-training ) £ o AT B 3R 48 28 S0 B 09 AAR MR RNAT B4 8 0 AR R A3k
A A2 By K K 3L B 4% 8% o CIC-IDS-2017 #% #% 4 & University of New
Brunswick & 5 » # 45 & &.3F Z A S - 64F 2016 McAfee report & # AL
0y 13 fE A B E Fi® E 69 web % -+ DoS » DDoS -
infiltration - heart-bleed - bot ¥ port scan 84 & 49 3% 47 & 4F 4L °
2. local intrusion dataset : ¥iH R 5k @R o (R@AYT ) HEHEEE
AR E A R MR R R B R IR AT L F 7k T R 0 A tepdump
TR H A E AR A B IR AR & £ 4% port Tk peap 4% 0 B IEH cfm 2
HesviER (Ao 6) 0 BIER A RANHF#ITIE CICFlowMeter T A4+ ¥
PERBANARE A RAET ML HRE » R AFRIEEE - IR E
£ — 1B tE 84 MEAF B IAE R (esv &R ) 154 TCON B XLk » 4o
8 P e

PCAP_FILE/tmp
T <time>.peap CsvFile/tmp<time>
.pcap.csv

If proc_stat ==0

/ info('capture error') /
L

8 : #2 A, dataoreprocess : # & tcpdump T B 3¢ & AR Peap ¥1 & i csv #% £4F
B

(=) 4# % &% (feature selection )
Fil kR a ID3 R BhiE4E A bR E ey 4F 8 (feature alternatives) #43x
5% -
AARLE - ERARY BB BT L L EARR] - 2T TG s F
(FPR) » Z3E s —AARFERMKR » & B — a4 8 0947 & 458 (reduced
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features ) % % 45 BC e 48 5% A R P REAR IR A8 B B A5 SR L B B o AR RA
B A AHE 122045 % (feature alternatives) w9 fE T E T ok fitt ID3 B A
% (Witten & Frank 2005) SR #8545 » B M ip B 0 i 84 SRR F P ¥
VERATHE S B ES] 5 ID3 BRI BIE RS S VR AR EYE » AR RBAZEY
K BHEEMSERALES S OHMBIFHR A 095 8385 IGA4,S) » i
SR B MA K NETHER © B B S RBMPTRBOBMBE A 2B E 4
HAEOTH - ZEHHBE ANELEEERTSE IGA, ) REEEZHES SR
WAF B A 2| AT IR0 2L -

1G(A4,8)=H(S)~Y, p(t)H (¢)

teT (4)

H(S) = —; p(t)log, p(1)

Hbig HS)ZAEHE S PEABRENEZ  p(ORKF R 458 r £FEE
ENEE R T
(=) # KX 3%k (model training )

MR FEIAF R £ - TON BANRE A E@ 2 E 7 X > T RiEiiE g
1% 3% 4 % 2= F (back propagation Through Time; BPTT) -

B Z m IR A 7] BIE = {x1,x2,...x7} L8 B y,={y102,..01) 4
T H R R A B C & 3T U (cross-entropy ) ok X+ 4352 — BB A B 90tk pY Bk
Ao B A B B fo R R B Vo, V7 = folxo, o xr) s fo=0(W,se +b,) =
o(Wylhe—1, xe] + bo) » seREFEBRE » i Ik BARZ AR MU A 2] 90y b B4 R
# 0 AR IHIE &6 5 MUAE & R A R

Min € = — YT, (logd, + (1 — y) log(1 = 3)) (5)

HoF 5, 88 K A R ey 53 o @R K R 453 (maximun likelihood
method ) -+ i B AR A I eR AL 8y b A5 ST AL B KB AZ 0 3y AR 2 E B R0)
VAE R 1Yo, ., Y7 0 BRI 0 2 TCNA X S8 009 PT A T eAL F F4% — 18
BAAE 0 AEIFIR R B fg L R KAE

y = m)flee elye-1,8¢) (6)
W FBAETEBE G MAEERELE (BPTT) o & R EH &

FEIFHE R S0 o BIEMERSF %R E > TCN /& A% LSTM #4428 5 X 0 &
o AT AR AR A% 1 i e 12 4% % & 5 (back propagation Through Time; BPTT) & i i%
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BPTT 4 véy 52 F A B b3R8 2 K K RHHE - @@y 3547 8 BPTT i A RBOX T =18
B

1. A7 @153 AT @ R3St I A AEAY A2 L e B A

2. et 0 ReMEET AP G LR AN > CAREJY E HE—4

BTy e E N O 1R T -

3. EAEEENHE  REBREREETHRRLEEHHEE -

R BERGRIE TG (RME) B4 #H RS E K34 TCN-CNN 4
AR XL -

(w ) M= (performance evaluation )

i% 1 3 U 7% (cross validation scheme ) $#BR]ZX A4 & - EH 34k 44

&0 b B B A 42 49 9% (trained TCN-CNN ) 478 X by 2R ) 3746 o

A Bp 4k B Python 38 5 5 R 3R 3% - AA T B4 2 4t TensorFlow H A 3+ F of
RE LTS # Keras » Anaconda & Numpy £ & % % & X & 4 B 3, TCN/CNN
A 48 W A AR A o

—  FHtiT R

AERBZEEMWE 9 F KL E K Pi3B+ 4k 10.10.0.10 - 3
%3k A Ubuntu 16.04 £# - #84k 2 10.10.0.1 & 192.168.2.1 » % & £ # 2 Ubuntu
16.04 4 > #931k & 192.168.2.201 - B4+ £ # % Ubuntu 16.04 4% > #94k 4
192.168.2.203 » Af248:8] £# 2% Ubuntu 16.04 4% > 491k 2% 192.168.200.1 » #cw
A RERAL A SRR ek 20 Bl Py dide T ¢

Victim Host
(Ubuntu16.04)
enp4s0f1:192.168.2.201

L2 Switch

Home Switch

]

]

1 *.pcap

] [

] 1
' Router(Ubuntu 16.04) ' - - - - -

enp1s0f0:10.10.0.1 Detection Host/
enp1s0f1:192.168.2.1 Presentation Host
loT device(x86, raspberry) Mirroring Host ~ (Ubuntu16.04)
eth0:10.10.0.10~... (Ubuntu16.04) enp4s0f1:192.168.200.1
enp4s0f1:192.168.2.203

WO se R FAA TR
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F 2 HEBA AR 2 ARR] E AR AT SR EE IR 3

Processor Model Generation
AMD Ryzen 1920X % —1X
CpPU Threaddripper
(3.4GHz)
GPU NVIDIA GTX-2080Ti
(ON) Ubuntu 14.04 LTS 64 4 T

RAM 32GB RAM DDR4
Language|Python 3.5

TensorFlow-gpu 1.13 ~ Keras 2.2.4 » Numpy 1.18 » Pandas 0.23.4 -
Libraries |Openjdk-1.8 » Bazel » Nvidia-driver 375.66 » Nvidia-cuda 8.0 » Nvidia-
cudnn 5.1

IDE Anaconda Spyder

(—) RBHEBANZHA

e R T A58 B R 2 2 B B R AT 4 38 G A X T34k (pre-training) o
A 5 & ) MRS N B R R A 38 R A AR CIC-IDS-2017 #) 84 A& R uyizi®iT 4
B ORTASRBE K 0 538 TON 4 4 B ss B 017 B 4580 0 998 CNN HEX
(MR M E - TR XB R GRS T S0y B R EBIET AR E TR RA
09T B EAT AT A -
(=) RHHEABNGZHA

CARRERd TERER SR Y T BRE RS TR T
ZRATFEHREEEZMEBEANA > TREREHEWE 9 i ARMS A H 2018
F 12 A o KB RAMAEM tcodump T A& B Z IR A A © H & Tepreplay
( http://tcpreplay.appneta.com/) & 4 S 7 38 ¥ 5 % 04 AN 35 BB A FRAT TR 3,
B B 3% IP ~ port ~ €% > 4% & peap 4 E (1Gbyte 18] 8 — 45 - AHH
¥ ook R ¥ ) > i B CICFlowMeter-V4.0 T A ( Canadian Institute for
Cybersecurity 2018 ) i — 4 7% b Kb B T R 69T HA4F 8 AR T3 A7 i
HIEF A (esv #55F) > A TCN MAARR BB ES - AR
Bo BF A A MR P3BHE ;4T DoS & DDoS a4l - S MR a4
Hulk + Slowloris + GoldenEye ~ Slowhttptest + LOIC 3 Z %% - ¥4 3 o450k
B —RZER 0 A mirror AP ELE A tepdump 2 libpeap-dev AF Bp iF 48 587 i 4T
s FrER R BF MR A HSBC Pandas R R BETA R B ZRER BR
#1881 8] 30 ¥ % DDoS s#4& Rink 3 BAFARLBRBEAIEATL S R K
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#8 > ¥ GoldenEye - Slowhttptest #% £% 8 3] DDoS % » H£x DoS %4k iE#E 5
#a 0 B3 E 10 0 T AR R k.csv 1B 0 ME A NZ BB B BR AN ©

% 3 : DDoS ¥ FH AL E

AR AHHA WA E] | csv ik | Tepdump 3
(pcap % RX,) (csv #& R, ) & THER WEH
2018-12-27 2018-12-27

04:06:14.pcap | 04:06:14.pcap Flow.csv 303,844 3,030,058 1 16,579,258

2018-12-27 2018-12-27

04:10:14.pcap | 04:10:14.pcap_Flow.csv 309,789 2,607,136 | 14,502,914

2018-12-27 2018-12-27

04:14:14.pcap | 04:14:14.pcap_Flow.csv 291,604 2,600,716 | 14,409,525

DDoS % BB EHREX

—a—DoS Hulk ——DoS Slowlories —s—DDoS ——LOIC

70000
60000
50000
40000
30000
20000
10000

Monday Tuesday Wendsday Thursday Friday

B 10 : X BEBATAZEZR (BET Q)

=~ HH I (feature extraction )

AHFRJE LR DDoS B A& - RIFH KRB ID3 FEHEELNG
(IG) EBEHIWYIF N EB/THRERMGHES « RIEF AR Y TR H 5%
ER  RITAB BB EE R 40 IWH R B FHBAE S5 1 CIC-IDS-
2017 69 L F 4% - 3 16 1852 DDoS W Hi:4a Ml o945 8% - KA A 16 84125
BT B ) s DDoS 2508 » A 94 BL4E 25T 4 16%16 KO NE1R4EE -

4 KRB AN ST EpiE

BB B HE
B.Packet Len Std 0.2028

B.Packet Len Min 0.0479
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Flow Duration 0.0443
F.IAT Min 0.0378
Flow IAT Min 0.0317
B.IAT Mean 0.03
F.IAT Mean 0.0265
Fwd IAT Min 0.0257
Active Min 0.0228
Flow IAT Std 0.0227
Active Mean 0.0219
Flow IAT Mean 0.0214
Avg Packet Size 0.0162
SubflowF.Bytes 0.0007
Total Len F.Packets 0.0004
F.Packet Len Mean 0.0002

=~ &K Iskdra R

(—) BRIk

¥E K 3 4k 8 A2 & AEAL AR A F B 2374 Adamfunction (78 3% )~ SGD A
RMSprop » 3 & & A i Bl 4438 £ X Adamfunction (3% ) Jf& @ % i%3E 8] Adam
RE RSB ZER S0 B EIR A HA 10 B FREX AL kernel size %
10 + &4 %3 batch size & 64 ~ epoch 2 100 » &k % (types of filter) # 4 A%
58 [16, 32, 64, 128] ~ 3% 5k % 4% (dilatations) 4 3 fBiE3A[do, di, d2] ¥ do=[l, 2,
41di1=11,2,4,8]d2=11,2,4,8,16] * #&5k &% % £ (dilations-residual block) # 4
1miga [6,7,8,9] -

BIRRARRRER S HEITER > B TR XGERZAFEE T3
fAdek 5> & 5 EIFBT o FARASHENRZ KUK ITE > B EREE E 95%18
Lo FRSHASHERIXBEEETIR > REBEECEABREHRBHRTS 16
dilatations 3% € % do=[1,2,4] » $EERMKZERT L6 -

EEBEEORBSEEE LAY MEAEZFBEPR IR RGRE > @F
R E B R R BT B R B AR AEAL » A48 % ¥ (loss function) 3R4ER
ETHREMKNRABEZE LSBT EAGEREN TG SR EKMTERA E
Beeh I % o AR BUR KR M AR S AT SRl skl Az 2 % K BR £ T I
4e[8 11 P > 4 epoch B4R 45 R/ Z FEEIET > RWETINRER S B
K6
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K5 TON BEX 4 HORRASE 947

= KAA =ME 35
Il ko A 982% | 97.1% | 97.8%
R SR 96.7% | 92.9% | 95.1%
(o RoAE S JE R AE R ) /2 97.45% | 95.0% | 96.4%

%k 6 IR RHE SR

algorithm layers nlilelizgls / AF/LF optimizer | epochs | batch-size
TCN- TCN (18x16x176) | norm_Relu | Adam 100 64
CNN & (2)
H #2489 | Dropout -
RN layer
Conv (10, 16, 16) | Relu/ CC-E
Layer
Conv (20, 8, 8) Relu/ CC-E
Layer
Merge -
layer
Dense 32 -
Layer
Output 2 Softmax
layer

AF=activation function, LF=loss function, CC-E=categoticalcross-entropy

—e—val _loss —+—training loss

0.25
0.2

0.15
v w
0.05

epoch

loss

11 : TCN #2731 8k b4 3% £ M bk
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(=) #Km=
A8 3R E RN BT A A 48 A A AR A A 3K AT R G 48 0 HI BT R A R B
TR i RRAREREMEA TR BRT S BAEMATHEST

8,

V9~ R AR SRS B L &

dnk T AF| A

52 g 97

A
DoS Wy#a 4t A #F - Ak BEAEE 5] 97.8% > BIEH 100,000 % (1/6) #4T

& EAEAZ T
B HBMEA T IR R B R K RREK -

AR AR KRR EAELEF] 95.1% » FRERF WK 8-

M BAERAINREFEE RS 73.37% » RIABEAREZR S E 11257 » HAERBEKX
C XA

&RCEHHA he 3 48 A DoS #23F DoS o #8 a5 Y 18 #dE

(—) MaTE

&3 DoS R » A ey AL 0 sk L8 6,3 DoS @& #13F DoS W
BAAEEH - HF DoS B AMEE—F Aoy R EMETH  2BRRAREHF
R4 - R IskIFA 500,000 % (5/6) DoS &% ¥k

- Y
/%E;‘ A=A (/El aﬂ‘

(1% = |

113327 » 2R E # P £ Non-DoS & # + 2 %] DoS /B B — 48 % ki 47
BADNER - H sk ZIEF AR AT B B O EF R AR K
= AL R A

- NS

FENAZAR BB F AR EAEPFR -
% 7 : CIC-IDS-2017 DoS & #8493 @ /& Z 9 sk JiL 0] X A #4
records| no of records in CIC- training data testing data
attacktypes IDS-2017
non-DoS 2,449,646 196,209 24,052
DoS hulk 230,124 184,099 46,025
DoSslowloris 5,796 4,637 1,159
DoSslowhttptest 5,499 4,399 1,100
DDoS 128,027 102,422 25,605
DoSGoldenEye 10,293 8,234 2,059
% 8 1 CIC-IDS-2017 & ¥ & o #2750 K B Ak o6 45t
REd e (F) 1B k14 (loss) EHEE (%)
B A4k 500,000 0.064 97.8
B AR, 100,000 0.349 95.1
LEEE S s 500,000 0.327 94.6
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TR A GBI E > & e KX BE sk (over-fitting ) - A3 4k H AT k-
fold X Bz » o k{h & 2~6 BITERE » EAFERIRBE k H R F GKEST
g “?%Fﬁ%9’WA%£EFAWme

% 9: % k-fold FH e

k-fold Epoch FH k8 (loss) EHEE (%)
2 100 0.3055 94.20
3 100 0.3142 94.50
4 100 0.3113 94.80
5 100 0.3168 94.90
6 100 0.3893 94.40
35 100 0.32742 94.56

(=) B LM EF
ATHRERFOERFIIREGRELERKX Uk 1 AP 42 4 3k
(RNNs) » k4 i&mss (LSTM) » sk @ B ¥ 7 (GRU>’ VAFE 32 T 5F 42
) TCN M A8 82 S AT = 28 05 M) 5 7] i FE AR AV 4 ﬁ%%ﬁ‘fﬂ%ﬂu RS fF e T ol
1. GNN #} /5 7] b FFHE 32 2 R AR R JE 3R — 4B N 24 > R4k A BT R 22
- L R N ﬁu%»ﬁ&ﬁﬁ$%kgﬁmﬁﬂﬁ~ﬂ(&m%w%
FHE ) BEREBFERAZHBENGI R EKRHE > KB RAARE
18] o
2.Lea % (2017) R ioFr HAasmsmAl (TCN) A - (& AFHEHEE R
PAT B R bmF BV 0 BBECE R 4 A5 B -5 % (encoder-decoder )
R AP TR B H A A T AF RAZIFM A AR - & A F M A0 B R &
R R BN A A m 35 e B4R B GRG0 B B3] ED-TCN 4849 444 4w
B A B AR R R AT R A 0 3 Bk LSTM $2 RNN & bk 3k 6931 koAb
3K o
3.Bai % (2018) 42 TCN K Ee % 2k /E (HMBILBILE ) BT RHRK
HH Y BATRILZEA - T R & RFE I TCN 4838 91| 4R Fn A 2X 04 Y S4B 1] 35 825
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