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Abstract

Purpose—A firewall is the network security system most fneqtly used by
enterprises. Because of changes in the dynamiconletenvironment, firewall policy
rules must be constantly updated to maintain efficfirewall operation. Thus, the aim
of this study is to optimize firewall policy ruleend improve firewall efficiency by
using association rules discovered in firewall logs

Design/methodol ogy/approach —This paper proposes change-based association
rule mining (CBARM), which integrates associatiarler mining and change mining
techniques, to discover meaningful firewall polizyes in firewall logs. Specifically,
CBARM first determines pertinent association rul®g using firewall logs from
different time periods. Subsequently, the changeingitechnique is used to identify
emerging, added, and perished patterns. Finally, ttinee types of patterns can be
utilized to optimize the firewall policy rules anehhance firewall efficiency. The
firewall logs were collected from a technology ca@myp in Central Taiwan. The total
number of rules matched in the firewall was used psrformance measure.

* Corresponding author. Email: 107090@ctust.edu.tw
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Findings — The experimental results revealed that the propo€&8ARM
outperformed the Apriori approach, reducing the berof compared network packets
with firewall policy rules by approximately 95.19% 582.19%. On average, the
performance of the proposed CBARM was 212.10% naffective than that of the
Apriori approach.

Research limitations/implications— This study investigated the firewall logs
from one company only. Evaluating the logs fromeotltompanies is critical for
confirming validity. In addition, future studies rcantegrate other data mining and
machine learning techniques to refine the perfosea the proposed method.

Practical implications— Two practical implications are provided. First, the
association rule mining technique is proven to\aemiseful firewall policy rules in
firewall logs. Second, using the change mining mémpine can facilitate evaluating the
generated rules and applying such rules to optifirieeall policy rules.

Originality/value—This study is the first to extend association nuli@ming and
change mining techniques to the domain of firewadf analysis, creating a new

approach to optimizing firewall policy rules.

Keywords. firewall policy, firewall log, data mining, assation rule, change mining
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1. AAZAAEAR TS EBA G MERA R (F) > W LHB R A A BA
"R WHBAE KA R AT RS 0 B T 4Bk o

2. M AZRINERARGELERA G KHERB R (&) REFTHRAETHLE
LA M KM (BP AT A8 h B LR AL ) » bk n B T Not
Available -

3. HAZMABAR LA LERA KSR K (A ) o L BEH A 85 B 55
"RF L MHAA BB R MR RS > Bp TR EK -

A ALEZRBNERAGLERA G KIERIN L (&) RELSTRAETHEH
LSRR M E K (BP AT Ak B AL ) - Sk B # T Not
Available | -

5.8 & A A E TEmerging, ( BFAL 8 89 ¥ 3 K 1&38m ) KR A 3L 8
Ao EIF R IGIE e 0 B TR G KSR B 09 L R B Y - Bk #F
FEZ AR Ay KB R P e R IBIB R > BPEM B 6RFE AT R
F A S BB 69 3 6 F Peid i o IATEK I ey b FR B -

6.l &ZMANBERAGELERA B KMERB K (&) REFTHRAETHLE
LA AR A M T K (BP T Ak R BB AL ) sk B # T Not
Available | -

7. AEZRBBRR LA G KERA K (A ) T B8 A 85855
TIER o WHRAKF G KRR R T MAETRS 0 Bp TR BAk o

8. M A&ZAANBERRAELERA B KM & (&) dm ALMBRB AL BN IE
80 MHRAA B KSR R R MAAT RS > Bp T 3Bk -

9. B &zZMA B " Perished (Bp#i A a4 3 4F KA R I T2 I8 ) » R
EHEASRARNMHLCLERER VY RA L > & THEH M KIER A 091
HORBOR Y o B TOAEEMZ A BB KGR B & b M o oA k3
Ayt ¥RE -

10. RAZMBBRAR KRG LEIA B IOERA K (&) W LH B AR A 2875 #»
TIEZ > WHRH KRR R AT RS 0 B T 4Bk o

11. B &80 57 TEmerging, (Br#R Al aY X 85 E K83 m ) - REFF 1M
Al a3t A KM@ 0 & TR QP KSR A0 b H R ER Y - B
HE AR B B KA R T 09 BB K 0 BP AL BRI AR AT R
EMFALRA N H OB RIER - ABKI G R -

2.RLEZMANRRRABARAH KERNE (&) KaZA0ED
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"Emerging, (B AL A 64 % H & K I&38 A ) > AR RAF & A 6y 3T 65§ K18
¥ o B TR @B KSR B 6 b HRBOR Y 0 B KGR B & P E A
AHBHLA] > EIFF S A A EFHRIEL > ATEKIT L ag b H R E -
ARFE VA FEAP| 30 A B KOs BOR R B SR AZ o IR KGR A A 3 A
A dek 4 T o 42 HBRBIR G R SR B PTF R 09 R B 2 AR A
ek 5 Bk 5 vy —EmRA{wPE X= (Src_IP=140.10.20.3, Dst_IP
218.89.56.4, Dst_Port = 139%] Y = (Status = Deny) % #EZ=0.1, 13 E= 90%} -
B3 A 1000M8 3 & > { 45 % = 0.14% % 1000184t &+ > A 100183 & 45 &{X =
(Src_IP = 140.10.20.3, Dst_IP = 218.89.56.4, Dstt PA39)H Y= (Status = Deny)¥
AE o Rkl z 0.1 (100/1000 ; m{1zw/E= 90%MHk kA 100 B2t & 4 & {X=
(Src_IP = 140.10.20.3, Dst_IP = 218.89.56.4, Dstt PA.39)}44 7742 F > @ HiE 100
B3 e+ A 90 @ bR aFFe{ Y= (Status = Deny) pythit - H it % 90%
(90/100) - FE A A K& A5 > HE® Fay&Eims © 358 (suppord #5445 %
PT A 3 LA # B F B R AT (X} #1{Y} ey fl S - miZw & (confidence A & 4K,
F 3 AKX 0 T 4B B 3{Y} g bk S 0 Bp{Y} & EAERE 22 (X} R -
1B IR G By KA & & 6 BT e & 6 F 6 % — 8 8]{Src_IP=140.10.20.3,
Dst_IP = 218.89.56.4, Dst_Port = 139 Status = Deny} 3 41 8 5 %! B #3548 ~ 3 8]
S X BAHESK  THEARBH MR AT > KX FRALEHESL e
AHEB] o T —EH A A {Src_IP = 192.168.10.5, Dst_IP = 140.89.1.4, Dstt Po
443-Status = Allow }» ER A X BAFEERX - OB AERBH KIEHRA LT >
R &R ZHFERD - S SOEBCRAESESL TRIE X HEAEHFOBRR >
EAZA B S AT A ENES o W Bk ey ST 4e 0 BIPRS00 AR R E R L
oo T AR B B -

R4 R KGR &

ID | Protocol Src_IP Src_Port Dst IP Dst_Port| Action
1 TCP 192.168.4.10 * 218.222.122)9 22 Allow
2 TCP 192.168.2.1 * * 80 Allow
3 TCP 192.168.10.5 * 140.89.1.4 443 Allow
k51 BGIHRIFE ey R A
X Y XFE|ME S
Src_IP=140.10.20.3, Dst_IP=218.89.56.4, Dst_Pof®+3tatus=Deny 0.1 | 90%
Src_IP=192.168.10.5, Dst_IP=140.89.1.4, Dst_Po3tatus=Allow 0.1 88%
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k61 ZIAEB B OIER A K
ID | Protocol Src_IP Src_Port Dst IP Dst_Port Action | Label
1| TCP 140.10.20.3 * 218.89.56.4 139 Denypr #4
2| TCP 192.168.10.5 * 140.89.1.4 443 Allow| #7#2
3| TCP 192.168.4.10 * 218.222.122.9 22 Allow | & #
4| TCP 192.168.2.1 * * 80 Allow & #H

2=

TRt ER

R B A AT R L R RIGHRA R o F— H AR > F =6

LK

RABTHRIREBEMERET  F 2N BAFRGTFAISE  FWEHRATHRES

MR BB ERER -

- AHRAR

AR BB AHF 7R E L PR A ) D EH KM B TH > TRk
£ o4 B B & 2013/4/14~2013/6/8 3£ 73,437,0625 44 - & TH G B A ¥R
FEESA L BAHBRECHRBRERAMERDSIT ARG LMRE > BAAR
IR A H AT R R > R B BRI R AT RIS e A B
JEAS AT IR BRAR 0 AR o Bl VA AL & B PR GE AR SRARAS 0 I SkAE BRI AR R
Bk kR EF O KIS FRA] -

= BRBRELHRT

FEEBRIZRIEE - AR Intel i717-2600K 3.4GHz& 22 2% » ¥ 8GB it 1&
BY 5 1E ¥ A % % Microsoft Window 7- & H ik 4k Al & a8 #k 88 WEKA 3.7. 11 &
8 Apriori g F ik L 3% B BT BURR A8 7 ik o

By Ko B3R AR LA & £ B4 A mARSPAEIR AT - A AL ¥k & (Hamed &
Al-Shaer 2006a; Hamed & Al-Shaer 2006b; Hamed.e2@06c; Masud et al. 2024z
tb ¥R 32 5 B (Rao et al. 2011; Mustafa et al. 2013 W A& FAEISAZ £ 18 F #F 5% F
EAECHAL L TAEME (Masud etal 201 B gk - A#F 7 R34 A A AL
HRBA L TRy e b R FBp Rt & — (@3 @@ B K - RIBEUR
AR LB Yo 3B 2 b R B 0 HLHR B S KR 3T 638 18 Iy KOG 2 B R AR
K BEME O RZ A KO R MR R

AHREBH AN EFZIARHAGERRARER D IFEARIMECEZIR



E R RARAR U R U B R ISP ABBUER AR RUB L 293

B R - BARAME 1 B KlEikig s s sk a4t (Training dataset:
it HRE 2 Bl ey By Kog e skbg i b Bres B R (\Verification datasel: % 2 B 8%
BREAFELE— Sy d 7T EFEFSE (B DataSeti~DataSet? » 4 5K &
% 2 AHE— RO KMk - RMBAZRERIMECE S 80% 0 s T HEAg
0.5%R 45 > 4R A4 1%~ 1.5%- 2% ~ 2.5%& 3% > &k VA 0.5%% 3 & & 3%
(incremend > MR ERAEN R D IFESLE - ERER > Wwk 7> HEREHBE
R T » BRER D ZHFE R T L LY » THRAKLH AR S -

27 ¥ AE vS. BRI HE
minsup

0.005 0.010 | 0.015 0.020 0.025 0.030] 0.034 0.040 0.045

THE | R¥EILEHRE

DataSetl 33239538 | 445731@843489326899884276069542760695428021876274684282746842829275894

DataSet2 53621143| 701918@861371(452966094563398845633988458982444666057646660576¢47982087

DataSet3 60248017 | 752829307453474928322751121517511215175155296453200529532005295437494(

DataSet4 55507947 706916@983469345747506464736124647361246787667483106164831061649597029

DataSet5 52626958 | 65199718670546(433832414333386¢433338664372893(0455015434550154346837714

DataSet6 50548737 | 6350034304122440979946414656934146569341751435436592544365925445055518

DataSet7 33976618 | 4376052853443§26436093285148732851487328930969283462462834624630148933

Yo R B

(AVG) - -275% | 13.8% | 18.2% | 16.4% | 16.4% | 15.6% | 13.7% | 13.7% | 10.7%

MRk Sh 0 REF RS E & XA R L 0.500F - BEARPT A A TR
BHERS > EIHRANES LT KEBCRMRA KB BRI RBAP R M T
27.5% LR HE &mAKR S EHPIEHRA] - Rm i kA A LR B R B KOs BUR
RAIKFE % o Ak o —Bk33gm K % eh 5 KOEBCRAA] » HAA KM E/E 2 % b
EREHF o A4 M TIFERIE 1% o 215 0 OB BORR A KT
B LR B TSI 13.8%- [ 2k ) X FE R F R L ARG E L.5% -
AFFREBTF L H RS E S (18.2%) & 2. L HE IR 5 E 2%3F| 4.5%0F
e RPTAAMTRAMBMABE ST - R BAOH KIS RRA KB GH aLH
RBAPEERE 10.7% LR B A4k 2 Ao BB A EBULH R B EEA Mk
Voo EZ o HEMHIBRIBT AR MRS H O H RE > i) KB S e H
TR A E oy Rom A L IL R B IR Y o B AR ZHE L 1.5%
LR EmBRAERARNMSCHE - B 4 T 0 RAME O E L 90%8F 0 ERE Y
WWH R B EKR S -
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20000000
$:0.015 C:0.8
10000000 —<5:0.015 C:0.9
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B 4 ¥ RE Vs RDMECE

b o R 2 R AT S A o AL B B8 A K R AR R
A 2k 3 @ b R B AR S Ko Ak AE o B b 0 KA RAS AR A
2% 1.5%-~ Mz B A 90%A F 4F Rk F>1 (B Ggrowth >1) 8y 5k > AT

BEER -

ZCTREXR

WATEH S RBT P F4 0 HEOHBANB BTN KIER AR &
o ST AR AR D A HR B AR S B KO R AR o AR o dm AT B B R A A
Heny AL (BB S B ey B0 > o BIE IP R B ) > 388 337 36 YL M ik By Kot BOR
FA] > R E P JOEBURR A T (A ILEDER ) AR A3 I B Kk
BURMBI 0 0 BB A R B AU SRR R T - AEH
A CBARM J5 ik dm A 4 & B 8 4R B R FEAK T KAGBUR AR B R F AR A ) »
Jt H A Apriori 38 B ik B tbe KA 0 i d 231 CBARM ik e & sk o

FEAHRE S 0 RBERIEF — B oG Ko st skas A AHER B B AR AL > 32 B
%4 A Rl e KK 3 84S A4t (B Dataset-A, B, C, D s &4 £ - 2 >
AR T A4 Dataset-A, B, C, D& #H & 353 & B B AL B - 38 28 ) o 8 3K ) by
SAT AR A B R 8 2 B OO B KRR & - k 8 54 Dataset-AL B A4+ &
3t 3% A Apriori ¥2 CBARM Z5 ik FrdEdh h L A £ 8 £ 5 KOG BRI A R ey 8] -
Hb > Apriori FikPriEdR a9 R BH S AMBLAEZHEH KIERRRB LT -
. CBARM Zrikfe4 1 ARALARE ZH JOEERRA KT > BpARAH2 - 1A
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Dataset-B- Dataset-C Dataset-D.& B8 A K EFrizik h LB E E Z 5 KGR AR
Al kP MBIF» R 5 Mk A kB&LC-

% 8 : Dataset-Awy 3 8] % &

No src src_port dst dst_pthproto statug sup. | pattern |Apriori|CBARM
1 60.249.234.226 6 |acceptd.75% Emerging H %

2| 10.2.23.135 443 6 | deny2.28% Emerging #HE | A
3110.102.23.152 80 6 | deny|1.74% Added | #3g

4 110.102.23.156 80 6 | deny|1.73% Added | #3g

5| 10.2.25.11 deny3.42% Perished #%r&

Apriori ¥2 CBARM 77 ik #4¢ Bk 25 & #+ 4 04 5 KM 32 8% 4% & #H( Bp Dataset-A, B, C,
D) ¥ Frisdk b e MBI LB R E B IEBCR AR KM AANHK > ok 9T o
B AR A Z B R B L F 40 CBARM Z5 ik Pidz i & 69 38 1 5k Br KOs 2RO BT &R
A & B oy R F AR Apriori 7 ik 0 3R B % CBARM 77 ik A B 3R 8 1% > 3
4% 1% B A4 M LB AME AR K 0 SRR R R N KOG BB P
J VA G, 4 & R B 2 R B KOS R B R R BB R o

& 91 RAI R B R B

TR Apriori CBARM
Dataset-A 5 1
Dataset-B 4 3
Dataset-C 1 1
Dataset-D 5 1

A RE—F S RANBHRBOZRARTOHI LT RETBENT
% . % 10 % Apriori 2 CBARM 44t 61,1k #Hk # b 85 » CBARM ik 694 6,1k ¥k
FA v (BB R AR R P BUR SRR R F 0k D 15.6% Apriori 77 ik 63t &1k #
REERIERD K TFH R Y 15.2% H b > f£-F3H3H e bkt 4t £ - CBARM
Fr ik AR Apriori ik 445 0.4% -

Bk 9 RAI R ERB ALK 10 693t @b R Bk AT 4o ¢ # K Apriori $2
CBARM 75 ik 64 # B % 6 M 1K 3T 6L tb 1k 3 12 CBARM Z5 ik AriE iR o9 R A &
S P By KoM B BB R 3 E B4R Apriori ik o dek 11 BFaR 0 & Dataset-Asy By
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Kol 32 sk s A FH B &) 0 Apriori Z7 kP35 — TR A R BT ARk 11,459,702%
a9 et R # » f CBARM Zrik4p Atk v 60,106,936k a3t b #Hok % » ik
fedz gk (Bpat e b R UK V) et 89 % 60,106,936/11,459,702 =524.5%% + 1%
%2:CBARM #5 Apriori 7 ik 5 2 a6 (3 6L e #R 308 0 ) £ 42 9F 95.19%~582.19%
T34 3k 32 9 212.10%- [A > Apriori 2 CBARM ik Etb k& (B4R S
A% R LR BOR ek B) IR L RBR £ R o

% 10~ Apriori ¥ CBARM #43¢ & bt #H Rk b

THHE JR Y5 H A Apriori CBARM
Dataset-A 330906280| 273607768 270799344
Dataset-B 341426229 286779276 290152004
Dataset-C 350824306 301990005 304339094
Dataset-D 327475404  28265614p 275288946

-3 e HRBOR Y E S — 15.2% 15.6%

% 11: Apriori $2 CBARM #43% ¢, tb # sk F rbdg

—_— bbi*fxﬁk VIR BR A E By F s
Apriori CBARM
Dataset-A 11,459,702 60,106,936 524.51%
Dataset-B 13,661,738 17,091,408 125.10%
Dataset-C 48,834,301 46,485,212 95.19%
Dataset-D 8,963,852 52,186,458 582.19%
F 20,729,899 43,967,504 212.10%

¥ % 8 (Dataset-Asg 3L B 8y ) 4540 : Apriori k4t E 4 SR HRA]
4 2CAFMRA] - 2AFIE R A LA HRMRA] - i CBARM 72 & & 178 3%
B8] (Bp 1 ZAFERA]) o 454 F Apriori Fikp7E B 288 - B Fr Ko B
R R P OYERBEAF S 178 - R > 553 A CBARM Zr ik pi & h 284
A B KG BOR A B & b a9 4R B B R 8 o BGRILA By KOG BURR AL R F
B&h 9QEMA > WA Apriori ik E 2 AFIERB] A LB RIRA] o Y5 A
Apriori 7 ikPr & B REA] > BIFF KE B B & PAA 10 (9+42-1) AHA] - &K
W 0 #4523k F CBARM 77 ik pr & s R &AL A] > BB KOG BUR R B R #4744 9 78
FLA] o R —FFIEHA] 7 HA By KM BOR A AR P ey 5 — a4 > Bl A — B3 AR
B3 e — R R B L #R B 0 Bp Aprioni ik A& B e #7380 B R 4k #r 3 e s H R
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B — R o W LR T4 0 Apriori Jr ik 5 ¥R AR R ) o B b Apriori g7 ik
%5t CBARM ik & £ £ %3 eLb 3R ¥ -

15~ &%

WK HSHREREBMBAD A B RAMMEB B PR E B AT
T Zad Bl R/ RA] > Rin > @K R R L 25 —0FH & M ey BB R A - 4y 2wk
TETE M EM BB AR 0 S LM TRAZZE G s E » S FE -0
M P o) A B 23 R A A E A EE B KRB R L KB E S ugaFr &
M HBRERBN LT ER B R R m b8 h 3 R KIEXERE - &
e BB 0 RBF R E RS WAL B IR R R S R % s 0 42 CBARM
Fik o RATE IR B IR A > EmE R S IRE AT IR B IR~
AR EHEARRF 3 AR KXGHBEIA] - &iE - M BA TR AR 6B WA 8
A KIEB KRB R ERRIG KGR E - FRERTET CBARM
T ik W A AR AR AN R 46 R B R A& Apriori ik o

ERARFRT @ > AFRIMERNG ZHE - BUERIFEARKES T H L
RERIBE - Al ARFARTEAG AN PO RCIFTE - EERAIFE
P BEFIEAA - AR E X RERIE TR - susb o BRI BOR AR 09 3%
WEMAFEFHAAROET R ARFELRES T IRl - AR
Kok 08 BURHLA] 6 PE3RE 0 B AL B R R A I KOl Y B R A PR & -

=+ 2
sha

BHEERZERBAFSIHNFTEER BARXZINELIHTE  AHRAR
Ak Aot gt ELHB > st E 4% S NSC 102-2410-H-194-104-MY23¥ 5
bk o

5% Rk

B BEA FMEwo (2012 TR MK S A RRAR > FAFEE
#oFH+HhAE - F—H 0 A 161-184

e > (2011) - T o B B R K FH P A2 4R & AR By BB A 5 > Far B 4
#o FHANE - Fwdy o ' 119-138-

FA=ME ~ BBk 0 (2007) T 3 s 4R BB AR R 208 SE ik —EFly» a9
%+wk o %= & 139-167-

RS~ FRE 0 (2014) TiRB R FH A R 2 RERK - A BEFUTH L
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% A : Dataset-B ¢y 3L 8] 2 &
No src src_port|dst|dst_port|proto|status| sup. | pattern |Apriori|CBARM
1| 10.2.1.122 6 |deny|2.40%| Added | #i3g
2| 10.2.23.135 443 6 |deny|2.01%| 7 &1k | AR | AX
3 (10.102.23.152 80 6 |deny |1.86%|Emerging 3
4 110.102.23.156 80 6 |deny |1.84%|Emerging 38
5| 10.2.25.11 deny |1.75%| F#p1E | #738
6| 10.2.35.30 6 |deny|1.58%| Added | #i3g
% B : Dataset-C 043 8] £ %
No src src_port |dst| dst_port | proto | status|sup.| pattern [Apriori | CBARM
110.2.25.11 deny Perished | & LiNES
% C: Dataset-D w4 # 8] £ &
No src src_port|dst|dst_port|proto|status| sup. | pattern |Apriori| CBARM
1| 10.2.25.11 deny |2.83%| Added | #73g
2 (192.168.8.77 6 |deny|2.06%| Added | #g
3 1192.168.8.62 deny [2.03%| Added | #73g
41 10.2.23.135 6 |deny |1.65%| ~Ey1E | FAE | AE
5| 10.2.35.30 deny |1.52%| Perished| ]k
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