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Abstract 
Many previous studies on web security focus on the data confidentiality issue. 

However, confidential data in web applications may be revealed even that security 
mechanisms like SSL or SET are adopted in web sites. This is because there exist potential 
security vulnerabilities in web applications themselves. Most of these vulnerabilities are 
caused by the lack of solid input validations for protecting web applications. SQL injection 
is a typical example of attacks based on the vulnerabilities. Cross-site Scripting (XSS), 
price changing attack, and poisoned cookie are other known security threats of web 
applications. 

It is a challenge to develop a unified method to validate web inputs for all web 
applications. In this paper, we propose a framework for protecting web applications based 
on the XML validation technology. We use the standard XML schema as a security policy 
description language (SPDL). Developers can use XML schema to specify the properties of 
web inputs. In the proposed framework, located between the web server and web 
applications, web inputs are first encapsulated in an XML document generated on the fly. 
Then, the XML document is validated by using XML schema. If no errors are found after 
the XML validation, the web inputs are valid for web applications. Hence, web applications 
can be protected effectively. Compared with previous approaches, our framework uses the 
standardized XML schema as the SPDL for web applications. Therefore, no any particular 
compiler is required. In addition, no any network configuration is needed in our framework. 
Legacy web applications can also be protected without any modifications. In summary, our 
framework provides a simpler and more effective mechanism for securing web 
applications. 

Keywords: E-Commerce Security, SQL injection, XML Schema, Input validation. 
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( ) (SQL Injection) 

(Neff 2002;  2002;  2002; 
2002; 2002)

SQL

ASP JSP PHP CGI Perl
MS-SQL MySQL Oracle Sybase

DB2 SQL

SQL
( )

1

1

‘ ’ 

Select, Create, Update, 
Insert, Drop, Union, … SQL

; SQL
-- SQL

( ) (Cross-Site Scripting) 

(Cgisecurity 2002; 
iDEFENSE 2002; Microsoft 2002; Neff 2002)

Script ( <Script> )

Script
<Script> 
window.location="http://www.hacker.com/steal.cgi?ck="+document.cookie; </Script> 

Cookie
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www.hacker.com Cookie

IE
JavaScript Java Applet ActiveX

ASCII 2

2

<
>

&
tab

( )

/

% 1: %68%65%6C%6C%6F hello 
2: %3CScript%3E <Script> 

Non-ASCII ISO8859-1

( )

(Scott & Sharp 2002)

HTTP (Stateless)
HTML

Session

CGI Session
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(Data Integrity)

(MAC, Message Authentication Code)
HMAC(Krawczyk, Bellare, & Canetti 1997)

<bigwig> (Brabrand et 

al. 2002) AppShield (Sanctum 2002) SWAP(Scott & Sharp 2002) <bigwig>
Web
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David Scott Richard Sharp (Scott & Sharp 2002)
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2002)

1 SWAP
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1 SWAP
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XML XML
XML XML Schema
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(Cookie) “ =
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http://www.ebuy.com/list.cgi?music=POP&page=3 music=POP
page=3

XML
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<?xml version=”1.0” encoding="Big5"?> 
<Http  
xmlns:xsi=”http://www.w3.org/2001/XMLSchema-instance” 
xsi:noNamespaceSchemaLocation="framework.xsd"> 
  <Form> 
  <price MAC=”Y”>0577</price> 
  <amount>3</amount> 
  <isMember>Y</isMember> 
  <mac>3a53fe1d995a23</mac> 
  <time>13eaf49b</time> 
  </Form> 
  <QueryString> 
  <music>POP</music> 
  <page>3</page> 
  </QueryString> 
  <Cookie> 
  <sessionID>8988991225</sessionID> 
  </Cookie> 
</Http>

2 XML Schema

XML Schema

XML XML
XML Schema XML

name=value XML Schema

<xs:element name=”name” type=”nameType”/> 

“ ”
“ ”

( )

(SimpleType) restriction
minLength maxLength (
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passwd) 8 15 XML Schema

<xs:simpleType name=”passwdType”> 
 <xs:restriction base=”xs:string”> 
  <xs:minLength value=”8”/> 
  <xs:maxLength value=”15”/> 
 </xs:restriction> 
</xs:simpleType> 

( )

(SimpleType) restriction
minExclusive (>) maxExclusive(<) minInclusive ( )

maxInclusive( ) ( age) 0
100 XML Schema

<xs:simpleType name=”ageType”> 
 <xs:restriction base=”xs:int”> 
  <xs:minInclusive value=”0”/> 
  <xs:maxInclusive value=”100”/> 
 </xs:restriction> 
</xs:simpleType> 

( )

radio, checkbox, select
restriction

enumeration select (
ccard) ‘Visa’ ‘Master’ ‘JCB’ XML Schema

<xs:simpleType name=”ccardType”> 
 <xs:restriction base=”xs:string”> 
  <xs:enumeration value=”Visa”/> 
  <xs:enumeration value=”Master”/> 
  <xs:enumeration value=”JCB”/> 
 </xs:restriction> 
</xs:simpleType> 
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( )

XML Schema (Regular Expression)
XML Schema pattern

“[A-Z]\d{9}” ( ID)
XML Schema

<xs:simpleType name=”IDType”> 
 <xs:restriction base=”xs:string”> 
  <xs:pattern value=”[A-Z]\d{9}”/> 
 </xs:restriction> 
</xs:simpleType> 

( )

XML Schema

<xs:simpleType name=”nameType”> 
 <xs:restriction base=”xs:string”> 
  <xs:pattern value=”[^’”;<>%]”/> 
 </xs:restriction> 
</xs:simpleType> 

( )

XML Schema
MAC 2

price XML Schema (macType )

<xs:complexType name="priceType"> 
<xs:simpleContent> 

<xs:extension base="xs:int"> 
<xs:attribute name="MAC" type="macType" 

use="required"/> 
</xs:extension> 

</xs:simpleContent> 
</xs:complexType> 

XML Schema
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( )
( )

3
XML MAC XML Schema

Apache Filter (Apache 2004)
IIS ISAPI Filter(Microsoft(1) 

2004) ISAPI Extension(Microsoft(2) 2004)

(1) XML
(2) XML XML

(3) MAC MAC
macType MAC
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(4)
(5) Cookie HTML HTML

Cookie MAC MAC

(6) MAC MAC MAC Cookie HTML
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J2EE
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timestamp 5
MAC timestamp MAC
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XML Schema XML Schema
XML Schema

XML 
Schema Web XML 
Schema XML Schema

(1) XML Schema HTML
Web 

(2) Web 
XML Schema
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XML Schema XML Schema

XML Schema
XML Schema
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4 XML Schema

XML Schema
Java

Tomcat Tomcat Java
Tomcat

Tomcat Java JSP Servlet
JSP Servlet

ASP PHP CGI Apache
Filter IIS ISAPI Filter ISAPI Extensions

Java Servlet Tomcat
(filter) Servlet

XML JAXP 1.2 (Armstrong 2003)
XML Schema XML Schema

SAX MAC HMAC Java JDK
MD5(Rivest 1992) HMAC Windows 

2000 PC PC
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50~70 ms 60 ms
30 ms

(test cases)
XML Schema

XML Schema

XML Schema
MAC MAC

3 3
XML Schema SPDL XML

HTTP SPDL
HTTP

HTTP SPDL

HTTP
XML

IDL
XML

IDL IDL

Apache Filter
IIS ISAPI Filter ISAPI Extensions
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3
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XML Schema
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Web Web
Web

Web Web
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