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A Study of Network User Behavior Based on the
Network Traffic Flow
—A Case Study of TamKang University

Ming-Dar Hwang » Chen Cheng Hung

Department of Information Management, TamKang University

Abstract

Based on the network traffic flow data, this study will analyze the network user’s
behaviors. Currently, most of the traffic analysis reports are mainly based on the Cisco
Netflow data only, which will categorize a lot of services belonging to ‘others’. Therefore,
we use a different approach and design software to collect data. Our approach, combining
Netflow data and packet-sniffing, will reduce the percentage of ‘others’. TamKang
University campus network environment is our study case.

Our study has the following findings: most of the network bandwidth is used by P2P
software to transfer the files, approximately 34%. Among the P2P software, the largest
service item is the eDonkey, approximately 24%. Most of the traffic in each group is used
by only a few users. The behaviors of the broadband users are significantly different than
the narrowband users. To download the files is the major purpose of the broadband users,
but the narrowband users are used to get their Emails. The files with the video files
extensions of dat ~ mpg ~ avi and with image file extensions of iso ~ mdf -~ img are the

primary file types transferred by campus users.

Keywords: User Behavior, Netflow, Network Traffic
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, MB 1= | Fk % | KB | & | % (B 0)
T4 [SMTP| 15 |0 (340 O [0 /395 49 (268 0 [0 00:00:14
F i | FTP 13 |0 (348] 2 |0 |256 8 1460 0 | 0| 00:00:07
TN (POP3 | 13 [0 (349 0 |0 (463 103 [186] 0 | 0 | 00:00:06

ARG EI R B A BHATH 3 4 0wk 6 K3 44 eDonkey & FTP-DATA -
HEk 5 Rk 6 T FH(EHBB)VERF L W@%B4IT5 % TH(ADSL - Cable)
FRERRE - RAEAZOBERREE > @ FHEEA H AKE Email & = -




176 BAEES8R £1+=-8 BTH

6 ! R ERT 10 XEEABNBERE X/ NEEITH 3 &
RE XD kB PR | RBERRM | e

o o = oy 2 5 : o g 4. B A4S -
B %A :ﬁaﬂﬁb&y T;/[i; % |pe ii,; % | A %J_ o il; % (B;é;}ﬂ:‘l?})
eDonkey |315373|10.49| 2 [12,260(32.97| 1 26(339 | 1.13 | 5.56 | 00:00:07
ADSL  |Others 142370] 474 | 3 | 1,284| 3.45| 5| 111|179 | 0.34 | 1.66 | 00:00:22
Napster  |136349| 4.54 | 4 113| 0.31] 39 {1,201 66 | 0.02 | 0.11 | 00:00:17
HTTP 436935(14.53| 1 | 4,645(12.49| 2 941196 |11.79|58.04| 00:03:39
¥4 4% |FTP-DATA (108183 | 3.6 | 7 123] 0.33| 37 | 878| 73| 0.1 | 0.48 | 00:01:07
SMTP 20758 | 0.69 | 27 2481 0.67| 21 841|205 | 0.03 | 0.13 | 00:00:09
eDonkey |132008|4.39 | 5 | 4,246|11.42| 3 31{319 | 0.42 | 2.05 | 00:00:08
CABLE |Others 82143 | 2.73 | 8 454 1.22| 10 | 181|141 | 0.14 | 0.69 | 00:00:26
FTP-DATA | 68308 | 2.27 | 12 40| 0.11] 69 [1,709| 54 | 0.01 | 0.03 | 00:00:14
eDonkey | 80150 | 2.67 | 10 944| 2.54| 6 85(204 | 0.11 | 0.57 | 00:00:10
TH# A |Others 40556 | 1.35 | 21 170| 0.46| 29 | 239|118 | 0.01 | 0.06 | 00:00:05
FTP-DATA | 15130 | 0.5 | 33 11| 0.03|105 [1,369] 64| 0 {0.01 | 00:00:17
Others 81102 | 2.7 | 9 70{.0.19| 52 [1,163| 67 | 0.01 | 0.03 | 00:00:08
i A |FTP-DATA/| 44420 | 1.48 | 17 7] 0.02]| 125 |6,466| 21| 0 |0.01 | 00:00:14
' FTP 6400 | 0.21 | 64 3] 0.01]184 |1,871| 52| 0 |0.01 | 00:00:29
Others 77527 | 2.58 | 11 410 0.11] 68 1,882 51 | 0 |0.02 | 00:00:09
K% % |FTP-DATA| 43463 | 1.45 | 18 5| 0.01]150 8,583 14| 0 |0 00:00:10
eDonkey | 6027 | 0.2 | 67 48] 0.13| 65 | 127[167 | 0.01 | 0.03 | 00:00:09
Others 67663 | 2.25 | 13 871 0.23| 43| 778| 79 | 0.01 | 0.03 | 00:00:06
#H A |FTP-DATA | 44551 |.1.48 | 16 6| 0.01]143 {7,991| 15| 0 |0.01 | 00:00:24
eDonkey | 12577 | 0.42 | 41 321| 0.86| 15 391|295 | 0.03 | 0.16 | 00:00:08
Others 47208 | 1.57 | 15 219| 0.59| 23 | 216[123 | 0 |0.02 | 00:00:01
AL A |FTP-DATA| 40981 | 1.36 | 20 19| 0.05| 87 |2,152| 47| 0 |0.01 | 00:00:08
eDonkey | 19554 | 0.65 | 30 | 1,495| 4.02|. 4 131422 | 0.1 |0.52 | 00:00:06
Others 42488 | 1.41 | 19 85| .0.23| 44 | 498| 94 | 0.01 | 0.03 | 00:00:06
% %  |FTP-DATA| 19742 | 0.66 | 29 3| 0.01]215 |7,809| 16 | 0.01 |0 00:00:18
eDonkey | 13632 | 045 | 35 466| 1.25| 9 29(324 | 0.05 | 0.24 | 00:00:09
Napster 24709 | 0.82 | 24 6| 0.02]138 |4,156] 29| 0 |0.01 | 00:00:39
# & = 47 | Others 22527 | 0.75 | 25 296 0.8 | 17 76217 | 0.27 | 1.31 | 00:01:17
FTP-DATA | 11104 | 0.37 | 47 7] 0.02] 123 |1,554| 59| 0 |0.01 | 00:00:14

RTLHEHARMERIPEEATYWEALF R RATAERLRFSNFAR
EHRA G VRGP RN - BREGHEZREE/TFHRE) e L FANE
RABBMAERIN L LA R FEEETHEAN FEIPAZEGERE  #AH

FFRE

% -
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7 FEHERMER IP AR B RA/ FHRREL/ B RABMEIRE EREHTH 10 8)

HanS— | RXB—| ___ | FAan
WAE |IPawAg| Paw | ORE | BB IP -
B4 % y BUHAE |G| E g
(R4:MB)| RXM | AEH | 5.0 5 H#
(¥45:MB) mﬁé%($h') ﬁ&ﬁ s
: (B 4:MB)
P 143447 | 75,807 | 52.85 560 84 | 256 5.149]9.19
BE#% 158,555 | 51962 | 3277 363 100 | 437] 3.069|8.46]
R 15235 | 13130 | 86.24 303 92 75 1.519]7.48
X Em . G| 21,550 | 18423 | 8545 205 100 73] 2,171]7.35
Y Y 45134 | 39492 | 87.50 765 100 59] 5.15916.74
Goit A 42620 | 38577 | 9051 836 176 51| 5.397]6.46
BB 1,720 1.655 | 9622 400 100 23] 2521630
TER 110318 | 59,298 | 53.75 927 100 ] 119] 5.728]6.18
eI 83,068 | 80920 | 91.89 | 1,957 100 45] 12,056 6.16
B A 20470 | 15,248 | 74.46 330 100 63| 1,949]5.90

e FTP 38 R8I & 43t £ (K 8) > dat > mpg ~ avi ¥ S BB X EH T S
AZFy3ME 4T RKROHDMWATNW63% - HITREF MIV - HEF S HEEE
A% LB EEF G - @ iso mdf > img F % A LR BRAHAE 0 BEATL AW 10 &
o B EEREEKN LR RABRKGMBE - AERREE ATHE 235 zip
B oexe m BRI RBEBEREANZRS  TARABKXN TR T5—RERHF
4y FTP 38 8 -

&8 : {EH FTP BEREMETAT 10 R(IKFIEREF)

. (L& N 8y kB PRIk
. B8 MB | 152 8% | FiE | B R | 152F% | A | B4 KB | A&
dat 189,096 31.42 1 3,315 2.78 9 57,039 7
mpg 145,084 24.1 2 3,959 3.32 6 36,647 9
180 58,233 9.67 3 2,775 2.32 10 20,985 11
exe 56,975 9.47 4 23,229 19.46 2 2,453 | 67
avi 42,525 7.06 5 1,347 1.13 14 | 31,575 | 10
mdf 18,990 3.15 6 89 0.07 50 | 213,846 | 2
img 15,426 2.56 7 126 0.11 42 122,620 | 4
bin 8,450 1.4 8 111 0.09 46 | 76,124 | 5
mp3 8,212 1.36 9 4,307 3.61 5 1,907 | 71
zip 8,068 1.34 10 | 31,191 26.13 1 259 | 110

A HTTP R#AEHATAH 10 L& L T (R 9 KMTRERF FIP 4877 10
LR O)ABRKGTEE -HITP EMAERZ A E 4 jpg B4 - 3L kE zip - exe
ratr FRARKXE  BLAS A S BB Ed m - wmyv Z mp3 & FTP &3 E R % ¢4
AH BB SRR A RS -
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ENEIREW

£1-% M

AR R # o RO  FTP 4835 64k #k HTTP » 4% % - @ HTTP A B k47
BEHERE  RPEHRIAENDAFIP - TR » FIP ML AETR HA

B RZY VI ARTA R R » @ HTTP :%'H”“Zﬁ;zﬁxmé’]"ﬁﬁ Bl A d KE 8
e N

%9 F

teE o TikE o

=9 EHHTTP &

A =
ﬁu/ﬁi

RETRT 10 B(KEIIEREEF

)

BlA% 4 rar 0P KA KB BRAE C MR SAERME 0 TREH&K

13 2 ¥y Ko 1o 3k R P35 KR
= BMB | 2% | B | Bk | B2E% | B4E | B42KB [ BA

ipg 40,839 18.9 1 2,899,947 | 15.65 2 14 74
zip 25,170 11.65 2 104,387 0.56 13 241 49
exe 24,392 11.29 3 175,875 0.95 12 139 60
gif 18,042 8.35 4 18,376,234 | 45.21 1 2 90
rm 11,964 5.54 5 68,677 0.37 14 174 54
Wmv 11,962 5.54 6 18,111 0.1 21 661 7
rar 10,773 4.99 7 12,604,801 14.06 3 4 86
mp3 9,031 4.18 8 27,446 0.15 17 329 39
swf 8,722 4.04 9 269,004 1.45 9 32 68
mpg 8,341 3.86 10 12,636 0.07 25 660 8

f£1& 7 eDonkey 1% &4

LERS

14 % &3t £k 10) > mpg ~ dat -

avi £ 5K X &

WTH 3 L 45T K#2 R eDonkey KB oy 2% - ik 8& K 100 AMTAER
eDonkey * Z1&#58 B FTP TR E I F MM - @ A1EIHK
FTP - f& 5% eDonkey # A MFTP # & X &4 I % -

RECE o FORBOARE R A

10 : {HFH eDonkey {E# /R ERETRI 10 B(KBIEREER

)

iix A ELET FHRNIK
ML . SRy —= :
VEMB | 52%| Ak | BEk [HeH%]| k| BEKB| Fi
mpg 210,220 29.84 1 15,924,865 | 29.48 1 35 37
dat 189,921 26.96 2 2,895,822 | 14.4l1 3 66 26
avi 107,590 15.27 3 15,675391 | 28.24 2 19 51
bin 42,084 5.97 4 12,057,362 | 10.24 4 20 49
iso 29,051 4.12 5 591,008 2.94 6 49 30
rar 25,330 3.6 6 861,931 4.29 5 29 41
img 22,124 3.14 7 551,403 2.74 7 40 33
mdf 15,677 2.23 8 119,666 0.6 12 131 14
nrg 14,954 2.12 9 171,976 0.86 9 87 22
zip 14,498 2.06 10 | 362,211 1.8 8 40 34
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@7 FTP » HTTP & eDonkey 4 & 3% £ R DI L BT R A (R 1) T4 T8

B AR RREBRAE S o BT L0 HRAT 60 BUAE £ L EAE T AEA A R KD 00 85% ¢

x11 . B R EHEK/NBETH] 10 Z(HTTP + FTP+eDonkey)

. R K s 185k & 3 kR
= BMB 2% | | Bk | B2E% | FE | B4KB| B
dat 380,222 25.15 1 2,901,037 7.55 6 131 68
mpg 363,645 24.05 -2 5,941,460 15.47 2 61 80
avi 152,674 10.1 3 5,688,834 14.81 3 27 86
150 87,285 5.77 4 594,117 1.55 11 147 66
exe 82,947 5.49 5 256,108 0.67 18 324 45
bin 50,534 3.34 6 2,057,473 5.36 7 25 87
Zip 47,736 3.16 7 497,789 1.3 14 96 74
rar 42,170 2.79 8 3,467,946 9.03 4 12 95
jpg 41,532 2.75 9 2,901,864 7.56 5 14 93
img 37,550 2.48 10 551,529 1.44 12 68 79

— - $hEm

. REHRFHRE )M KRLEBHMERRAL  AL42 LB H 73.37%5 %% .

N

[SN]

N

w

N

Email 2 66.50%% & % # (L2 M) - B4t B # 2 40 RF 8 A 0k st o 2
i 8 2 48 78 B AT B B4R % & i 20% (& 3 + HTTP+SMTP+POP3 ) -

. KRB RFT R 2 MR R e EE T A B — A2 AE %3t Others Wl B E 0 M A

BRUASR T K LR B R RER > TH 30 Others R EMRIKE 25% 4L & - 3RDG
AEEBER — Rt kA% 4s B A Netflow & £ 5 EARB 50% K EH % -

. HEHA LA L 0 A eDonkey HHRMATIE AR KR - AKRK L4 » eDonkey 4%

MR EBE TN 24%  HATEAZHKKREAR -

CREEE RATAPEA 0 P AR HA - KA HE - TP R

EREHE FRABEMBALREN 30%  THE T0%FHH  HE - IP AR K
HREARBEEBEEY T0%(E 7)) BRATRAFSIHATHERARSE - Bt
KERWERLERNE -

. HTTP 4= FTP @35 164 B % R Fl 0% HTTP @07 X 2L 8195 4 45 4048 Tk 4 -

R SRR EPTER - Rk FTP 87 X » LaliE 2150 Tk A%
RABZEKUETBREEBEAPER (A8 %9) -

CRSEAE R E VAR AT A E B o KA T R B E AR A F O
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7.

8.

1.

2.

3

4,

B

~

o]

15 (POP3/SMTP) 48 42 Al B & & © o EIA 18 A # 1% eDonkey P T & S(%K 5
% 6) -

RELKBEMBEF PP BB >ZRESETREBR BT E 34%E & - ke F A A
%69 P2P B AR B ELHBERE (O -

EEY  ZHBEEERLERIEEMES - 314 LA dat » mpg > avi FFBAE S
FTP % eDonkey M #i ¢4 xR KB H - MM TH A 24 RHEARBEHKEBO LR LE1F
HBERMAEL S —EETEAED o T RE@IEAE A JE L0748 R0y ) 3 R
18 ©

- EBEE
AFRAEHZERIRE TAERIMBARL LR  AARLERARLEH R
Bl o RRTHHERFEZE  wiRFTRAERMBBENEZITHER -

A RPTHZ EH R E F R H C4¢ Others MK E 25%A A& > A REERM -
B AR BT R T A ey B AT o

ARG TRAL T RMZAEL  EEHIREEIH 0 KR THEEMER
AAESH  HARBEBRERNEITERGIRT 8 -

A REFELABEBEARRAFATLHIRF BREFRFH TS EH S TERW T AT
HMERNFR -

C REH PR EEBEFRSTE AAREEER FwAkE - 711 B R

86 °

AR VRIS R X AT R K T AT R AR
X RESIF6A -

FI4E5E "B AHEFARBRA R PR AERE L NG LA LA LR
RE 89 %67 -

ARTL "AREHARLAB AR AR T ERT LR T T TRH LA
xS RE 90 HF6 A -

- R CHABARERATAEIZMSH SN BLREXETARERRAA LR

X REIOEE6A -

BAbit o TREB AT T RBRERABEAZZEARK B P LR S ERE R
FEPTAALHX  RE 88 E6 A -

RUEE VX flow AR#ZEBABATENIN B RBXEERERHA R
Pt X RE 86461 -

HEHGR TR B AR

http://www.edu.tw/statistics/service/s210190.xls » E B 92 5 o



g RELMBIBEREITA—IIXREAN 181

9. HEHHKIR  "TRKEANMENALTLERBEIHRES
http://www.edu.tw/statistics/publish/time- arrange.doc » & B 92 5 -

10. % F A NE > “& B 2H4MEK”, http://140.111.1.22/ tanet/ » B B 92 % -

NEFHREE P "EH NEARAELT 247 http:/nnstl .moe.edu.tw/ » R B 92 & -

124 E "HEAZEASAHNCBERIETA ARLZRETALEARIAL
wx o RESTHG6A -

BEEARBLEHME - WX Hitee 7 2002 FoedEBERAT"
http://survey.yam.com/survey2002/ index.html » &, 92 o

4 ERR "TRBEHEREERRSANH T EZ A" B ¥ EXPTHRIAZHRAA
+@mxc RE 8 F6A -

15.Cisco, “Cisco I0S NetFlow,” http://www.cisco.com/warp/public/732/Tech /nmp/ netflow/
index.shtml, 2003.

16.Dug Song, “dsniff,” http://naughty.monkey.org/ ~dugsong/dsniff/, 2003.

17.MetaMachine , “eDonkey,” http://www.edonkey2000.com, 2003.

18.MySQL.com » “MySQL” » http://www.mysql.com/, 2003.

19.R. Rivest, “The MD4 Message Digest Algorithm,” ftp:/fip.rfc-editor.org/in-notes/rfc1320.txt,
April 1992,

20.Rafal Wojtczuk, “Libnids,” http://www.packetfactory.net/projects/libnids/ , August 2002.

21.Robin Sommer and Anja Feldmann, “NetFlow: Information Loss or Win?,” Proceedings
of ACM SIGCOMM Internet Measurement Workshop (IMW'2002), November 2002.



