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Abstract

With the maturity of infrastructure such as cash flow and logistics, the booming
development of e-commerce is obvious to all. However, facing such a large transaction
amount, it also attracts many fraudsters to join e-commerce. Among the reported cases,
online auction fraud undoubtedly forms a large proportion. Although a lot of detection
methods have been proposed, the detection accuracy for the ever-changing fraud
scheme still needs to be improved. To solve this problem, this study adopts the model
fusion concept to develop more effective fraud detection methods. First, we analyzed
the effectiveness of a single model in different test sets, and found that when the ratio
of fraudsters to non-fraudsters is unknown, it is difficult for a single model to be
effective. Secondly, this study uses different types of training data to explore how to
generate a detection model that is beneficial to fraudsters and normal traders. Finally, a
variety of models with different characteristics are used to integrate multi-stage
successive filtering and balanced filtering to improve the overall performance. To
verify the effectiveness of the proposed method, we use Yahoo! auction transaction
data to conduct experiments. Compared with single detection models, the successive
filtering and balanced filtering can improve the detection accuracy and provide more
stable results. When using successive filtering, the precision of each stage can also be
analyzed to enhance the practicability of the results. In addition, we found that changing
the characteristics of each single model has a limited impact on the performance of the
multi-stage filtering process. In summary, the proposed method can actually help
improve the accuracy of fraud detection and provide a safer trading environment.
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F 30 R e TR bl 2 ORIHCR R TR TR 2 RS %
8 RIHCA) Test Set(F:NF=1:8)

Model(F:NF!) | Accuracy | prec NF [recall NF| prec F | recall F
Model(1:1)? 0.863 0.973 0.864 0.512 0.856
Model(1:2) 0.908 0.959 0.932 0.656 0.764
Model(1:4) 0.927 0.950 0.965 0.773 0.698
Model(1:6) 0.927 0.940 0.978 0.826 0.628
Model(1:8) 0.930 0.937 0.985 0.878 0.602

"F:INF & F & ¢ FraudGroh¥ #)% Non-Fraud(® ¥ ) 4 £ fe2 v+ i
2 Model(l.l)%« 7 FENF=1:1 et 5] & 2 2 3" R ke = 03]

3 prec(precision):## & , recall: z. w &

PUAREIMODEL(F:NF)EHIA F & BRIz &R &2
TEST SET(F:NF=1:8)

=—— Accuracy prec_NF recall_NF prec_F ===recall _F
1.000
0.900 —— v v :
0.800
0.700
0.600
0.500

MODEL(1:1) MODEL(1:2) MODEL(1:4) MODEL(1:6) MODEL(1:8)

B3 7 ot b 2 T Rl B (FINF=1:8)2 i jp| X

PR > % H - A A QORI  F e T AR ]
BEAMETEL > B8 5 B2 PHFEZHA > RS R Ry - S22 ok
05 R ORI ZE A 0 T KR LR B AR B et A T AL 0 e te B R 0 R
Alermiy o T AT iR BB A 3 4pk 20 1500 £ % ks VREEPRIER 2
FINF=1:2 > 2" &2 plse TR 8 5 2:1 - 247 2 * Random Forest, AdaBoost,
Decision Tree, Multi-Layer Perception ¥2 Nearest Neighbor % ¥ — &2 23] » A&7
Fivshy &0 ¥ Fpert T (ENF)EHC > &85 # R pci v RBGFS ie A) - 2
¢ > 12 Random Forest HoA £ B E o F)pt 2 T #2 Random Forest A %] 48430
B2 NFF=1:5,1:3,1:2, 1:1,2:1,3:1, 5:1 550 300 & 460 Rl s it o 2
24z g% v g R RS L 21 2 #0350 (0.869) 0 AL ¥ (NF)
SRESHE (B2 Rl RT3 PR AL 2 Z R
MHFFNHA 5 > 5 FENF=5:1 pF o 228455 &F 2 H A
(prec_NF=0.977) - % F:NF=3:1 p¥ > prec_ NF 1% 3 T *4(0.959) » v . » ¥
23 0743 0 BEa S o #ﬁﬁvfﬁ;m@‘—)ﬁ“;ﬁ% F 2ot B3 4o @ 3
be o e w KRAE 2 o

2) _:;?J'Efﬁﬁu f (F)m % > % FENFL:5 peo> BRI R ¥ £ 0.900° % F:NF=1:3 pF>»
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i

prec Fe2® 3 0882 fv 2z w F(recall F)$£ = 1 0.693 o iz P 4 ¥ Fif
VT 3E 5K il R R (prec F)SEF NF et bl e e - L 2w
FRF 2 o
Rip bz @ % 2 pFRmEy A2 283 25 2 REFF - Fi G 2ad
g R {6 L B e B o

%4 3% NFF fievt ™ % 42 1 Pl % (i * Random Forest ¥ %)

R Test Set(F:NF=1:2)

RandomForest | Accuracy | prec NF |recall NF | prec F | recall F
F:NF=5:1 | 0.768 0.977 a| 0.669 ,| 059 .| 09694
F:NF=3:1 | 0806 | 0959 i| 0743 i | 0644 1| 0935!
F:NF=2:1 | 0829 | 0943 0.793 0.686 o.903§
F:NF=1:1 | 0862 | 0910 i| 0881 :| 0775 !| 0825
F:NF=12 | 0869 | 0877 0.934 0.848 o.739§
F:NF=1:3 | 0867 | 0.862 0.954 * 0.882 * 0.693
F:NF=1:5 | 0849 | 083 | 0966 | 0900 | 0614

e S ORI ORI HEG G R B G kB S L B G
RAE> T AAe- B Eeapes st
(1) - 4p e 3" E > 172 B 5B Y 2 % (40 J48, MLP, Bays Networks, Random
Forest )& 2 % & W BIH-31(5% B 4(a)) °
(2) - ERIFAL > A g S LB HCE mﬁﬁj I mREE A A R
B (5% B Ab) -

148

oFusion

NF:F=2:1

(900%)

Bays
Network

Random
Forest

Multi-Layer
bl E ey = Perception

(a) &= H - #3) (b) 2 = g & -3
B4 e RIS > 2

daa g E ek AR e g f AR O (7 B FNF Rl
P BRER LT R) o F R E SR Em AR FS S R e g T
A4 BH - AR E DR A(SF AS 2T aRTH) Tl AT R S
KA SHAEH FENARRE BRI LA PHBLEA 2 BE A

» 2

1 3N 4y 1 “P_g °
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Z A e AR 2 5 B R Y RIRCE

Jﬂ% ipfpm"\lfa’?ii * e nlﬁp—} flest T o Fe g giﬁ-j-/,,\;\ﬁﬂg = BE ¥
TR R R o Tt 0 AT I SRR ok S S s
P RS 2 A #&iz 4o 2T 48 0PI (MI~MS) > B e

25 AT HARERRY 2 LBE - {0

A A SN R A gk *ig
Mi F:NF=5:1 ¥ Non-Fraud £ 7 % Bl & For | uE K
M2 F:NF=1:5 ¥ Fraud £ 5 % @RI A MR R
M3 F:NF=3:1 # Non-Fraud £ 7 #.% R & R
M4 F:NF=1:3 ¥t Fraud & 3 .3 W PI#H A CEEREI RS ;F,E;FV—F‘]"
M5 F:NF=1:2 ¥t Fraud,Non-Fraud % 3 3287l a4 | % 30251 § 4 &350

(-) @ FRpiE

%3 B S5(@) AETHDZ G- B "éﬁi_‘ ORI B E (Successwe
Filtering) » % &% & 7 B 7 b #F 2 #3(MI~MS) » ¥ 13?/?14"5%{ acc & {7 g 18
i) ﬂ#“‘ HERAE G AR AR 1‘%‘-}?. PRI R o (F2 L.‘:mv‘b.%{zr"f
(%% B 5(b)) :

() Mi 2§ 4 (NF) 2§ 5 2 B4 & 710 7 & %3?5?'1 g acc *+ M1t
2% 5 3 ¥ H(NF)» -3l 4e 0 NF_List 5 & 0] - 8 2ot > et
(A fb-F)»\/? |33 (M2) °

(2) Mz 13055505 (F)2 §  AFRTER] > F1 R &30 Mo ikt ipl 5 oo o o
#-H 4e 2 F List 3 & & 1R o 5 2540t » RIETT - FFEZREM) -

(3) M3 3¢ & % 3 (NF)2 (LRI Rvk 150 My 2 &5 B 2 2w 5 » % acc
AEHHE o VIERABREEPE o H(DIFF 0 F ace 3 MaRH[ L5 1

% (NF) » %33 4 » NF_List % % & 8] - 3 Rl %2 57 - fFfi2
Bl3EMa) °

(4) Ma $30 38505 (F)2 (LRI R g M0t Moo 2 5§ B 2 2w 5> 3 ace »
PEHhE 0 TR M A E S € 0 F ace 3T Medk 2| «LFF;‘aFu f(F) > -4
e F List 055 & R > 3 RS FRET - FEERZBIEMs) »

(5) Bis > dodk R iz jw iRl ace 2875 0 Bl d Ms BT {82 L (Ms 2 1
RIpeae s T $ TR f gy ’F‘]’Jl' BEFHIRE) -

Z) TENER
Pt g BEGEHEY ZH AR DR iR Fur T2tk ELA S (F
& NF)e #5a o % Mig2 Ma &t % M3 22 Maz 2457 Jp o ¥ i FERGE2] 0 Tt o
Py -ﬂ:}fﬁ“"—‘l?}?‘tﬁ,}@/z’ bﬁi—ﬂ”ﬁ I ReE B F S RO e
Fhhm 2 1 R AR I 2 ﬁ;%ﬂ%ar%} 6 77 B ¥ P

#
¥
F
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a)ﬁﬁw%%amﬁwiﬁﬁHMmmﬁ%’k%@Nmﬁﬁ#ﬁﬁj$ﬁ
iW@%ﬁﬁNﬂ%?%%%ﬁ' §ORIH R )T MR 0 A bR A M &

M & {7 op M1 22 Mo 2|t % 4p 2 > |72 ¥ acc 2 8 B i dl - R4
AT i g.fié%‘a%?@fﬁ ~ FFEC R o
(2) Bt FEE > P#-acc d M3 ¥ Mg e pFig {7 2] 5] > H 4728 M, M2 2 18 #
il
(3) B td » - Mi~Ma 2 A 552 1EBL 2 0 M5 38 7 318 2] 2o
AT A A TR iR B s R z@’# 3 4R BT
do il 5 A R IEE B 0 2 ?%“gt‘*#fw BRI o Fikd AR

NS R
RN AT R B AR 0 H ki %’én‘o

procedure SuccessiveFiltering

input Mi~Ms: #-3 & &
TestSet: #ptERLE &
F: Fraud, NF: Non-Fraud output F_List: 55 A4 2187 5 37 5 (F)2 1R 5L
Mi: i-th detection model NF_List: &% 5 4% 2 %7 5 ?‘;%sﬁ;—%‘f (NF)z_ & 55
begin

Test case (acc)

// F: Fraud, NF: non-Fraud
for each account acc in TestSet do
if (M1.detect(acc)==NF)
/I % M 2%7acc 3 NF, { #3# £+ 5 NF
NF_List.add(acc)
else if (Mz.detect(acc)==F)
/[ M2 2| %7acc 2 F, #2457 5 F
F List.add(acc)
else if (M3 detect(acc)==NF)
/1 Ms 2] %7 acc 5 NF, i{ #-H &7 5 NF
NF _list.add(acc)
else if (Ma. detect(acc)==F)
/I Ms2|#5acc 2 F, { #2457 % F
PR AU — . L SUR. , F_List.add(acc)
report acc as report acc as E else if(Ms detect(acc)—NF)

NF (Non-Fraud) F (Fraud)
““““““““““ ! It NF_List.add(acc)

else
F list.add(acc)

end procedure

(a) it % Hin A2 ) (b) 1§ iRl A2 2 I £EAS

B S:EH iﬂzﬁé?s‘@;‘[a@ﬁérﬁﬁmé il
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________________

F: Fraud, NF: Non-Fraud
Mi: i-th detection model
di: the detection result of model Mi

Test case (acc)

M1(1:5)
(for NF)

report acc
as d1 (or d2] !

————————————————

report acc
as (d3 or d4) |

report acc as

——————————————————

report acc as

procedure BalancedFiltering

input Mi~Ms: #3] # &
TestSet: #p|tE gL &
output  F_List: &5 42|87 5 3¥ 50 H (F) 2 R 5L
NF_List: %75 4 2 87 5 37 504 (NF)2 6 5.
begin

for each account acc in TestSet do
d1=M, detect(acc); d2=M; detect(acc)
if (d1==d2) {
if (d1==NF)
NF _list.add(acc)
else
F list.add(acc)
}else {
d3=M; detect(acc)
d4=M., detect(acc)
if (d3==d4) {
if (d3==NF)
NF _list.add(acc)
else
F list.add(acc)
}else {

NF (Non-Fraud) F (Fraud) if(Ms detect(acc)==NF)
T ' [ NF_List.add(acc)
else
F_list.add(acc)
}
i
end procedure
(a) 1 iRIZE Hin A2 ] (b) 1 BlnAE2 b KA

B 6: TGN Bk 18 iE'J'}”L%i

B.AREE

AEREAF LR E 2 ordE 0 A Yahoo!dp f Bk B LR E L)
HoA) £ B P Jf*snj iR o %

TR 7RI e &

P R AR R AR
i\xru BB R 7 e R Kk

’“‘i—g

|
’

FARK L

AETEY 2 /*’c ¥ (Changetal. 2020)*7 % & 2 Yahoo!4p § F

B B4 15 H

3
ard

2E
ﬁ]__.lé? ﬂi ?IJ}7 ”5/?]4% l—L sF
B2 5 AR XS A
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7 1500 BreEL2 2 5 T4 > H P %’r%—*ﬁ » 500 = & ¥ ¢ 5 1000 =(+* b
212)e FiiTFE &R L AEH P 1000 £ s 2" HE (333 fié%,%‘ﬁ ~ 667 =i ¥
—*F‘]’) 1500 £ ik RplE (167 l_‘l‘éffﬁﬁuﬂ ~333 = ¥ ’*F‘{)" ?56653‘* v € RIRATR DE
FEEAD Gl &7 PF R E o blde o FF 22 FINF=1:4 2 B RIHA] > B € 1
1000 £ "R F AL P SEH 4 B~ 166 1> ?%%—*ﬁ’ BT 667 i ¥ ‘ﬁ,é_f‘_%\' DRE o7
SEEIEL 10 Pk T FALER BB G NERL o F (P
*EE Y Keras I8 EE Y 2 > #fe & Python K¥ER -

% 6 1 8% 42 (Confusion Matrix)

Predictive Classes
Classification
Positive Negative
Actual | Positive True Positive (TP) False Negative (FN)
Classes | Negative False Positive (FP) True Negative (TN)

% Lbﬁigﬁf_ﬁﬂllg\;—% EREAE ST VRN - -~ L ,_’—fj%ﬂlﬁ;}%*ﬂ(g'&

&
7
RET 3 )0 2 4 6 2. 2x2 R % 4B (Confusion Matrix) » Bk A #5 58 & &

7 Positive £2 Negative = f(Positive ¥ & £ 383 il ] ¥ dREshH ) d &7 ¥ 40
DI W E R F N=TP+TN+FP+FN > H ¢ 4L & mrig 1 B #3 TP+IN > F]pt
A Zﬁﬁ % e Fr & (Accuracy) ¥ & & (TPHTN)/N e "f U TR S o - N )

A 24 # & (Precision) 7. v & (Recall) = f& #F] % o 12 Precision(Positive) % 7 & 4 #f
"'J u| & Positive en% ¢ > £ 5 % % B i % Positive 2 +* & ; @ Recall(Positive)
W27 RIRETARE? 273 B E b A8 B dant § o B E T b > Ap B

a3 ¢ 7 ¢ * F-Measure &2 MCC(Matthews correlation coefficient) % % L4 #f

B eh4F & sTiy o F-measure F PF 5 ~ 3 % 4 #f 2. precision ¥ recall 5 ¥ > &3+
B = B % e o 358c(harmonic mean) > H B H-€ 4 20[0,1] AXdRIT 1 5 e
MCC p = B+ £ Positive ¥2 Negative #f W] enid Bl %> FIL B * { 5 B iZ-MCC
B AL F o AT 1 £ A SRk AR o

IR
1=

?H*m

Accuracy = (TP+TN)/(TP+TN+FP+FN) = (TP+TN)/N
Precision(Positive) = TP/(TP+FP), Precision(Negative) = TN/(TN-+FN)
Recall(Positive) = TP/(TP+FN), Recall(Negative) = TN/(TN+FP)

precisionXrecall

F — Measure = 2 X —
(precision+recall)

TP xTN—FPx FN
/(TP + FP)(TP + FN)(TN + FP)(TN + FN)

MCC =

S~ 5 HERIRE R i 2 ki Rl

AE R RE - B B R TS RE 2 '%”5 Blrcas o H P o
G Tl B RE 2 M3, M4 53] ¢H(i2 * AdaBoost ¥ H0) 0 H 4rer HE3 50k ¢
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Random Forest i 2 /% o 24 & BHA|FF > BRFH 2 853 b2 g

4T

7 AR RY 2 SRR S S UERE S CE U
) R B BE A ] e gtﬂ (18) B K ¥R (B)
M1 F:NF=5:1 333 67
M2 F:NF=1:5 133 667
M3 F:NF=3:1 333 111
M4 F:NF=1:3 222 667
M5 F:NF=1:2 333 667

8 H i H - WA s ERE T RNE H FINF=1:2 ) ;é% 7_ 18
"E'J..“H:% o H ¢ » Model(m:n)7| 5 & * B - 712 pligs » fed 20 g2 F Loy
BIRRE DT pe o Flpt ot TR E R H ooy Average(Slngle)ﬂJ)

d &0 T gl AR E o B8R (Model(successwe)) Brr % B B
(0.871) » T =3¢ i ;P2 (Model(Balanced))=x 2. (0.866) » ¥ — A& i€ o § 4 £ 1
Pl2E2 %8 %‘\ 3 » (F-Measure ¥2 MCC) » ¥ #F I FiBipiz 2 2 17 2 & &

—\
o

i

=

(

R R -

ﬂl&mm - HA2Z S FIR(MCC) ik B 3 o2 Foflpe s 24 < g

611~ 05) d gt v oA L_/?JF?L‘F' L ﬁDl’L‘ ?L\JT';PY/ET B ﬁﬂ]ﬁ 331/2‘#% =

08 H - A~ F BRI 2 s v i Test Set(F:NF=1:2)
Detection Model Test Set (FNFZ12)
Accuracy |prec NF |[recall NF|prec F |recall F |F-Measure(F)|F-Measure | MCC
Single Model(1:1) 0.861 0917 0.871 0.766 0.842 0.802 0.849 0.705
Single Model(1:2) 0.870 0.876 0.939 0.858 0.733 0.791 0.851 0.677
Single Model(1:4) 0.861 0.846 0.969 0913 0.646 0.757 0.842 0.642
Single Model(1:6) 0.856 0.831 0.985 0.954 0.597 0.734 0.839 0.627
Single Model(1:8) 0.849 0.822 0.989 0.962 0.570 0.716 0.832 0.611
Average(Single)* 0.859 0.858 0.950 0.891 0.677 0.760 0.842 0.652
Model(Successive) 0.871 0.880 0.935 0.851 0.744 0.794 0.852 0.688
Model(Balanced) 0.866 0.871 0.937 0.853 0.723 0.783 0.846 0.672

* Average(Single) 5 % ¥ 7 {8 ¥ -

v o
};»(E—

=

il R

73 = ﬁé - /z 3 lﬁ {
Set(F:NFZI:l, 1:2, 1:4,1:8) » B%4rk 9917 o d £ ¥
o ¥k FERE LB d o TN
et i A AR AT H 2

o

R

B3] Rl % 2 TI9E -

P AT s H AT R RIE S E T e (Test
VEIR o HEKxE A 8

WRlE B o d
iRz vy EE

TR B

2 i it gy

BRI T A

P A R
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e

%9: H -

Test Set(F:NF=1:1, 1:2, 1:4, 1:8)

B~ @ iR o~ TR WP 2 s v iR

Test Set (F:NF=1:1)
Detection Model
Accuracy|prec NF [recall NF |prec F  |recall F |F-Measure(F)|F-Measure | MCC
Average(Single) 0.827 0.769 0.946 0.935 0.707 0.800 0.839| 0.674
Model(Successive) 0.856 0.807 0.937 0.925 0.774 0.843 0.861| 0.714
Model(Balanced) 0.843 0.786 0.943 0.929 0.742 0.825 0.850| 0.695
Test Set (F:NF=1:2)
Detection Model |Accuracy|prec NF [recall NF [prec F  |recall F |F-Measure(F)|F-Measure | MCC
Average(Single*) 0.859 0.858 0.950 0.891 0.677 0.760 0.842| 0.652
Model(Successive) 0.871 0.880 0.935 0.851 0.744 0.794 0.852| 0.688
Model(Balanced) 0.866 0.871 0.937 0.853 0.723 0.783 0.846| 0.672
Test Set (F:NF=1:4)
Detection Model
Accuracy|prec NF [recall NF |prec F |recall F |F-Measure(F)|F-Measure | MCC
Average(Single) 0.890 0.917 0.945 0.821 0.708 0.748 0912 0.675
Model(Successive)|  0.901 0.933 0.938 0.791 0.776 0.783 0.919| 0.633
Model(Balanced) 0.897 0.924 0.944 0.799 0.741 0.769 0.916| 0.632
Test Set (F:NF=1:8)
Detection Model |Accuracy|prec NF |recall NF [prec F  [recall F |F-Measure(F)|F-Measure | MCC
Average(Single) 0911 0.952 0.945 0.729 0.710 0.702 0.923| 0.628
Model(Successive) 0.915 0.962 0.938 0.677 0.776 0.723 0.925| 0.633
Model(Balanced) 0911 0.959 0.937 0.669 0.76 0.712 0.922| 0.609
Wi ¥ iE (Fendp % grbe Pr,ﬁﬁn F (Fraud 4 #g)‘* G| P &g M3 - e b X f

(Non-Fraud 4 #f) - ft % :Ef é’u Ff.ﬁﬁai

FFe FF‘% fl

» ¥ ORE ’v&,ﬂ

F]F‘“ R‘"&'?;w’ﬂ

BEE A A

=
i
b
,
Rb

’ r-‘

(&]4- F:NF=1:1
ﬁ& M (B]4e F:NF=1:4 & 1:

:‘![_Li.l—

oo gt — K 18R ,]‘i

FT R lfg_r?—} B4 781 7]
ETD”(FNF),? 1:20 ~ 1:30 22 1:50 2 Rl e 79
I -

AR
£

8) °

—g‘;‘.ﬁ,

1: 2) ; om oA grengTE

Fjlé’}"

- A (Average(Single)) 7 4 I pa ;;FT " o AT

(Model(Successive)) e .= fARIFERE ¢ - H -

iRk sebnEs

B R & Kenig #
i:@r/,,\%frﬁﬁi%"fiiﬁ?‘ﬁ%

2

‘ﬁ—‘:’— "#fﬁ““tvd%ﬁﬁniv
~ ﬂJiLLT"}@EF‘
J ~FF5F”“ R

/ziﬁ,,ﬂz, VAR e IFM\%]u &
%+ % 10
ﬁ—""l 2T fi’-?ﬁ'i (Average(S1ngle))£23§ 8

(recall F)fF v 3 5H
EINESNES B I A E:

AT i’a? & 15' 0.674,0.679,2% 0.708
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~v%ﬂ4*

¥ ood

pw)

;J

Lo g HER 3 T L
AR ’vgﬂmaxs%ﬂ4w
@s e H %?F%%%wwd
R PRAT

;@ B E P S 0.745, 0757 22 0.762 2 7w &
BlEE - # Y B ERE

5T g A

o I fBH - H0F] en T 30 | B ke

LU R RS (R

d 'r/\_'ﬂl /z‘zif I\'."/? ’_}%‘ ‘I’ mT:;\'Az\ pL I,JIJ ) rﬂl}b

% 10 5 - 83 ~ B B piE - TS MRNE 2 ki v R
Test Set(F:NF=1:20, 1:30, 1:50)
Test Set (F:NF=1:20)
Detection Model
Accuracy | prec NF |recall NF| prec F |recall F|F-Measure(F)| F-Measure | MCC
Average(Single)* 0.927 0.977 0.945 0.543] 0.674 0.602 0.784| 0.495
Model(Successive) 0.926 0.981 0.938 0.459|  0.748 0.569 0.777)  0.509
Model(Balanced) 0.923 0.981 0.937 0.453| 0.738 0.561 0.773|  0.509
Test Set (F:NF=1:30)
Detection Model
Accuracy | prec_ NF |recall NF| prec F |recall F|F-Measure(F)| F-Measure | MCC
Average(Single) 0.933 0.985 0.945 0.46| 0.679 0.548 0.764| 0.423
Model(Successive) 0.931 0.988 0.939 0.369|  0.757 0.496 0.754|  0.449
Model(Balanced) 0.927 0.987 0.937 0353 0.729 0.476 0.743|  0.449
Test Set (F:NF=1:50)
Detection Model
Accuracy | prec_NF |recall NF| prec F |recall F |F-Measure(F)| F-Measure | MCC
Average(Single) 0.939 0.992 0.945 0353 0.708 0.471 0.742| 0.336
Model(Successive) 0.934 0.993 0.939 0.252| 0.762 0.379 0.719| 0.385
Model(Balanced) 0.931 0.993 0.937 0.237] 0.738 0.359 0.709|  0.320

" Average(Single) 5 % ¥ 7 A H - A HplE k2 ToE > H

1:6 ¥2 1:8

5§‘3@,j§g§11§2&.1‘$ Zéf—* B 18R —?li—i
‘H‘Es‘, o 11 Z % B2 & A WplES

£ 4 118::(117+1)’

TR 55 A

s

B

B i MS 2

iRl P Bt 2 5
5Eu])en R B F iE 98.63% > feyt

(Accuracy) ™ % & 87.1% ° %
ﬁ*iﬂokﬁ£$8ﬂ%\
HLEERET R

—f,o

% NF >

R -2

L bk
- 83

3 @ v

Pf BLAR 2|5 5 SEStR B
°éﬂﬁ@%f@ﬁﬁ%ﬁ%ﬁﬁﬁﬁ’M3mﬁmywsM4méﬂ@mw
v AR 2
Ba AR 28E - 85
B OPRELAR L)
MR R RS S kT Foa S
Aiﬂ%? 51 3?i]@~§§?3@7},§m = o frPT F| EpIhEBE AR~ FEELHL

TR (AR S AL R0 K 2 PR

NF f Bl# B & F] 72.29% o 408 4

Hw

do TR R
4958 M1 B
He 17 =/mR 52 NF> HAEBZ 99.15% #52 FF &
R R EE M2

P Acpert FINF & 5] 5 1:1, 1:2, 1:4,

B2 i ip)

mﬁﬁ#ﬁ

¥ ;rﬁFn—%z (F

ikl 3 i@ v

89 0 R B e

F & NF pF » ¥ & 2
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%\’ 11 @ g‘ﬁ/ﬁ@,'& /? /n A5 2 ‘_—'fb-gl» '5 WP ‘H:E.

A 5 HA) Ml M2 M3 M4 M5
NF(true) 117 0 114 0 79
F(true) 0 72 0 48 4
NF(false) 1 0 10 0 31
F(false) 0 1 0 19 1
prec NF 99.15% 91.94% 72.82%
prec_F 98.63% 71.64%|  80.0%
= FERFE 2 BREA TR FTHRLES

AR S HCAI RIS 2 Y BRECAI TR 2 2 R RIS R LB
Fody i 120 29 S FiRpE T BHEAMISMS)Z 7 b Falfet i 70
B RRETHZ FENF i 180 d 8% 7 4 0 & 43k 24P #(No.1) > No.2,
No.3 7 f& Bk 4 1% % (+0.5%) o e 2% M5 & F:NF=1:2 e 5 1:1 > B| i ;p| 8 5%

oML g T 5 (0.868) o R R BET 0 M5 R FRRIRRE LR S 4 Bk
E!.‘.%f?‘lﬁiﬁ' Bred o BMpRTE ﬂ‘*‘?ﬁ(FNFZl 4)—”73*5‘5']35?’?*{' 1379855
BRI T2 o AP T RNERL AHF S U S o

iRy 2 B EF Lo

% 12 @ §EpiE ¢ AR Y 2 TR R 2 (1 RDIA M R
Test Size(F:NF)=1:8

No Model Setting Accuracy | prec NF | recall NF prec F | recall F | MCC
1 (1,5)(5,1)(1,3)(3,1)(1,2) 0.915 0.962 0.938 0.677 0.776| 0.610
2 |(1,8),(8,1),(1,4),(4,1),(1,2) 0.920 0.961 0.945 0.700 0.772| 0.660
3 (1,6)(6,1)(1,4)(4,1)(1,2) 0.920 0.961 0.945 0.700 0.772| 0.660
4 (1,6)(6,1)(1,3)(3,1)(1,1) 0.868 0.972 0.872 0.526 0.85| 0.559

13 piE? LR Y 2 AR 2 R R
Test Size(F:NF)=1:4

No Model Setting Accuracy | prec NF | recall NF prec F | recall F | MCC
1 (L,5)(5,1)(1,3)(3,1)(1,2) 0.901 0.933 0.938 0.791 0.776| 0.644
2 |(1,8),(8,1),(1,4),(4,1),(1,2) 0.903 0.931 0.945 0.806 0.767| 0.657
3 (1,6)(6,1)(1,4)(4,1)(1,2) 0.902 0.931 0.943 0.803 0.767| 0.651
4 (1,6)(6,1)(1,3)(3,1)(1,1) 0.868 0.953 0.872 0.668 0.857| 0.563

wbiSE Y 0 2458 F i8R 3 (No. 1~No.3) 34 48 # /x 82 7 A7 4F 90% > ~
£ P F 2 ¥ F M A (Prec NF)& 2w 5 (prec F) > = $3%50 4 2 £ v ¥
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(recall F)35A & 80%( %) 76%~T7%) = % 2 T35 1i3FghF | 2 A R L £/ F 5 %
Lo BEL 12,137 ch % o 4R F o R Fl4cT L F FRl *E%im@@z.ﬁ%?@/[é
% 2. MI~M4 $-3)30m % 2| W B8 pF > i & % M5 $073) e 14 2] 2.3 #ope v
3 EINF=1:2) o pfiert 2 X Rl T ALY 3Fsp g P it » 2 0 2 R AN
GRS RN ’vu T h 120 Aot fIRAMERS RS R
TR TEFE  RIER FIP s RS- lﬁﬁ—Ti‘J(MS)ii’ffs‘iﬁw“ BTG
F:NF=1:1 > i+ m;i - TG o
Fo 14 v FGd F B R E 2 e fs - BECT) MS A i@ % FINF=1:2 £2 1:1 ¥ i >
A4z ki AR o d BEV A H LR Fé% MS5(F:NF=1:1)}57 JE {7 4
85%HREHE 7 W K 0 T A (5F A Y 2 MauMS(LD))F]) ¢ KA o
R EH R L NV A A 2 T A B (1) B Mao(MS(1:2))48 i ﬂé’f.ﬁﬁrﬁ
2 1 PIH & (prec_F)P &8 '% (G4 prec F ) » /]J;KI% EXERLRAE. SN ) Gi
¥ — AR EFENF=1:1) > Mawc(M5(1:1))2- 3248 & 72 5 (Accuracy) = 357 5  §
RIEEFTH PNF=1:8 pF > H Bz 4 0870 > @ Rt FE /AR F 0915 4
PSRV SEAFERTRR Y TR LS O E LA R
2 g B A e Ra o d BB G S T R EINADT F
ﬂi’—“ ”ﬁj—%o’ﬁ @?f%,“ I ;nta;fjf,lvi, ﬁ_ m,g # F& ?*Q%B TR *%_;gﬁxj e eh
BRI o G AR NSRRI K L F R o

14 %R FERZ2ELE - BHEAM)FRpECHT LARFEEZ A BT

Successive

Test Set N Model Setting Accuracy | prec NF |recall NF| prec F | recall F
S Msue(M5(1:2)) |(1:5)(5:1)(1:3)(3:1)(1:2) 0.856 0.807 0.937 0.925 0.774
Miue(M5(1:1))](1:5)(5:1)(1:3)(3:1)(1:1) 0.863 0.855 0.877 0.874 0.850
Miue(M5(1:2)) |(1:5)(5:1)(1:3)(3:1)(1:2) 0.871 0.880 0.935 0.851 0.744

FNFEL2 Miue(MS5(1:1)) |(1:5)(5:1)(1:3)(3:1)(1:1) 0.867 0.922 0.874 0.775 0.852
ENF-14 Miue(M5(1:2)) |(1:5)(5:1)(1:3)(3:1)(1:2) 0.901 0.933 0.938 0.791 0.776
Miue(MS5(1:1)) |(1:5)(5:1)(1:3)(3:1)(1:1) 0.867 0.952 0.871 0.666 0.853

ENF18 Mue(M5(1:2)) [(1:5)(5:1)(1:3)(3:1)(1:2) 0.915 0.962 0.938 0.677 0.776
Maue(MS5(1:1)) [(1:5)(5:1)(1:3)(3:1)(1:1) 0.870 0.973 0.873 0.528 0.852

* Maue(MS5(1:1)): #-F i 3B g% B e — BRI (MS) 2 # #eF et  FINF=1:2 ;2 5 1:1
**FINF: RI# & ¥ 3% 504 (Fraud)® & ¥  (Non-Fraud)2 #c & fie vt

WERTIFAL S LIRAA A F
FH oFEI L 2T I P M LIRS 2021 £ R 48 v F NE ¥
REPFFESOG R 2RI LR B R R o BHe R h £
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™ ¥it4% 1+t i Random Forest, Ada Boost, Decision Tree, Multi-Layer Perception
(MLP)¥2 Nearest Neighbor & 8 — 2 2 73]> &7 F RS & £ + fevt T (FINF)
MR 0 FERETE 325 2L A4k o FEREF AR 15~19 P o H Y
r2 Random Forest % I i > ¥ &7 & B 2 T 328w 5 (Accuracy) °

# 15 ¢ 12 Random Forest # = > .7 I NF:F et & % fi22 o Pl &

R Test Set(F:NF=1:2)
Random Forest

Accuracy | prec NF |recall NF | prec F | recall F
F:NF =5:1 0.768 0.977 0.669 0.594 0.969
F:NF =3:1 0.806 0.959 0.743 0.644 0.935
F:NF =2:1 0.829 0.943 0.793 0.686 0.903
F:NF =1:1 0.862 0.910 0.881 0.775 0.825
F:NF =1:2 0.869 0.877 0.934 0.848 0.739
F:NF =1:3 0.867 0.862 0.954 0.882 0.693
F:NF =1:5 0.849 0.834 0.966 0.900 0.614
Average 0.836 0.909 0.849 0.761 0.811

% 16 1 12 AdaBoost # fi- > %7 F NFE:F fie b ™ % fic2 i 3 %

i Pl Test Set(F:NF=1:2)
Ada Boost

Accuracy | prec NF |recall NF | prec F | recall F
F:NF =5:1 0.712 0.961 0.591 0.538 0.952
F:NF =3:1 0.768 0.953 0.686 0.598 0.931
F:NF =2:1 0.808 0.941 0.759 0.653 0.903
F:NF =1:1 0.844 0917 0.842 0.730 0.848
F:NF =1:2 0.871 0.896 0.912 0.818 0.791
F:NF =1:3 0.874 0.880 0.938 0.858 0.746
F:NF =1:5 0.870 0.862 0.959 0.895 0.695
Average 0.821 0.916 0.813 0.727 0.838




i

444 SAEEER F1+/\& FHH

i

% 17 1 12 Decision Tree # #- > % F NF:F fie st & % 2 1 pl % %

R Test Set(F:NF=1:2)
Decision Tree

Accuracy | prec NF |recall NF | prec F | recall F

F:NF =5:1 0.727 0.941 0.630 0.555 0.920
F:NF =3:1 0.750 0.928 0.677 0.581 0.895
F:NF =2:1 0.772 0.913 0.728 0.613 0.861
F:NF =1:1 0.800 0.894 0.794 0.664 0.813
F:NF =1:2 0.827 0.874 0.865 0.735 0.751
F:NF =1:3 0.820 0.860 0.872 0.736 0.717
F:NF =1:5 0.816 0.838 0.897 0.761 0.656

Average 0.787 0.893 0.780 0.664 0.802

% 18111 % R AS(MLP)F 20 7 I NF:F et ™ 02 @ P8 %
i Pl Test Set(F:NF=1:2)
MLP

Accuracy | prec NF |recall NF | prec F | recall F
F:NF =5:1 0.695 0.923 0.594 0.528 0.896
F:NF =3:1 0.685 0.903 0.591 0.518 0.869
F:NF =2:1 0.749 0.893 0.709 0.589 0.827
F:NF =1:1 0.797 0.887 0.797 0.666 0.797
F:NF =1:2 0.819 0.871 0.856 0.724 0.746
F:NF =1:3 0.805 0.838 0.878 0.733 0.662
F:NF =1:5 0.800 0.824 0.893 0.752 0.617
Average 0.765 0.877 0.760 0.644 0.773

% 19 : 2 Nearest Neighbor = ;2 # #7» % I NF:F fie st © % $72 o2 %
BRI Test Set(F:NF=1:2)

Nearest
Neighbor
F:NF =5:1 0.548 0.936 0.347 0.423 0.951
F:NF =3:1 0.660 0.919 0.539 0.496 0.904
F:NF =2:1 0.727 0.901 0.663 0.560 0.855
F:NF =1:1 0.797 0.873 0.814 0.673 0.763
F:NF=1:2 0.825 0.844 0.905 0.778 0.667
F:NF =1:3 0.817 0.822 0.927 0.804 0.600
F:NF =1:5 0.812 0.803 0.953 0.850 0.533

Average 0.741 0.871 0.735 0.655 0.753

Accuracy | prec NF |recall NF | prec F | recall F




