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Abstract

Purpose — Cloud computing is integrated lots of computing resources which are
provided to users over the internet on a Pay-As-You-Go mode. While multi-tenants and
resources sharing are its advantages under the cloud computing environment, it also
brings new risks in information security. One of the more difficult consequences of an
attack is a flooding attack. Hence, this paper proposes a new scheme: HFADS for
detecting and resolving the hybrid flooding attacks.

Design/methodology/approach —Based on the existing DDoS detection
technology, this paper enhances the Alkasassbeh et al.’s (M.A.) Random Forest
algorithm and combines feature selection and random forest classification to propose a
new scheme HFADS for detecting and resolving the hybrid flooding attacks. The
proposed HFADS scheme is mainly divided into three modules: (1) Resource Monitor
Module, (2) Data Feature Selection Module and (3) Machine Learning Evaluation
Module:

Findings — Based on three modules in HFADS, we did perform some
simulations to analyze and compare with Alkasassbeh et al. (M.A.) to detect hybrid
flood attacks according to four key performance indicators including precision rate,
recall rate, total accuracy rate and average processing time. The final experimental
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results indicate that HFADS has better precision rate and recall rate than the method of
M.A. for detecting the protocols: UDP, ICMP and HTTP (with TCP). In addition, the
HFADS can obtain 99.98% and 65.34 Seconds in total accuracy rate and average
processing time, respectively, thus to increase the 2% in total accuracy rate and shorten
the 5.14% in average processing time than the M.A. method.

Research limitation/implications — The hybrid flooding attacks are
assumed to be exhausted the network bandwidth and the computing resources of the
server, causing the server to fail to provide services due to heavy workload and may
affect the service. Other servers in the same infrastructure cause unpredictable losses.

Practical implications —The HFADS scheme is mainly divided into three
modules: (1) Resource Monitor Module: This module is to monitor the CPU utilizations
to trigger script procedure in a command-line tool TShark in which is to capture
network packets, when the CPU usage ratio is lower than threshold value. (2) Data
Feature Selection Module: This module uses the network traffic drawn by TShark and
imports it into data mining tool Weka to perform three feature selections, remove
irrelevant features and select features with high proportion, and then evaluate by
machine learning. (3) Machine Learning Evaluation Module: This module utilizes a

random forest classification model to detect three common types of flooding attacks:
UDP, ICMP, and HTTP.

Originality/value — The proposed HFADS scheme is to combine feature
selection and random forest classification to enhance the method of M.A. for detecting
and resolving the hybrid flooding attacks. The final experimental results prove that
HFADS are much better and more efficient than the method of M.A. in terms of

precision rate, recall rate, total accuracy rate, and average processing time.

Keywords: cloud computing, HFADS, hybrid flooding attacks, features selection,
machine learning



208 ENEEE8R F_+tE& F_H

&t

TonEH BT AR H AR BRI TR ARG BRTE - NGB A AAEY 5
FER B 0 F % o HA SR BARRR C TR EH TR AR E - TR YRR
Z B ARBEE  EoH - RIEFJRIL Y RAR T K KIG v -

— > BE R

T E LR TESET 6T A KRE R E B T de F R AR &4
AR EALE o A B A B IR IR 04 A 2 > e A B T RFAF T F KEFEE
il TaaS » PaaS & SaaS ey#EX At E L ZIRFF - R » S P o L FIRAF 3
RAFEE A2 R A Loy — KB o T FREBR SR M 0 AR SR
FHP o ERRRENERL T Z ey 2 o5 X B R (distributed
denial of service; DDoS) #yzt# - AEFH W AR R EL AR GH T L
AN T A 3 ] 0 K A2 XA 25 B O 0y BlAR » B K Z k410998 R TS Ak
B — BRI EF S T RHER - BARE S RA K
o BRMAEREINZTEARE  ERFAMBATEBE > AL ELARSE
B MR R AR R 0 B P B 800 XA 2 B ¥ (flooding attack ) B e

T EH TR LBERTIRAGKS > TEWT2HRE IT ZH LR AKX
ey R BEASF#AHE IOD Cloud Technologies Research #2 Cloudify %
TREL URASEDEETREMBER - AEMEG I ER IR > ToanER R
A—EEFZHFARTRIREE  BHINFARNBRAXRFRNRZRYBZMEA
F o Wbt SR TRIEENEN c THTHEARTARM D ERBE KT
B ER 25 R O BT I AR R R R MR - B
B DERAALLEETNEK -

= BT R B 8§

MEF AT Ragdite » B 2H LEMSHERNEANR AR GHH] LIRS
RFIGFF R 7 o B 5 H B A FET I RA R - AR FARRA - &R
FIEAT A PR B EAEA X 0 IR R AR o & TAARI AR R Fu & R 0
BHORATZARSZFNSAKE > 4HGEBRATRERRGIT TR EE
A Fad sk 0 St R AR R 4935 % Fa JE R 2 6 ¥ (Alkasassbeh et al. 2016 ) -
RA T MARAR > EHATHERAARAEMGRLEBRETHE S0 HE
TARR & RF R ILIFH - & TRAZABFARLER » KRR E BT HER



EimiRiE RReDESTVUZR BB ERHI 2 5% 209

P MR H XM ERYE » BABMEAR S A 5 5 #H UDP » ICMP
HTTP & = #A4 % E S AR A X2 BB 244 - # 4 HFADS (hybrid
flooding attacks defense scheme ) °
B 4% & 69 HFADS #4512 Alkasassbeh % (M.A.) F 2 B R R R ANEY
MEM AR AN SRR GEZ T - A F—HHUT—MER—E LiHa
Bleehms 5 THERBRANRBA @ HRAKAE T HEA M R Bk
HFBGE I AT IR HAA R R Lo A AR A R RO BE - B 0 EANZARGE
TR JRARIBAR » K BRAY 09 BRAR L 4T 8 B — SR AR iy 2 AR A &)
HB— MBI F AR AR B AN EC AR AR ZELAE - BEmEX AXE
B RBREE R EO ST 748
1. 2B &% % DDoS g ey 7y X - 124569 DDoS 18] 7y ik s M 3] £ 8
B b S Bp BE AR 0 AP — A Kag B 0 R SUAE S B eY A B AR e AR
AR ERAARE —EMAR TR B AW T2 BLEGERA
HFADS -
2. KX PT#% by HFADS By & #%4]i% 4% Python P Arigftx R Bde i
(Keep_monitor CPU) »A B if] CPU 4 & R 554 447 T & TShark » @8
3 A PRI RE 6 30 S ok B UM 0 KRBT IE 8R4 B 3 LA G B B
oy g -
3.HFADS F# kAR EERT > TIAKEZ B LI T3 R LMo
RSHETETARAETWEEESR -
4. P E v BB AL RAEAR AR B R IR Efe P R IR
HFADS 2 M.A.{8:8] 77 ik Ak I FEAR AR AR B 77 R B ATBL B B8R » PTAF i ed
Bt 45 REITH M2 0 AE A R XAT4R 69 HFADS 72 7 8232 1B s o B
SEETARAR A B E 0y 4RIt -

o mXEHEERNA

ARG T R ZBESE AR MRF G RET TR AR REE
YLE 8y o FACE XBRART IR TR Ton @ Al Tog w20 T RMb o 3
B2 B SO e B A 0 G 2 IR AT AT A 0y 18R HE SR GE B 2 B SR e AT B A A
AFBER R Oy R o) AR R LA AR 0 AR BAZ o B 5B & HFADS X ¥4 4k
MR AR OAPTIR ey HFADS ik BB kR ot - £33t
B FEHOAEBRETRAEE  TAMHMARBRARERTRENER S
oo FAREN B &R MR X I RRRMARARRRFEH R T @ -



210 ENEEE8R F_+tE& F_H

A XRKIRF R AR AT R

Zﬁﬁi%i@i\.?ﬂ%iﬁk%% C R T R E B ey A Fe 2 24 0 FIEFIR
B RAAMATL  ARERBENTRRITSE AWM RA BT 2B
é@ﬁ%'}i °

— EmEFRES

ToniEH A laaS > PaaS #2 SaaS Y =RRGEB R AAE - RAET RBREE
Fotk Ty W AR FRX > AR A RXEE R - REAW@EER - XFZXER
A bk HE é%%~zﬂﬁﬁ%kﬂ%ﬁﬁ%%%&(Mﬂ&Gmm
2011) - 224 Pp Rk # (Infrastructure as a Service; [aaS) ZAFEIIRE ~ AWK E
TBF R B & SRR R AT OMRIEE KA - By TR 2 E A
ARy & F > 4o Amazon AWS - IBM SmartCloud Enterprise % #f & laaS # % 64 J&
Bz — o F4 Bk (Platform as a Service; PaaS) & A Tt —MEAHF FSfL
By BRI AL SRS PR A » SRR B K P R B ST SRR AT RS ey R A A2 K
BTEFREFAMN AEMREEZFNA RS THEARETFERATAEGRA o
Bluemix - Force.com % - #k5%Bp IR #% ( Software as a Service; SaaS) A& $2 it/ F
HFEBHERABEAANLERAR LR BEEAETF R KB 2R ESEMK/E L
R R IR TR FIEE « R R M R 6y B M L K Jw Facebook -

TPk e 0 5T 3 04 T 5 IR TR T 38 RS L JE 7R HAM AR A X 0k IR 6 4
Eh B R mEE G B E - AW 8 (Cloud Security Alliance; CSA)
2016 SFohmEPREERELA + B2 2RE P AFRE - S RBFGH
FHERE s Fuay AN g ‘?‘%/ﬁ:ﬂ T P AR E ﬁ‘%éﬁﬁﬂa‘l‘ﬁl v i
PR MRE > AAIRA  PERR > THREHNRSER > METRG > A%E
& i e Fo] AR

— ZEBESERABRAERT

IR TEBANBALACIFR > 4GB 4 IR 04 5 IR Fu 42 b e F A2 K IR 6 4R RE M ¥
HAL3E - 48 #8208 AR g R R R g3 It - il 2 53 X FLET IR A%
(DDoS) “H# i RER T 2A0MEER A EMEHE > el 1 AT
T]T o



EimiRiE RReDESTVUZR BB ERHI 2 5% 211

-
B -~
B~
Attacker 2 i
u- O
b X f_
1 .
H.‘ Victim
i "

Botnet

1 : DDoS % # =& B

TechRepublic (2018) #4434 % » /£ 2018 4 3 A » % %4y GitHub Ppif %
1.35Tbps #4 DDoS s # » i sk GitHub #JIRA151E 5 48 k- A E#RBE—1
BZRBREMNAE  2ER IR ELGHARGERD T » FRRFRGREKR
ZEARET TRAARGFHATRAMS>H - RIGHEEE » ARLKLE T B
,5] o

Tip o X MET IR BN H R & =4 RA - HAEHE - SRR AL
# 4z (Somani et al. 2017) o« DDoS #4 34 % 1y 2 % fr 33 se T $2 oy s 3 535 K 48
PEEARBZ AR BREREE - Rd o SR E MR & R A IR %8B K 6 B
&Y o SCEARR] B R ARIE H TR SR 3 T oY BUR IS AR R AV BT R B AR EAT S o d A H]
B B o) 7 XA ATAR T RAF Y B AT 8 5 KA - Bk &% H 2 A 8 38 %
B0 IR L TIRFIRBARIFEE IR > S A AT E B AN ST
RE T ERE] o A2 AR AR 0 R AR R SCE B AR ARPE
5| B phy TCO (total cost of ownership) o &gt @ A U0 & B 2K S5 40 R M4 ) fe vk
A PP B AAR BT AT & 0 A2 AR A SR T RSO R SR AR H R
e fe A FROGSTIL A RENT » R P B2 ESERFNE L » M LR GHE b
Koy ERA 0 REFT EISIFAT LA T AERAE R A 09 HE i -

49383 4%+ (TechRepublic 2018) 45 & » & %% 4 4k A 48 3% £y 18 SR LAk
Koy ERGT % " 7B RS | 3t e 4 T 0045 IR 5 R BE AR B K B 0 RS R kAR 3%
REHE  HEALRARFAIRE TR > BEXFAIRE BIERMEIE T RFFES
2B PR IR SR 0 s SE B AT TCP/AP 2 B Reys ¥ 5Kz — L&
AAZImE 2 PTT o L SUER BE AN SR T S H B B R B ok e — AR R — Ak
IR K  FTARBHAESHREFT XL EENHE -



212

3mh i 3e

TCP/IAP WM R
HTTIP - FTP -
KRR L) | sMTP - POP3
HHE O TCP - UDP

EFEY ) IP -~ ICMP

Y
RRA
2 : TCP/IP % #HiAAZ A%

7 35 Types of DDoS Attacks Explained (JavaPipe 2018) X w35 ih /&% B s %
FARELEG T AT b R > » A LHAEA T REFHAE » eB 3 FF
T WA T BSOS AR R B AR 0 AXEHHEAL

T E e

HEMAREE & UDP 2 > #4858 8 ICMP )€ 092 Bk

e & HTTP < iki® TCP )T 692 Bt B ATHF R ~

) o

Flood attack type

\

Bandwidth

(=) HRHA#T

RE#MAREE TR " =m KX %X (three-way handshake) |, » TCP ik#g

Resource

HTTP SSDP

TCP

Echo Request

Fragmented ‘

TCPAck ‘

Echo Reply

‘ Single Session ‘

TCPSYN

Single Request

<l RST ‘

3B RN

e B IRHAT
o T 363 AR RN



BinRiE FREDES TV RN ER T2 5t 213

%‘%

FARES o iR E Gt @ UDP AJ i - #RFEGAMRE
12312 TCP 3t &, > Bpknh TCP ks ey &K » FFAIREE® SYN-ACK » # 4 IR
BAKBLERODFLEES kB BE#BHREE ACK AERS @ 218
B RRITELTR B 4 Biw o dASEWN T T XA BEH R B L5520 8
HFZFIRE FErah i Rk d K w2k Kay IP G 2 piey 0 EXZFAR
R Bk AR Mk ik iz (half-open) Ak REayiR&RAE0E T A R
IEFER > BiAk TR T ZOARE ) OEF AMRBEREEVNER BT A
R ERREEFTRENFL S REX T CERT R AMSBIF LR &L E
1k -

SYN

Client
= SYN + ACK '

Server

B4:TCP Z—@m A XEBTEZHE

HTTP 2B A CC S% - 1R R B MRS 1 i a2 0f » g
th request #H &, 0 H AR B UL F] Ik request 3 & 0F - BP € B 1% response 3 6,41
Foo KB FH BRI NE A KE0) request @B AIRBLTREREZFA
Y request * fEJRIZWAZF R TR E R ALKRAR > L N el R E A RL
£ JolE 5P o

HTTP Get / index.php

B

HTTP Get / index.php ' .
Attacker o ’mde""’“p
wre 6
i i . de%-‘@“p
A | i |

Vietim

Fo Fu

B 5: HTTP 2B TEE

m



214 ENEEE8R F_+tE& F_H

(=) ALH4R
ICMP % — A4k JE LM = 3R ey A 0 oA & L1 E HAEL T E W@
FHMALTHE BRULETAEFELRGAOIERE L o SCRFEA A Ik E
w4 R R ping T B RET& B AZ A ﬁ}{;%&kkg g4 ICMP port » host » network »
unreachable ¢4 F JEE > EHALKLETRAMBER T > nE 6 BT °

Echo request

Echﬂ Reply
17
Echo request .
? Echo Reply
Attacker gcho teQ“
Q =~ Rre? W
i £e “u '
— | e
g g o

geho rep

.

Botnet

Fo Fa

Victim

B 6:ICMP ZEAETEE

m

w7t UDP & Jfikirdd) ARERETRB = BEWRFAT AEGFEIR
B RRAE - MRS — B0k 3] UDP 3 ez Bl 45k B AR X REE » RFA
AIEAAZXTRE UDP e > FARBSFewiE " £k3E ) o) ICMP HazRE
BRFIP o HEHF AL EMRR IP RELFEoy5 % UDP a3 BREARES
HHBAAZFRBGIE T R A > Mk eXx BT ERIRBEwE 7 FF
=

UDP Datagram

.. st inati jon Unret achabte g
?
|

UDP Datagram

?DttU achable

Attacker woP magﬁ

o\

Q 5 AU o

2 . ot ™
b o oe O
Victim
jole
i yared e
of
cunat

7:UDP 2EZEFEE



EimiRiE RReDESTVUZR BB ERHI 2 5% 215

=R ESCR AR R

— AR R B A BB B 0 AN F 09 T 0 19 IR B S A 3K B B 1R B AR
BEEASTAENRAR GAE T ZEBEAERRE TARS KENTEER 26T
2B S AR R MR 6 B 4 B AR R ST AR PR B B P A o B AT B A )]
BeH] 0 K5O BEEFE S S H X k18] SYN 692 B % (Al-Hawawreh et
al. 2017) « &b » AHE PRI TCP/IP & 58 B M4 o 5 A = A8 BG4 5 A&
R EE BN BRI HPUTHFBEFENER > BREA R AEEA D
MBS R RS E 0 & R1AA] SYN ZESCREEFEAR 99.33% o XA H LB
i%ﬁ%%“ﬂﬁia&mﬁmﬁ&%;ﬁ ﬁﬂ%%%%“a A SYN 2

CHRE A 0 BER R L eg AR B B BR £ 3 B CPU 84 & 77 (Kshirsagar et al.
2016) A B KA B R SYN ZELE - & RAF 97.5%uy E# % (Hussain
et al. 2016) o &6 % AE g% 5% 5 H ik o B ARGk B TCP L B8 - fanlik el &
%ﬁW%%i%$(&madjmﬂ°ﬁmﬂm@MmﬁﬁﬂEWKE%%ﬁﬁ
H kg malXigeyg R e UDP 2B LRl ey EsE R T iE 99.03%
(Namvarasl & Ahmadzadeh 2014) » ¥ K% A 18 M AFBE % > HAARE 09 & R 47
B ot B ey EAE R » FIBT IR B 23k SNMP MIB 69 54 E - dabT R - @5 &
PRS00 4 A7 R ARR I B = R A E B — o

B TAREBE R RS RA T ARSET R #4id
MR E R E T RO QT RETEE sk 0 I RAAR IR Ao JE R B 0
## (Alkasassbeh et al. 2016 ) o pbAEAER] 77 ik 5 | ) #4238 227 = WM A Ak 04 28
%Mﬁ%mm%mé&ﬁﬁkﬁﬁ AHE @R EHROEREMAR HEH%
J& Ao JE G 0 i Bk B 98.02 Y%y EAEE o RAAR F kL B ATRIFT LT A8y
i X S E A 5'177&7\* AL IEAE AR T AR B AR SR MR R B M S S R e AT
BRI A KRB XARAAR Tk LR LA E -

W R RFERERANKRBEZETRE X

%%$i¢(TwmwwM2m@ R BAERE T A 5 %2 1E3F - B
FXREETRES Bl T AR TR MR M AR B0 B4R - 8
i2h B F kﬂﬁ¢%ﬁﬁ%ﬁ%ﬁ %ﬁ&%ﬂ%mmaﬁﬂkwﬁ%ﬁ%
RAFOIAFLER F A TH KRBT - BE A A>T - R ER&ME
P M) A MBS R SRR AT YR TR R o A EAFEGE — B SR — B L3 e e
b HESAA TR ASFHZH MR ERBENIFRTHOREZETEL
R ARGPAE LB S SRR A E AT AR S AR R T E O LG R IR AR
BlaY BEEEFE o PTVAGF BRI O SFHEHAR R A G e F B fe e A IR KO &8 - MdF



216 ENEEE8R F_+tE& F_H

BERF T E R A AR E L F M EEGMARRA - AFREEA =B 2T
SR iR B A RSN R V4 eER (Brownlee 2014 ) o BN E L AR
FEMHI ) B R AAHE kB T B Weka ¥ - A =43% & : Filter + Wrapper #u
Embedded * 5-#g840 8 8 i~ » LA T :

1. Filter : BpJE A &3t 2 H F — B MEITFE > Lo BIERF - BAEE

T T A

2. Wrapper : $## — AR BAE LG R M > AR FR A S Ak m b i

ATHOER o E T ARG - U= vAE B B % -

3. Embedded : #b 77 ik fE 50 3% B A AL AL RE IR Ok o) A8 T B A BY AL A ol A AR

,}i o

_‘ CorrelationAttributeEval

—{ GainRatioAttributeEval

|

|
] Filter I InfoGainAttributeEval |
—{ OneRAttributeEval I
|

|

|

—‘ Principal Components

U _‘ ReliefFAttributeEval
Selection Symm. UncertAttributeEval

_‘ CfsSubsetEval |

— Wrapper
/—1_‘ WrapperSubsetEval |

LASSO |

L Embedded

Elastic Net |

Ridge Regression |

8 : f& Weka ¥ a5 #a%!

k3% (TechRepublic 2018) » 3 PH MR 2 H J » FE# &M (random
forest) & — 1A 4 %R R3S - W o938 5] T 1B R B & o 28 5] 69 R
B o LR G EY  MRIREEL R LR S ERAEHER
CHHAT AR AR RN 2R Z > LA 5 R AgAfE A o R AR a5 —
WG AiTo % LETHE > REZHRR WAL HER - EABMKAK
BRI DDoS X EATHFAMAA 0 BRERBEWNZ AR TAEEYRE 5
EFRERSERE (THES 2017)  FERAREHRGELWE 9 Brr 0 LK
BiE T AR AT F IR A S AT

L #A5RA T 5 FEARILIC A& F IR N AR A ME B34k



EimiRiE RReDESTVUZR BB ERHI 2 5% 217

[\

CE ARG E A M A M RSP B D AT R %
GRHET > B BB TED D, PEFRE

3.AA S M T A REE L TRNAK -

4 miBEA KBRS >R T AR MR eM s AEE BHELR

B EHR S A FaNNEE -

E Y i hos |
S A1 A1 FEMEDL |\
HEZ i L 4k 5 REB | ,
ﬁ‘ﬁi thi2 HepE2 pmED2 | ] HEAAKR | — BRETE
\\ //?
\.\‘ E mg“@ ﬁﬁ sk %ﬁa‘ // ;.5
\ | &3 LS SREDS |
\ 1 | ] ‘ 1 L
l IR —i H4t Hl wEs |
AN HEM A B DM

9 : MR

% ~ HFADS Z #4038 1F o1 /g B % 3% 31

KEZAALPATIR B 6y HFADS ik 4 sE1E RITH L sh gt » LR

g

N

$tik - PPt ey HFADS Fﬁ #%%JT#&%F RARF NS HRBEBREE G o
B ARG AR LB

— + HFADS # .58 # 5 3 . 32, 90

ARIE X RRAR T HAZ B T AR SRS LB EEIR AR RMKE
BROBR  FLEHE YRR EE A MIEFEBAL > TREREERT
0% o KW XA T RAARIOATH NI L LIARBIE « PR R

ﬁa%%&éﬁ#m% %Eﬁ”%%; PHARER o BB R o R EAAR]

m%ﬁﬁ FAT B A - LA B AR IR 35 R AR AL B MR AR AR 0 00 T R RUR AR

BE X B Hyperv1sor o B AT @ LW R e B dE ke (hypervisor) & A

VMware ESX Server  Microsoft Hyper-V » Linux KVM ( kernel-based virtual

machine ) % o KX PFr4E &6y HFADS By B4 T APST AR EIALET %-F 6 Loy i
A B B 3k8Y (hypervisor) FRfeeyjE#4%%8 £ > 4@ 10 Ffow -



218 ENEEE8R F_+tE& F_H

F_ll Fm

a
.E

i u51 OﬂLS;& H OSn
T Rk va

Hypervisor

Physical Machine ‘ T

B 10 : HFADS #/74% & = &% 8

AX PR dioh HFADS BF & Me £ b =(A8m > 7 & @ AREE - F
FHF AR R B ST S 0 R A AR T

(—) #FREIH4 (Resource Monitor Module )

PUT Keep monitor CPU A B & CPU eyt A & » mAH & CPU . H F£& & £
IE %6, [ ERFHE RS CPU A R R H 1M R4 529 R KRB v by B
% EP%(Tﬁﬁré“%k/ﬂ%*‘i S RAE ] ARG TIHEAL BT » 7T AR RAT 7] F SAH R
PR RIE R IEH 0 JLBF R @ A By 4 44T T A TShark SABAFR4E I3 638 8
JE3t 6L Wy 2 & UDP ~ ICMP » HTTP 44 % # 3t 75 ik — 1B 704 3 6045 o

(=) &EFH4ssr:28i4n (Data Features Selection Module )
IR F —BRLLLPT & A 003 QA% 0 A kBT AT B R R R
& Excel 4% » £ 5 R csv # » Bde ik osv 45 XA A AR By #58 T B Weka & #
BURE AR o JL T AT AR  BAGRIE M 2B 95 HBARA R
RACFDE - 5 T B ARMRE 2 E A E L EEGMABAR - (E ] =48
TR BGE B AT RAT 945 BOGR 3 5 X3 F R 004 B BUT - Bk o BLE) Weka 1R
## Explorer & Preprocess i A\ & #1414 B3 3| Select attributes 4% 4% B o 5] £ #
ZARRFBOT R BATH A BRI LR AR R A BT RS Rl
# #4945 # (Combine Multiple Features Selection; CMFS ) o =8 4% £ 7 1% 75 /& 20 9
foF
1. &A% A (Information Gain) : AR¥F I 25 FA A B 69 A 18 B M 2 4 2R3 &5 38
AT AE o AARAEAIR DRI AR E ) RE T ARANERE  c BAR
FEF T AEAEB b2 (ML) AARRERSZ > LEMY
R G ME o HER > AMBEAMK KRR SEFBROEFHEAIT -
BeAE S k448 " Entropy (45) ) 4e 2 X(1)PF 7 (Al-Hawawreh 2017)
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IG (BJA) = E(B) -E(BJA) (1)

2. fE Atk & (Gain ratio ) : ARYE ¥ o 28 A B 64 A8 B M o JE A o R i 473
f& o JEF F oy H AR R F R BB EFFRFOE - A RAMEE
AAEAEAT —HAL > RIFBALR G A BRI F AL A 0 sk - ik
15 A Ao JBHAE B oA 4o N X, (2) B+ (Al-Hawawreh 2017) o

Information Gain (B,A)
Intrinsic Value (A)

Gain Ratio=

2)

3. ®AAR M8y & (Correlation-based Feature Selection; CFS) : —#& f§j .64
IR A RN B X BN TREAHES  RER
TP A — B AF ALY TE R AL 7 A BB W M4 i 4757 4 (Namvarasl &
Ahmadzadeh 2014 ) -

(=) ®EEF 424 (Machine Learning Evaluation Module )
FH & Preprocess FZHMANEHFE > EHE E oy —AIFU T EITE LG ER
FEUB M > e % i B S8 B 6945 B IR B ik 3] classify 1248 B - EIEFRAMAA
W FAAEA » 5 R HATA T A R Bl Ag R E R AR Ade T ¢
1. 4 F 34k & (Use training set) : 3| &kfoi]| 348 Bl — i B4 & - #HUF P
89 FT A B A AT R A D 4R o

2. 10 Jk x X # K, (Cross-validation with 10 folds) : 4 ] 38 UBRZE GG 7 R,
YE& 5045 TR 69 AL RIBA /L Folds s » FARMA S 10 - T ETHEH
Bkt WAL T 0 sk ~ 1 RIS 0 e sk B3R 10 k0
HPHEB L RAZGER -

RERFESG AR BEZEIERAMAELNER  ZRAINAHaH TR
% UDP » ICMP ~ HTTP %2 Bt & » Bp PP & 4 B4 A GBS R A0 438
B M AR 3E - HFADS By #4109 B A2 - o8 11 AT -



220

Protocols Filter

#-% — ~ Resource Monitor

Monitor CPU utilization

<&
<

Excess Thresh_Val()?

Yes

Network Traffic Capture

|

Data Preprocessing

v

Features Extraction

PR -
plylylyiyipipipipiuioiylplylylylylvlyiyiplptutptptutululol ylylviybyluiptptptptutnlololylylylpbybybybpbpbptptul |~
! ! % - ~ Data Features Selection

i .

1

! Information Gain [~ | Gain Ratio [ | Corr. Features Sel.

1

: \ 4 A\ 4 \ 4

1

| Combine Multiple Features Selection (CMFS)

1

: Features Selection
R ——— o
fIIIIIIIIIIIIIIIIIIIIIIIIIIICFIIIIIIIIIIIIIIIIIIIIIZZIII =

4% = ~ Machine Learning Evaluation

Dataset after Selecting Features

A 4

Evaluate Machine Learning

No
Attack?
Yes
C HTTP Flood C C UDP Flood C C ICMP Flood (
Attack Type
_____________________________ e
Alert

11 : HFADS #/E R A2
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= HFADS i B ik 33t

ARVEE 11 = HFADS £ RAZ B A%t HFADS ik - g ik B8R

FHA T :

Algorithm  HFADS

Algorithm HFADS {
Input:
String[] NP
Load[] NP
Filter[] NP
FeatExtr[] NP
SelectFeature[] NP
FeatComb[] NP
ML RF Eval[] NP
bool ifAttacker
String[] Alert
Int Thresh_Val
Output:
To complete HFADS Method.
Method:
Input Thresh Val;
BEGIN {
Module 1. Resource Monitor :
if CPU <= Thresh_Val():
NP_Load();

NP _filter ();
NP_FeatExtr();
else
Keep monitor CPU;
endif

Module 2. Data Features Selection :
NP_SelectFeature ();
NP_FeatComb();

Module 3. Machine Learning Evaluation:

E g 225

/N F &,

/883 &,

/155 BL 3R IR

J155 B 6 i

/%3 o =4 65 2 7 R AF
[/ RE A AR AR AR R

[EE ] H R E

// CPU 4% F & & & KA P H A
/T N3t &,

/11883 &,

/1735 B A% L

/I E ¥ CPU {1 A %

IR 2 R R R
/BT Z A8 B R 7 ik
143 4 =48 B % 55 A
T R X -
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NP_ML_RF_Eval (); /145 ) R % AR AR
If (ifAttacker = true) /1 S B S B B AR
alertUserToAdmin MELEE
 END

Procedure NP_Load () {
String np = getNP()
NP = np.Split(* *)
} END NP_Load
Procedure NP_Filter() {
Suspicious = ifUDP_ICMP_HTTP()
} END NP_Filter
Procedure NP_FeatExtr() {
HFADS FeatExtr= NP.getAverage()
} END NP_FeatExtr
Procedure NP_SelectFeature() {
HFADS_FeatSel=IF()
HFADS FeatSel=GR()
HFADS FeatSel=CA()

} END NP _ SelectFeature
Procedure NP_FeatComb() {
HFADS FeatComb=CMFS()

} END NP_FeatComb
Procedure NP_ML_RF_Eval() {
if HFADS ML RF Eval = Attack.feat :
return true
else
return false
} END NP_ML_RF _Eval
Procedure alertUserToAdmin(){
Display Alert
} END alertUserToAdmin

j
END HFADS.

[ITEN#T &

/14 B BRI

JA sEE >

I/ B 3% T ik

/I3 47 Information Gain 7% /%

//# 47 Gain ratio 7 7%

/%47 Correlation-based Feature
Selection 7 /%

Mz o =48 718 77 iR

/I%h47 CMFS ( Combine Multiple
Features Selection) 7 &

/I A ARARAR R

Tl

ki

nn\}{.
o

RABEIE

[ouy
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B EREZZIHER N

R XA R MAPTIE 5208 B AR R R BATR ST 5 lék #Jra‘ﬂbv
Weka 84 45 8 65 132 oh A8 BT 65 32 18 o A B 3 B & A M AR A B AR s 47
% BRIEBTWREY %ﬁ‘%z\" SHF 0 KABRIEPT R B¢y HFADS #%Q%J 3

B BFEEL o

Ll
o4
BN
3t

—ERRBEE

?%%%%%E%Wﬁ#%m“ B ﬁﬁi%%%%oﬁﬁ’ﬁ*
Windows 10 4 F 52 4% 3% F 42 VMware Workstation 12 PRO & #t #k 8% » i3 5
éﬁﬁ%oﬂn#%WM®m2m8ﬁﬁnaﬁm@&mum@cmmm@w%
) i B &) WireShark Lﬁ@ﬁ%iﬁ% BB dE » — B CPU w94k A 4 R R 17 S 67
PUBAE B R 05 » BP A By 4 4T T B TShark w HATAZ 5 AT & F 4 - EEM
FORHRE) kB T B Weka ay4F o AR oy B MEAR 40 41 #HFAT GG B H R R B IE &
PO o k1% AL Weka 9B 2 HRARFHELERRMBKZEITE - H— 6
A] 224 Kali Linux & 4F 2 %% - B 3% Windows 2008 2 8y % - ¥ T2 E
B dk ~ B R AR | AIw - EHERKRESLE MAKBEBANRZARNZSK
(network intrusion detection system; NIDS) d& % 3t 45344 094853t 6, (B ER
JB @ Alkasassbeh et al. 2016) o F¥E a4 B MR » ok 2 B - BB EHR T
AR dok 3 BT o

& 1R R M AT B AL

o RMAE T Coictim) attlenr)
(O] Windows 10 Windows 2008 Kali Linux
CPU Intel® Core™ i5-7300U 1 Core 1 Core
CPU @2.60GHz2.71 GHz 2.6 GHz 2.6 GHz
Memory 8 GB or above 2 GB 2 GB
Disk 235 GB or above 30 GB 80 GB
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K2 A ERHBBERNA

Lo & 5 HE G AR B A
1. SRC ADDress He R IP
2. DES ADDress B a4y, IP
3. PKT ID ##, 1D
4. FROM NODE S A s (BdE %
5. TO NODE FAE A eyuEs (B 8sE)
6. PKT TYPE H o mA
7. PKT SIZE 61,5
8. FLAGS AT
9. FID H B AR
10. SEQ NUMBER FF3E
11. NUMBER OF PKT HeoHue
12. NUMBER OF BYTE VoA 53
13. NODE NAME FROM wa sk B AR (F4EsE)
14. NODE NAME TO bRk s A% (B #sh)
15. PKT IN EE R e Rk
16. PKT OUT 1R 32 4 6,40 3
17. PKTR PKT IN/PKT OUT
18. PKT DELAY NODE 3 6L IL % i 2
19. PKT RATE H ik &
20. BYTE RATE 15 703k F
21. PKT AVG SIZE 36,35 Ko
22. UTILIZATION S
23. PKT DELAY 1,3
24. PKT SEND TIME H 61,1% 3£ i 1
25. PKT RESEVED TIME 3} 6L 10 BF M
26. FIRST PKT SENT 1%EF—MEHa
27. LAST PKT RESEVED B RE—ME
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k3 BHE TR T AR
T LH T T LR
Wireshark >& — 18 %, % Bl /R 69 4838 3F 6L o AT 3k RY - 7T AP

Wireshark V2.6.0 S B 8. 5 5% b ) BEL T L9534 &0 % L
TShark TShark & & 447 T B - il #8354 #IR 48 9% 3 6 38 8 3] X

#

Python V3.6.5  |Python » 7@ i 7 84 3 P42 X 38 5 3 &2 48 A 78 R B AR 3%
KA JAVA 3235 TR o) & B AR X R B2 knd
Weka V3.8.3 T HE o TIRBEAFRIE - AFEE - 5% 28 95 B
WEAR A ~ R hAE

= BRI RERA

HIBBLE B 54 HFADS 1 MAFE o 7 ik AT s o A7 o 3 g sk &
BEEk s MIERER PR WAF M 4 ARG AARIE (KPIs) » Higi2 2 Kol
Rk 4 Fiow o Wih - AR TS EEEL  EARBSEEIERZE T FANY
HEREABEZRESER LR A REFTH R S ir  REEREKLTY
Positive £tk =% "% 44, | Negative bk va T EF4a o TP (true
positive) Rk FA AT H R L 2R 0 LG EMANRPT MG FIBTE > RIEHEN AL
¥ 3té, ; TN (true negative) & /2 B K L& 73 & H & RE M ARAMPT MY
FlBr% > WOERE S Fa LIBT3 6L 5 FP (false positive) kA BB HNLEFI &
fo 42 [ M AR AR BT 0y Pl B 12 - Ak 43R 28 A %% 3 @ 5 FN (false negative) %k &
B B EHRASEH L@ RN FIET 5 B RS BLEFTIHE -

&4 WS BIERA A

B 4t 4 da 4% (KPIs) B 4 4L AR ARSI
reE% (PR) KT s ReEAENH AT TR E > bl
( precision rate ) o Rr i ol - L AT R ) )i
BE & (RR) TPFA SR QP o ARG B E R > Jufh
(recall rate ) A AT o 3t E e A K@) T o

#IERER (TAR) M2 52 H AR A 6 BB FI BT EAE R - LM S AT 0 B
(total accuracy rate) |3 Hde XX (5)PFFT ©
RABFHOFBTIRAGBREZ T A s EA o
BER 0 e BB R AR R ORI SR BF AT B oG BE R 0 b
{EARARARLT > H 3t H A A K(6)FF T o

FiE M (APT)

(average processing time )
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R & 48 vy [ M AR PT 800y ) B
Positive ( % 36,) Negative (iE%3¢,)
True (L #38) TP TN
False (JE#3t6,) FP FN

AXPTFBEAER  BE R WEAER AT R 4 A WS
% (KPIs) Z3Hi 77 Kdm A X(3) 22 K(6)Ff 7 -

pR=—L0 3)
TP+FP
RR=—} (4)
TP+TN
+
Ape__ TP+IN )
TP+FN+FP+TN

APT=time taken to build model + time taken to test model on training data  (6)

= BETRELR M

A 4% F MLA#¢ NIDS (network intrusion detection system ) & %& 49 %% & & J&
MR EAGERE  EATHHEH®RIE T A Weka #5547 =4 R F
0 R ik o Bk 0 T Information Gain - #hATHE 694 RILEH £ (Ranked
attributes) % 0.5 (&) 2A_Eay4F8L o 3:F A AT Gain ratio » FTH Y& RAEE
PiBEHEFSE 05 (4) A Eag4E % - K1 B # 47 Correlation-based Feature
Selection » FATHR W ERGANEMEESL 0.5 (&) A LM - KK - RIEA
LA AR A B E R ATA TR 2 BT AL EE T RS
CMFS (Combine Multiple Features Selection) » H & ¥ & a945 8 435 £ 4% » do
%6 BT o

R 6 FBESE ik R R A G

TFHEE S K AR R GRS E
Information Gain 1,2,3,7,9,10,12, 13, 19, 20, 21, 22, 23, 24, 26, 27
Gain ratio 1,2,3,6,7,9,11, 19, 20, 21, 23, 26, 27
Corr. features sel. 2,6,7,9,10,11, 12,19, 21, 22, 23, 26, 27
CMFS 1,2,3,6,7,9,10, 11, 12, 13, 19, 20, 21, 22, 23, 24, 26, 27
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BHRIE T REHR

RIER 6 PIEoy fn R oy A AT - AR HIR KM T AL Weka 092 R
o BHEMBARE L LET >R BRI PUT LR 0RIXEE  (1)Use
training set » (2)Cross-validation with 10 folds » sbAE#t B B £ use training set #4782
B BATHLERAREHEE KL  dwk T P o & Cross-validation with 10
folds a4 3XiZI AP » FUTHIRERUAREIER K  Wwk 8 P T - REVER - &
B —AERZREFE A F - WA Use training set o8] 3K 132 78 /& 18R] 493% & i@ 1% € UDP
ICMP o Ji& ) & i 34 € HTTP (&8 TCP) #4iR& K2 B A5 P75 43 04 B ik i
BAFHE

% 7 : Use training set 3% % 45 [& &

R 22 vy G AR AR AR BT 800y ) B
UDP-Flooding | ICMP-Flooding | HTTP-Flooding | Normal | #& % #] Ef
UDP-Flooding 97519 0 0 2 0
ICMP-Flooding 0 6208 0 3 0
HTTP-Flooding 0 0 1997 0 0
Normal 0 0 0 25109 0
% 8 : Cross-validation with 10 folds = & % 4B & %
. 2 vy KB AR RAR BT 0 ) B
AEHRR ) : ,
UDP-Flooding | ICMP-Flooding | HTTP-Flooding | Normal | & 7% ]
UDP-Flooding 90055 822 0 6606 38
ICMP-Flooding 937 2376 27 2693 178
HTTP-Flooding 0 3 1888 0 106
Normal 5745 2162 1 17111 90

HRAEE T $4T Use training set P17 3| e B - SHER AT oodhak e » 3
B A 4EAE R L BCR 3 TR I B SRR AR AT e A R B & R AT

(—) ##E% (precision rate)

AR ERE s REHLENHE - AEREIEIT @y F - uAh R
AT o IR ECE BT LS SO A 6 B by REAR AR AR AT 0l P BT IR 0 ARIERE
DAL I APTIF R R LR AAe EA AT HRAIETH 0
BRI FIET 1% R REEHE  REFFIAE S -
UDP &945#E % & 100% » b MLA.BY 95.19%342 7+ T 4.8% ; ICMP &445#E % &
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100% » o M.A.#5 52.92%32 9+ 7 47.1% ; HTTP e9%#E% & 100% » b M.A.#4
98.60%32 7+ 7 1.4% » 4@ 12 Pi-F o

Precision Rate (%)
100%

8

=]
=x

o
60%
40% T HFADS
20% < M.A.
0%
upp ICMP HTTP

Protocol
B 12 AR BB E R

(=) 2w % (recall rate)

FEREHF R PRSI O b o EERN BB R B A
W o A BMLEALTENLEZIEH O LG G IERRIRPTHH BT 1E - EAE N A
BB G PTAFRL > RBALE LI F e LA R HERARE N 2Ed
FEARARAR T 0y F B 15 - AR 4ER AL EF 3 & 0 RIEPTFEIE oL - UDP #
ZE % 2% 99.99% » tb MLA.8Y5 90.18%32F+ T 9.8% ; ICMP 845 Z © % 4 99.95% - 1k
M.A.#5 33.57%# 5+ 7 66.4% ; HTTP ¢4 B w1 % 24 100% > tb M.A.&4 99.41%3% S+
T 0.6% » 4w [E 13 BT ©

P

Recall Rate (%)

100%

80

=

60!

ES

mHFADS
40

=

% MLA.
20!

=

0%

ICMP

Protocol

13: B iR
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(=) #ErE% (total accuracy rate )

R B A R & SR 3T 6L L4 oy FEAR AR AR BT 64 FI BT 12 - IEFE 928
L B3 G PTAF R 09ME 0 Fde B BRI IOL L IR 3 & B4 oy REARGRAR BT ey #
Bife - WOERES AL IEFHOTFR A BREAZATHERAAANHE  £F
FIRE B T A Weka $hiT =48 TR W R RiB A% > KAy AR ERE S
99.98% -+ tt M.A.4% 98.02%3% 7+ T 2% » 4 & 14 Frw ©

Total Accuracy Rate (%)

100%
99%
98%
97%
96%
95%
94%
93%
92%
91%
90%

I HFADS

MLA.

use trainingset  cross-validation percentage split
with 10 folds with 66%

Test Options

14 © 4B A 5 2 BRI R

(w) 3k rErFR (average processing time )

BRUGIERETERFR] » BGERP AT R S VRO R TR B A R
A FA KB AR 0 355 65.34 #rk MLABY 68.88 A E T 5.14% 0 dwlE 15 Ff
5o

Average Processing Time (sec.)

100
90
80
70
60
50
40
30
20
10

0

l HFADS

# M.A.

use training set cross-validation with percentage split with
10 folds 66%
Test Options

15 @ P34 )% 30 B M) 2 AL 42 R
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A X AAZIA MAPTAR R 6 5 ik 2 e > I RFE A 32 1E 4 42 NIDS £ k09 3
FHE M BB K B0 tR4E M 42 B HFADS ff]iR & X2 BB e i) - el &
PATHEA AR FAAT > R B AR R 00 5 R BIE T 5 40 LR 40 B 60 45 801 B HUTHL
BER o PTEROER THEEA MARFIUTRAARBE LY - AR E
¥AEZR o 3w Ry B4EFEAZ L ICMP 898 RIEA » R\ 2 RAGTH EegiE K
VR AF A B 093 0 A Z s HFADS #R T A4 99% A E > 12 A FRET
HRKZHSBBIFRBEATAR AT ER ARSI ZF| B g aRER - AL
BRERERZIBIERE R I FIF -

%9 REERIBEREL

ik s SRAR AR HFADS | Alkasassbehetal. (M.A.) | &%
NN UDP | 100% 95.19% 4.8%
(%41 %) ICMP | 100% 52.92% 47.1%
HTTP | 100% 98.60% 1.4%

ams UDP  |99.99% 90.18% 9.8%
(%41 %) ICMP | 99.95% 33.57% 66.4%
HTTP | 100% 99.41% 0.6%

MERER (Bl %) 99.98% 98.02% 2%
T3k aEr (B35 : Sec.) | 65.34 68.88 5.14%

18~ &3

T 3% R B AL H AT 0 R LR BUR R A E 09 B E R A KIEIR Y 0 B EER
TREEARFN 2B ENRBRLEZ MR THERILZIEZIHELR
BOAFM  GER BN A F AR EE 0 SMP RN PR EFNERT
A B o B 0 RSB R I SR AR (random forest) 4-FAAE A 1A
] UDP » ICMP #= HTTP (/A TCP) #4iR4 K2 B mit = 5 Eih - %
% HFADS - sbFr 2441 A BRESE ARG ERERISZEIEE =A%
Bisn o 3t HAE R AFIES R T B Weka & & B Ao B HET A
Information Gain + Gain ratio ~ Corr. features sel. i /T4F £ /5 M 04 #718 » 3E F G A&
AR 255 H o JABE A B AR AR O BGEATR R 0 B B & R BT AR AR AR BT IE AR Y
LAY L m h gy 4 E B 2 99.98% TR FERFR] & 6534 A i M.AFT
1 b ey R AR AR B R A BALR A K2 B R TR SR L 0 IR BAE e AE R
B e RS ERIEFREERBIZRIFT 2% FHREFMEREL 5.14% G T
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R0 RCPrIR ey HFADS 524 iR X2k &%%%%Lﬁ&&%%%i
MBEE BRGWHBEREE  AREEGTFYRTFR - X8mT AXZ %
B R AR AL T

1. 2B %2 DDoS /BB ey H X2 — » 43— 3 Aoy > KRR

GO R AR AR A e AR R AR o AR A 0 RS KR B U B
HFADS  VA{8R] R F] 8438 34 € & UDP ~» ICMP ~ HTTP % -

2. % E R CPU w94k A & 2 GARA PR B & > AaB R T A 2B g
% A4S 4T T A TShark F #HATAZ A + AT L W@ IE 3 Lféﬂﬁéi
AAE ALy ey 3kt o

3. K KP4t di by HFADS By a4k #4] - b £ JUTREM AR > 20T - BH &
CE BT A ERD > BB T AL B AR R TR EEER AL
FEERAKRS T EERA A S (overhead ) @ 12 7T AR SIABRA LB
HHE oy MR RE R R dn ke T R FERE M o

4. 4% HFADS g4# /A G AR 2 MLALSE 5 ik AT AL B B » 3B 3% Ak
o ZEE M IERE R e T3 R P RE B v AR Bl AT IRAR 0 ERERBAT
K P #E & 69 HFADS #4111k MLA. 7 ik 2188 493 & UDP ~ ICMP #n J&
B HTTP ({£/ TCP) Fi@ih T b > MAREYHERTHZIwEI 2
B AL EAER A 99.98% I T 2% Fn-F3 B AF M R & T 5.14% o

EURBRERZNE RN - BT RH XTI E e HFADS #4]5 M.A L

B A& MAEERKS S FINRIATAPUT THBREE  PFIALEG ZRE
N2 BEHE B EE R IAZ 0 IRI o R X0y £ R TREAAPTIE 89 HFADS
A EERA LR E R GHAERETERRA AR W A8 3 A 3R
4TF1JQ§7FM7F SEARY AR 0 HBIERE R B P3RBT BF M AR A 5’3%"’ T I — Y
xf F) B 35 A0 R X P74t HFADS 8958 & X% 18 508 By 2 ] 1o 2 A U4
REFOFTERmTEE - Rin > ZIRAEBETRITER & M.A.F)ﬁﬂ% oy EHHE Y
SORBR AR B e IR uﬁ#}mmSaTﬁ%ﬁ9%Mai’ﬁﬁﬁ§%
BTFA KRS G BRBAFEIEATAR R R ARPLF LA TAIGER -
M RRRMT AL TR LRI - RACAF B AR B R B B AR ﬁ“@ﬁ
BTG SRR A S R B RS ey R IR R SRR B AR AR JERE
BB o sbdh 0 TR B0 MR A £ 1 T EF R ey B2 Ak
#H E oo 4wt R4 (reflection attack ) ~ 18]3d 1@ 34 # (side channel attack ) » 72 &
4g 3k % (botnet attack ) B & 42 X %% (malware-injection attack ) % - 527
T BARATREAT A A A Z AT 0 AR T R AT R ERIE o 3 A IR R AR
RHTRMIEE i AL 0 REAT 25 o
ARG RAF AN AR RN E EE TCP & £4y@ AW E » 4o @ FTP »
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SMTP % Telnet %6492 B X 2% > 3t HARA Htbay M B 2 F AR EAERA E % o9
SERRIZAE IR B 5 RAE G RIE o A JERRAEAT O SO EA E - T TR LR

3B B AR IR R G ey Ak o Peik e IR © IR R R B e B RS R
SRR o M) RS MR B A BRI S0 TR IR E R EUR 0 Ry
AR Rty BAE o LARSUPFTEET 09 HFADS 5 8 Ak 2 Jh st » 254 MWK
HERMmRTwFHRT O EMRE LT 22 TR ELRS  EEAFRA R
M2 S HAL A B3Rt A A RAR S MR G RER AL T RFmE -

cr??g

RHXAFERLELELELZEXFEEARABZCIIE  BF KB FAEIE
it F e s 0 HILEGH -

\
buiye|

C%‘?v

=

-1 P

% Rk

%%ﬁ\ﬁ@\$+a(mﬂ)f%%&%ﬂﬁ > FAAE A 4 DDoS 3 %A Al
ka0 THEATE  H=Twk o FH+H 0 A 3068-3072
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