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Abstract

Purpose — The IoT (Internet of Thing) is a broad field with many different
technologies and applications. In the last few years, they have collected the data into
analytics to create value deriving from combining and analyzing from various sources.
But these data have to be continuously available from a secure and flexible architecture.
This study aims to design an enhanced IoT wireless sensing network(WSN) remote
authentication scheme for accessing the IoT data through the gateway over a public
channel. The result of security and performance analysis proves the scheme secure and
efficient that can implement in real-life applications.

Design/methodology/approach —In this study, We review the researches that
design for remote user authentication of IoT architecture. We use the security analysis to
find the weakness of the proposed practiced scheme. Based on that scheme, we offer a
new [oT WSN remote authentication scheme to avoid their leaks. The formal security
analysis of Proverif tool and informal security analysis approaches id used to prove the
security and the practicability of the new scheme.

Findings — The [oT has widely adopted in many applications. However, there exist
various security and privacy issues. Notably, one of the most severe threats is to clone
IoT devices for the goal of counterfeiting goods, which causes significant loss and
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danger to users. Lots of authentication protocols are proposed based on physical
functions. However, most of the existing schemes require secret parameters in loT,
which are vulnerable to physical attacks. In this study, we find the authentication
scheme proposed by Wu et al. (2018) has practical value for multi-gateway based on
WSNs. But we also find their scheme cannot resist several attacks. The findings also
showed that design a remote user authentication scheme with secure and efficient is
necessary.

Research limitations/implications —In this study, we follow three assumptions
regarding the capabilities of an attacker. Firstly, an attacker has total control over the
public channel connecting the users and the remote server that the adversary can
intercept or modify any message. Secondly, an attacker may steal or get a smart device
or IoT devices. Thirdly, the adversary attacker can retrieve the information from a smart
device or IoT devices. From the previous three assumptions, we analyze the existing

scheme and proposed scheme.

Practical implications — The WSNs of 1oT provides practical security aspects are
the challenging area in the research field, and many researchers still try to improve the
efficiency of the system. Though, this paper presents relatively better efficiency
compared with the related systems.

Originality/value — Since the IoT devices are constrained by battery power; The
energy consumption should be minimum to increase the life-time of the network. It is
noticeable that the efficiency of our scheme is relatively better in terms of computation
cost than other related schemes.Therefore,it can be applied in practical implementation
in the WSNS environment. We will try to improve the scheme more efficient without

compromising several security aspects in the future.

Keywords: Internet of Things, wireless sensing network, remote authentication,
security analysis
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GPS g 42 & 48 3% 3o [8] £ TP A4 B 00 A8 T B R R AT A 0 75 7% © UL R 3B AR B AR R
BRETEMAMERTL  BLERTHEE T 2H K EHBEARLAN > AEF
MR e A b A TR0 ROk o ek 0 848 (Internet of Thing; 1oT) &4 J& A
EERR@BBIER > R FPHRERE FERARWELARESHIABENEL
A GRIEE o BT EIKRARR KR EE E W RR S RIRF o T A R A0
R MM RAEERE G RAEEREFET RTRSNT R MATEHREER
B 58 F RAR A MM R & 0 48 & 4y 323 (authentication)) R A A A E R T
B BT8R B R w2 G R IGE T BRA S TR e 2R R L ER
By BT R IRA o

FAB A 69 ToT KA 2 FRA R AR E I ik 3R 4k & 0 P Bk 3B A ik 45 49358 09 By
W @El SRR B 4A R S 47 R B 4974 (wireless sensor network; WSN) » it
8 WSN PR E AR S E A A e M B (Gateway ) #4738 3% 48 38
o RAE R H T A A R BB R GA] S AT 2 WSN By R E BB - FIT R 09 R
BB AR o £ SAAEZR BT RARRT » KA 2018 5 Wu 5% (2018) 4234
oYM H LA AR E e B B AR A A S FME S (multi-gateway ) AT 40 5% 89
22 B oA 48 7% (wireless sensor network; WSN ) » it =T ## &, Bk 8] 25 BiF 4 % (sensor
capture attack ) ~ { i &1 % %% (user forgery attack ) + R 18 2344 %% %% (gateway
forgery attack ) » & B] 544 4 # % (sensor forgery attack ) A& #4215 % #5% (off-
line guessing attack ) » 3t 2t Ak A IR EFPT E 6948 Z 3% (mutual authentication )
B il 24 (session key) 89 F K o fm@&d 2 M oH o RIMVEBRZEE LI H
WA Oy B R o Ao IR R RO BT R R AR AR E AR
KB H L AEARAR RERAE A H ey B &M (anonymous ) T 6y =4k
AP RN Wu FAMA 0G5 8551 - TRtk B B & M AR G B R 38 AT 3
By EHF > A S22 F R A AL KMbe 24 ET A Proverif 2.00
(Blanchet et al. 2018) # KX b2 2 M »#r (formal security analysis) & 4k #4684
JEH KAt (non-formal ) s 2tk 447 36 B #7144 09 22 M+ E 10T H1 42 th 64 48 B
B AT DM B AR AT L o B ATIRAR R LA 0k il Bl AR IR
Foo AXABEFTHEMWT » FROERALAARYART R HF5HHN Wu
FAGHE] 0 BEEHIRE Wu FAMB 2 ARIF > HARH L AP RI ek
# 0 B AIRAGE DML RE— AR RIERERRFAR TG -
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— ~ mIniE 303 (remote user authentication )

e sEAE A £ R Iy d » Lamport (1981) 74 1981 SR32 i & — 184k A %
oo R A AL FAMIR B A FE AR 0 B A F @ ¥ SRR SR
5 B S By 3585 o K S AR H e Chang 2 Wu (1991) ~ Wu (1995)
Wang #1 Chang (1996) ~ Wu #2 Sung (1996) -~ Tan #2 Zhu (1999) % Yang #i
Shieh (1999) 3%t & B 6948 F & 5k 8B MA] - AT AR R Z 2K

v I 2 F iRk ik A £33 (remote user authentication of smart card )

Jo e R EFEH R o #2002 5 0 Chien % (2002) =& — AR FEH»
IR Bk Btk BRBMEA H B A EH - LA KRB R AN BT
w45 ) i g R A ] o 12 Hsu (2004) 353 Chien % A ey h] & k3838 7 & @
%k (parallel session attack ) ° 2004 # - Juang (2004 ) 3% —1{E 3% 3% Chien %
NG > IR E AR GRS 0 AR SRR T R R E ARG 3
P R HEAIRE T 24 R BREARBEBARERARA TR E/AR
f£ 2006 = Shieh #2 Wang (2006 ) 15t Juang &4 4% H] B S i f 2K 30 S 0k Az AR 8
A6 R A5 s F % 4% (replay attacks) -+ 4T H B P IFRLAR A AN
By 2 R A%E] o 72 2007 S - Vijayalakshmi $2 Raja (2012) #5# Shieh $2 Wang #4#%
H R R EAT ﬁﬂ’er- M (perfect forward secrecy ) H. € 1% % N3RZE - Bk
E 2007 4 » Wang % (2007) #5# Yoon F Awg#h] LA s iE B4 2 0 F145

v PRLEB R R AR AR R SR B AR B R » SR 4R b B R AR

= ZRIRBEE R ERE

%R E (multi-server)) H# K a930EHF R+ > 5> 2008 F » Tsai (2008)
RERAEEFTHLETARRS BEF QB AEREANY 17 H&?%:ﬂ:ﬁ#%%]
£ 2009 4 Liao 2 Wang (2009) 42 sk — {88 A& 45 1) %tk 3 o 1 5 SR8 A 4]

18 4] B 3 % % # (hash function) Bp =T 72 % 43 IR 55 3R 3% T AL FI % B 4 14 049
Lee % (2010) #5:t Liao & Wang & k383518 § 15 Ak 33 & A8 & 0 o 5 3E 3R o 3%
58 04 #%
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# 2010 5 - Li ¥ Hwang (2010) 3% — 18 &5 4 #4580 (bio-informatics )
H AR BF M BRI T3 TS BB A - 12 Li % (2011) 454 Li &
Hwang &9 4% &) 72 S8 5 4 4] A B @ 8 A 2 7 F Je BARATAE R 5 AR R B AL E
T o #4745 § ey P B % (man-in-the-middle attacks) -

B+ AN AR B 60 o 5k 0 1) K 2

HE B FE Gl ) BRI MR E A B A M ey H R L 0 75 2011 F - Sood
(2011) R —18 5 IR 5E 22 M T o0 B M& 46 M iR SR ey o s ) > Li %
(2012) #87 Sood 4 Aey#el ik Mt A4 > FERMETARREEF
Wk k% Rl A o B3 2011 f Cheng % (2011) 3 #& Wang %
(2007) ey #&H] BAL %05 § AR5 @ ey S8 - 4R a7 e9 K H] - 124 4 oY ot
% 43, Chen 2 AMGH] & k3K IL iR 4215 BAHF 4% > 4o Kumari % (2013) &
Wang #2 Ma (2012) FAe9#F %3542 Chen FAM B ey A - 30 2012 & >
Tsaur % (2012) 45 th 2 A7 3F % #3560 MR AR & B g R % 3] o
PIA SR » BLAE R 4k I P BRGE 1 R B B R 3 0y R R PR R th — 18 B Ry
PR HAT » B R S AR BIRILT T AL A AWy RF M R 7 R - & 2013 S o
Tsai % (2013) 42 i — B8R & £ T H R 2 skey 10 A & B & Bt ih] - £ 2014
% Leu # Hsieh (2014) #5# Lee % (2011) syl & ikitanth 545 A4 &
PR B FH  RAEEFNIEN TREBREIEE » BB — S EH AT
BA W) FRA I FEAR IG5 e -

7=~ Z BT (three-factor) & &+ 5% o 5k 48 Fl 3038

LR AEER  AMFRAFEFH = THEL 7 2014 4 > Mishra
% (2014) 45 Chuang #i2 Chen (2014) &y = B FBa 24547 &k 8 %% B F ik
K¥EROERF  FIIRE AT § A M&RT (denial-of-service ) &% - 3t 37 & #14#%
#] o B 4 Karuppiah #i Saravanan (2014) Fl#4t & —EEANA S EFegebth B
B AAE A AT@AEM - 12 Shieh # Yu (2016) # B ILMHBH F % 55
2k o Kumari % (2014) 328 —AANE 2 Fo 0320 Ak A sk » &
TR B R o B AR AR ER ELNE - B
Shi % (2015) 2% Kumari % As9# 15 R &< 2% FFRB\5% - B F 4%
SR — R A B TR A e BRI B AR R R E - )
% Chaudhry % (2015) #53 Kumari 5§ A ey 75 /25525 > £ 3o #H] - £
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M) T AEAE ) B A G IR ISR S A B & 7 R IR S VESR 38 - £ 2016
S0 Islam % (2016) 45 % Lin (2014) ey#&] &k 5E 4 A & % ABey EAEM » 9
NAE ) W IR R SRR B AR 0 BT AR AR I B AR S o B4R B RS AR -

£ iR Emn (WSN) #Esgis Ao

i [oT %AMWARFEHEAHREL  BLCEAFLHREF SR FE eiE
3| 224303 > 4v Dhillon #2 Kalra (2017) 2 B KA EH » FE T RAMFHRH =
BT sk A BB AR AR X ZF K (XOR) EH EMKEL KK -
B 4h » Amin % (2016) 328 7 & WSN ¢ = B T30 W3 > %% 7 Farash %
(2016) ey##] » /2% - Jiang % (2017) 43 Amin A ey #h] F A &A 558 -
& T MRikiE sk 0 Jiang AR T —4E A Rabin %45 A Sl ik an 48 A H R
HHl o Yang FA (2017) #E 0T L EHAMRAL E  BH TR RBRFEFHE
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A% A WSN 4835 18 35 M e 2038 R - B dbde T 383t — A B A 2 W AT AR
A 0 S 4% % R 4 B 1 5 SRR M R 0 LA B R AR A o

%~ Wu F AL A F k% oT #4885 A 495 305 4 4]

Wu % (2018) 42 8 — B A % M8 5 0948 A F s ToT B4R 4T 8Y
WA THAAMEAEE (BKELRS) sEARRE 0T 24 - ZEHd
EM > BARER I KA E A AR AR AP AEMME S AR L2
AMEFLE M AT 0 AR AN > M EAREAAAT 25 i A28 &
AAR o RUTRATER IR E L -
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GW, Wi ®j h() H w322 38 (one-way
hashing function )

WMSN RRFFE P E R AT Bt il BpER

G PR E % £ 4k (secret |SK, i ﬁ € f’P 4 4 (session

key ) key)

SGy RELU Y. SK, IR W £

Fotulslhg  |SEHS f?b i SK, ISRGES REL

CID, ®F X LU — [ Bji@iE (public channel )

SID,GID;  |§ ;‘Elj ~ RPR B | e > |foE@iE (private channel )

— ~ EMEK

B & WAL 5 — 0L KRR B/ - &AM é@?ﬁﬁﬁiﬁﬁ A
RAER A RRRASE @ REE (GW) M BEAFIRZENLE ; F =Ry Lk
AW AR ES GW #AT3EM » AR F @ BRI REAE GW W B 184
ATHRELHEIERNZORENRTE NI mEBE > Bt RE > LG
BRAF ID A THEREE T > MBEAZIAERECELLA 22MARLEIR
P AT R o
o RRIBEM

FHAE R R 33 B0 BE SN, AR A — B2 A5 SIDy > BB 7> — 18 8 47 R 49 38 [ 3R An
N B HE R GW, & FRBREE - 5% GW, B SN, B4R EH
SG=h(SIDY|G/|IN;) B§<SIDy, SGi, GID># N RkiRI%E SN, W » B¢ SNy #% B %)
B0 E » GW 6 <SIDi, N>Z&#E DB F » MZ3RA] SN, = HAEIEY N
u}: o
o & A HEM

ERHEF A B TOTEHEERGEMRBEFE R FHT -

Step 1 : Uida A ID; B PW;» EAFEMALE ro» 3H I HPW=h(PWi|ro) » #H&HE
% AR A< ID;, HPW; ># GWj »

Step2: GW; % ID; =& HA A %54 RIEBIRFs - B AHHE ALk
TR ID #473E M 0 @38 GW 444 ID; £ DB R & % [&E % # 5 #5 CID; »
A A1=h(CID/||GID}||G)®HPW; » Ay=h(ID|||G)) ®h(ID||HPW)) * i% @44 %
@ # 4% <A1, A2, CID,, GID > U -

Step3 : Uit A;=h(ID||PW)®r Bk <A1, A2, A5, CID, GID>F B THE F -
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Step 1 :

Step 2 :

Step 3 :

Step 4 :

Step 5 :

Gk U N ID; B PW; » 47 8 % B 3t 5 r=A:®h(D||PW;) >
HPW=h(PWiro) » iE£FEREMALE r. ZABHFIRG KRB %K SID; > 3+
B=A\®HPW= h(CID/|GID||G) + Br~=B:®r, > B=ID®h(r|B)) -
By=h(CID{|GID,|SIDJBI|IDi|r.) » & 4 i% i 2> B i@ i 4§ 1% M,={CID,, GID,
SID,, By, By, Ba} % GW,
GW; 8] M, #% > &kt E GID; &G IEH » Judy B THYFEF A 3hzd
DB ‘4’&%"-<5le, N>Bp SIDy, &G Nizaft > 2% W A48 8 @8 T 4 3]
090 B RE T B4R 46 3 WSN 473835 » 8] GW; 3t & B\=h(CID||GID/|G)) »
i’uZB@Bz » ID=B3®h(r,||B)) * #x & ID; % & 54 DB » FAx BT 69 B,y
oSt H AT eg{a4a R - Bp B4f'5 > 35 h(CID/||GID)||SIDy|B\ |IDl|r) »
%%ﬁ@%“?%&ﬁ 18321818 > P B R AN 0 do e 43 0 B N 48 R
R H kP ID; & ,‘.0\017#]‘3\1\ o BIE R FAF AR A 0 BRI E P
PRFE S DB 4h 0 SRR AMEATR E 0 HAaMEEaa AR o o oA G MR AL B
ru PRE 0 R R IF R B ATIE BIRF (Deny of Service, DoS)#y 3
o R G SRR e S SGHGIDIGIN |
Bs=h(SGY{|GID)®r, * Be=h (r)®ry » Br=h(SGillrllry) » % i@\ B i i 1% 1%
My={SIDy, Bs, Bs, B} # SNy «
SNy ¥ 2] M, 1% » & ki & SID, &= & E#E > 35 E #E Al 3t 5
r=Bs®h(SGY|GID)) + r=Bs®h(r,) » B ¥ By & h(SGi|rllro) ¥ % 2 % 48
Bl > ZXRMFIEBEAN Z@BAELE ro S H SK:h(”uH’”ng”s) ’
By=h(SGyllry)®r, + Be=h(SK,|SIDJIGID)Ir,) + it % i 2\ B i@ i 14 3% M,=(B,,
B,}# GW, -
GW; %] M, 1 » 3t 5 r=B®h(SGillry) + SK=h(rllrdlrs) * # & By A
h(SKg||SIDk||GID||rS)ﬁ“J:§‘f15: S8R 0 ek BB b 0 dei B A E A F 0 E
% %k B A CIDI -+ 3t 5 Bi=h(CID!"|GID/||G)®h(r||CID) -
Bi=h(r|lID)®r, »  Bio=h(r/lr))®rs »  Bis=h(h(ID|||G))||rs)®CID/"" -
B14=h(SK||ID}||B1o||CID;"") > i% 18, B 3@ 1 1% 3% My={B10, B11, Bi2, Bi3, Bia}
% U -
AT B K E K B My o 3 E r&EBu®h(r||ID) o r=Bi®h(rrg)
SK=h(rrdlrs) CID-”eW=Bl3@h(A2@h(]D~HHPW-)|]rv) . % & Bu A
h(SK,||ID/||B1o||CID;"") & & 48 ) » 2% & BaAsak o Al F MK B E
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A" =B\®h(r,||CID,)DHPW; » it & #(4,, CID;)2(A4,"", CID{"") »
HREPBELE R 0 Uy~ SNy B GW; 5 31543 SK,= SKi= SK=h(r.Ir¢|ro) 3£ 5%
KA R 245 SK

= RRBEAEEBBR

I RAE R H U BRI RER  LIARBFAAIIE GW, 043 T RRGEFE -

Stepl: U EFHEHTE T N> BHEWMAN ID A PV, iTHREHE
ro=As@h(ID|\\PW;) » HPW=h(PWilro) » & % & # L & r, » 3+ &
B\=A\®HPW=h(CID||GID}|G)) * B,=B\®r, > By=ID@®h(r,)|B)) -
B\s=h(CID/||GID|||B\||ID{l|r.,) » & 1% 4% ¥ Ms={CID;, GID;, B, B3, Bis} % GW,
1E& R ETHEB/YFL -

Step 2 1 GW; 4 %] M, #3131 Bi=h(CID|||GID)||G)) B ID=Bs®h(r.||B1)3£3% F ID; =&
EHEEHE  WRBEE GW FH rn=BO®B » & Bis &
h(CID||GID|||B\|| ID; ||r,) & & 481 » @ i#ErEE GW; % U E#F — @
B & % 5 # CID - 3t & Bie= h(CID/"||GID||G)®h(r.,||CID;) -
Bi7=h(h(ID; ||G)|Ir.)® CID"" » Bis=h(ID; ||CID{| CID;""||B\||B1¢) * s %1%
1% Ms={Bis, B17, Bis} 45 Uiff & T BUEAHFHFT ©

Step3 : Ui 4% Mg 7 » 3t A CID™“=B,;,®h((A,®h(ID;|[HPW)))|Ir) * #: & Big?=
h(ID{||CID;||CID;"*"||B1|[B1s) * 4w R i B4 U mA#T ey PW™ » 3235
ATENE B A A F RS 1™ 0 3HE HPW"=h(PW;""[ro"™) » A"
=B1s® h(r,/|CID)®HPW™" > A,"“=A,®h(ID;||HPW;)®h(IDj|HPW;"") -
A;""= h(IDj]| PW{"™M®r,"" » x#BZATHE E £ #(A1, Ay, A;, CID) &
(ALY ALY, A, CID™Y)

B Wu ZAE R EES [oT 28R ERITEERI Y2

AU RAT 7 ZABETFTEST Wu FARB G ZDRRANSH » BhELFL
BERFFH  FEFREAREZFRE T AR (Yang et al. 2017) » Bz 5T
FI R BIR TR R AR T X RAFREE LY AR - F AL A RIREE
R IRH] 0 BAREARE T 5 LA MAE AR F@EE 0 G A MBERKYERL
RHFWLEERR  ERAEH > AROGHFRAER R T RALZEDY
(Messerges et al. 2002) o % =28 L 15t 5E & B aH e FR] » RAF AR R AR R IR
BE AR A I B B g PR ASAR SRR IR A E AR L 6 SR B SR IR R 5 E S Ak
EATHR AR E LT HERRRP[EHATET LNER  HFHINRLAF
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MEBEATR BEGHEEL  CAHFSHRIGE > BT A S AFHARE
TRSFEERFEAEH 125 L58EFERIBENS > BRELE M REMARNM
MALBAT Bk AKX M AEAEZ TAEd (Kumari et al. 2015) © /& b3k = A %
T RHFRIKET Wu S AMH AT B A & R 2 L6455 Bhde T 5] &) AT AL

— ~ BB REUFEE

Wu 2 A8y ] 2028 B A) B0 KT gk Uy BAF g% 2l Uy sikmE
2 U, PRy BRI B o A2 REF BB, 0 3% Uy AT SNy F 49<SIDy, SGy, GID> >
3 MRI M, 849<SIDy, Bs, Bs, B7> * 3t r=Bs®h(SGi||GID)) * ri=Bc®h(r,) » BEIIF
Ms #9<Bg, Bo> » H #h r=Bs®h(SGil|ry) * SK=h(r.|rellrs) * 7T vABAE 2o ik 68 & 30 &
0 Uy TAAE @B A adEFStEE B=BO » ID=B:®h(r,)B) -
B""=B10®@h(r,||CID;) R 4T KMoy s 5 > oo BY™" T4k £ F — R4E I B BB
WATIBHFXE » B B HFREANBHEG Tk - X FE T RERTHEHNR
o » VARSBY, ID;, B\"">& 20y AT &k o 3 HR b o

N G S & 3

WAL bR R BIRAFLE  Uy WA <B", B\, ID;, CID/™, SIDi, SG,
GID>#) ¥ 3R » ¥ B\"" ik (%A o9 Bi4al > @ B & CID % £ — w4
ANEAE R 0 R R RAR S G DB BANRLT G ERE CID, G5 T
B AERREICENGY By P CID; & B A A 0y CID A SF + A RSRE ID; 3 W 18R
B BB fE Ugfb % B3R EHEN » RE<B), CID;, ID>EHE » A A5
HRABN * FHATF o
Step 1 : Uyt 8 Byy=B1®ruy * B3 ~ID®h(r,®|B))
Bu=h(CID/||GID;||SIDy||B1||ID}||Fua) * #§ M14={CID;, GID;, SIDy, B24, B34, Bas}
W% GW; o Jovb 1y BIEH BT & A RE AL B

Step2 : GW # SN; {8y Ms={Bs, Bo) L th ry BER¥# By R E & 4o
1% tfEw Myt Uy -

Step 3 1 Uy 3t H re=Bu®h(rul|ID;) » r=B12®h(rullre) » SKi=h(ruallrellrs) » msh 5 &
16 R R BT RR G4 -

= RBIEE AR

S B AR R FR AR T AT 0 B — HBIFE A HATE R E P E AR
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oo mB FAEKX S ABEEMAFNE - L b [private] KA RA R TRFHE
SRs 1@l ch KRR PTA BRE AL 69 A B i@ » schO ¥2 schl & 5 5 A /& &) &
EM AL R A MR E @R d KAWL ERE  hORERYTHREREK
xor()X &89 & ZF RIESH > con)Rk ey 2 BEHL AT =M@ EH (query) 55 &
HAHEE LG TRAF ARG 2 H AR - PRBREMEG 22N &
#% — 18 &34y inj-event(UserAuth(id))==>inj-event(UserStart(id)) & Ji & 535 i 18 =
e BATIA K & & B FE » do ROTIEF BAT R AR ] 6945 7 & 3809 25 64 4% A %‘7“)\'5
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(*-channels-*) (*-functions-*)
free ch: channel. fun h(bitstring): bitstring.

= A
=3

[l
|

(*-session keys-*)

free sku: bitstring [private].
free sks: bitstring [private].
free skg: bitstring [private].
(*-GW’s secret key-*)

free Gj: bitstring [private].

(*-constants-*)
free IDi: bitstring [private].

const SIDk: bitstring.
const GIDj: bitstring.
const NI: bitstring.
table d(bitstring).

free sch0: channel [private].
free schl: channel [private].

free SGk: bitstring[private].

free PWi: bitstring [private].

fun xor(bitstring, bitstring): bitstring.
fun con(bitstring, bitstring): bitstring.
(*-equations-*)

equation forall m: bitstring, n:bitstring;
xor(xor(m,n),n)=m.

(*-queries-*)

query attacker(sku).

query attacker(sks).

query attacker(skg).

query id: bitstring;
inj-event(UserAuth(id))
==>inj-event(UserStart(id)).
(*-event-*)

event UserStart(bitstring).

event UserAuth(bitstring).

7 ¢ A ProVerif A2 X 5B Xah B R BB EMF
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» 3¢ GWRegl + GWReg2 & GWAuth 2-5%] & 7 P18 5% 248 A H 32 Al %
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let User=

new r0:bitstring;

let HPWi=h(con(PWi,r0))in

out(sch0,(IDi, HPWi));
in(sch0,(A1:bitstring,A2:bitstring, CIDi:bitstring));
let A3=xor(h(con(IDi,PWi)),r0)in

let A4=h(con(IDi,PWi,r0))in

8 : ARMH| 18 ] &2 M ey ProVerif 42 X 75

i

event UserStart(ID1i);

new uru: bitstring;

let urO=xor(A3,h(con(IDi,PWi))) in

if A4 = h(con(IDi,PWi,ur0)) then

let uHPWi = h(con(PW1i,ur0)) in

let uB1= xor(A1,uHPWi) in

let uB2 =xor(uB1,uru) in

let uB3 = xor(IDi,h(con(uru,uB1))) in

let uB4 = h(con(con(con(con(con(CIDi,GIDj),SIDk),uB1),IDi),uru)) in
let M1=(CIDi,uB2,uB3,uB4) in

out(ch,M1);
in(ch,(uB9:bitstring,uB10:bitstring,uB11:bitstring,uB12:bitstring,uB 13:bitstring));
let urg = xor(uB10,h(con(uru,IDi))) in

let urs = xor(uB11,h(con(uru,urg))) in

let sku = h(con(h(con(uru,urg)),urs)) in

let CIDinew = xor(uB12,h(con(xor(A2,h(con(IDi,uHPW1i))),urg))) in
if uB13 = h(con(con(con(con(sku,IDi),uB10),CIDinew),urs)) then
let Alnew = xor(xor(uB9,h(con(uru,CID1i))),uHPWi) in

let Al = Alnew in

let CIDi = CIDinew in

0

).

9 1 KHHE A H ey ProVerif 42 X 45

B R B

let Sensor =in(sch1,SGk:bitstring);

BRI E R

I(

in(ch,(sB5:bitstring,sB6:bitstring));

new srs:bitstring;

let srug = xor(sB5,h(con(SGk,GIDj))) in
if sB6 = h(con(con(SGk,srug),srug)) then
let sks = h(con(srug,srs))in

let B7 = xor(h(con(SGk,srug)),srs) in

let B8 = h(con(con(con(sks,SIDk),GIDj),srs)) in
let M3 = (B7,B8) in

out(ch,M3);

0

).
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let GWRegl =
in(schO0,(gIDi:bitstring,gHPWi:bitstring));

new gCIDi:bitstring;

let gA1 = xor(h(con(con(gCIDi,GIDj),Gj)),gHPWi) in
let gA2 = xor(h(con(gID1i,Gj)),h(con(gIDi,gHPWi))) in
insert d(gIDi);

out(sch0,(gA1,gA2,gCIDi)).

] 3 25 S 32 R ) 28 52

let GWReg2 =

let gSGk = h(con(con(SIDk,Gj),NI)) in
out(schl,gSGk).

11 0 RMEH] R 38 25 B 3248 B 35/ %R 23 22 09 ProVerif 42 X, 4%

let GWAuth =in (ch,(gCIDi2:bitstring,gB2:bitstring,gB3:bitstring,gB4:bitstring));
new grg:bitstring;

let gB1 = h(con(con(gCIDi2,GIDj),Gj)) in

let gru = xor(gB1,gB2) in

let gIDi2 = xor(gB3,h(con(gru,gB1))) in

get d(=gIDi2) in

if gB4 = h(con(con(con(con(con(gCIDi2,GIDj),SIDk),gB1),gIDi2),gru)) then
event UserAuth(gIDi2);

let gSGk = h(con(con(SIDk,Gj),N1)) in

let gB5 = xor(h(con(gSGk,GIDj)),h(con(gru,grg))) in

let gB6 = h(con(gSGk,h(con(gru,grg)))) in

let M2 = (gB5,gB6) in

out(ch,M2);

in (ch,(gB7:bitstring,gB8:bitstring));

new gCIDinew:bitstring;

let grs = xor(gB7,h(con(gSGk,h(con(gru,grg))))) in

let skg = h(con(h(con(gru,grg)),grs)) in

if gB8 = h((con(con(skg,SIDk),GIDj),grs)) then

let gB9 = xor(h(con(con(gCIDinew,GIDj),Gj)),h(con(gru,gCIDi2))) in
let gB10 =xor(h(con(gru,gIDi2)),grg) in

let gB11 = xor (h(con(gru,grg)),grs) in

let gB12 = xor(h(con(h(con(gIDi2,Gj)),grg)),gCIDinew) in

let gB13 = h(con(con(con(con(skg,gIDi2),gB10),gCIDinew),grs)) in
let M4 = (gB9,gB10,gB11,gB12,gB13) in

out(ch,M4).

let GW =GWRegl|GWReg2|GWAuth.

12 ¢+ AR B E 8303564 ProVerif £2 X 75

RESULT not attacker(sku[]) is true.
RESULT not attacker(sks[]) is true.
RESULT not attacker(skg[]) is true.
RESULT inj-event(UserAuth(id)) ==> inj-event(UserStart(id)) is true.

13 @ R4 H] ProVerif £2 X AB#hATE R s
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