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Abstract

Purpose-The concept of Bring Your Own Device (BYOD) has been gaining
its popularity and forming a trend in modern business operation. Along with the trend,
many issues arise regarding device management and data security. Businesses have
concerns about that personal devices can be lost and the confidential information
contained in them can be compromised, leading to serious consequence. Meeting the
challenges brought forth by the inclusion of personal devices in the business operation,
especially equipment mobilization and personal use, and addressing the issues of
effective management of confidential information are the main purposes of this study.

Design/methodology/approach- This study analyzes critical management
factors affecting business BYOD adoption based on the concept of organization
management. This study summarizes BYOD strategic guidelines and impacting
factors by consulting available literature and protective techniques in practical use.

* Corresponding author. Email: sclin@ttu.edu.tw -
2015/07/22 received; 2016/11/14 revised; 2017/12/04 accepted
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The factors are grouped into four different management constructs and 16 factors. The
study collects core research elements through interviews with experts and analyzes
their opinions using Modified Delphi Method and Analytic Hierarchy Process.

Findings-The result of this study shows the priorities of the enterprise BYOD
implementation through the analysis of relevance degree and relative weight can be
listed in the following order: MIM, MDM, ERM, and MAM. The most important
factor in the MIM construct is data protection, in the MDM construct is security
certificate management, in the ERM construct is company information security policy,
and in the MAM construct is access control.

Research limitations/implications- The results of this study can help
enterprises establish their BYOD strategy and be useful for future academic research.

Practical implications- According to the results, this study suggests that
firms must strengthen enterprise internal information security policies, effective
action to strengthen identity verification and access control to the equipment, and
better application control through information security policy, practices of
institutionalization and implementation of effective identity authentication.

Originality/value- This study provides enterprises to know more about the
problems of the implementing BYOD impact on organizational operation from the
perspective of high management level. The critical management factors of
implementing BYOD are also provided to establish a total solution of information
security management for enterprises.

Keywords: Bring Your Own Device, BYOD, Mobile Information
Management, Mobile Device Management, Data Protection.
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86
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VAR AR o g3 R R %m:}ﬁ%,@’?@? Jitm H B L e o

AFETRERT 287 % B2 4 (Likert 1932) » % 3 & R3TF %5 ¥
FHLEE > BYOD (2 e B MER L 5 b2 YEE T 1 o2E¥ 7
TE AP EEAEFAIT AL ERY R P e THRkE e o 2ikE
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