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Abstract

With the information explosion and technological progress, the applications of
networks have already been bound up with our daily life. Meanwhile, security problems
have arisen following this. Although there are many security tools that can successfully
detect, intercept or remove certain kinds of intrusions, few tools can give response and
find solutions promptly when the system is being attacked and intruded by unknown
hackers. Current security detection tools execute the detection mostly via the method of
signature comparison, so that unknown attacks and intrusions cannot be detected in time.
Therefore, opportunities to defend the system and to capture the intruders are likely to
slip.

In view of the defects of security detection tools mentioned above, this study will
construct a wireless honeypot of high arrestment rate together with keyloggers and
vulnerability scan modules in order to collect and analyze intruders’ malicious behavior
more exhaustively. In this way, the false positive rate of intrusion detection will be
greatly reduced and the security of WLAN will be dramatically improved, and therefore
the proposed protection mechanism can get underway before unknown hackers start to
attack, by which potential losses will be minimized.
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2. 55 86458 E B (Malware Database ) @ #4151 % B& Honeynet BT 32 it 64 &+
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3. AR ¥ L Ak HBAEY 0 T BALERRE IP - AN BT E MR s
BEZREATIOH o AR F IR RR TR R PR 0 BT LT HR
2K HEATE 0 EE R R B S SR e SR TP SRk i 3 6 i dn gk
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% 3 * Honeywall 4 & & &

Remote . .
date port commands intention
system
cd /tmp; wget
ro/ aV\; igidzafo Download and
27/Feb e install Energy
213.135.2.227 14:13:38 20520 ?;i\j,\gf.z’ m | eh 285
cd .aw; ./inetd; IRC bot
pstree;
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R4 BHIARAEA R R R b
id date attack ip attack type | attack port | commands

fE e F AL P o 3555 ZhAR B A K R 69 port 2 Honeywall & # & & 4y
attack port #84F » H commands 7F484F > B]4% Honeywall % ¥ 9 84 attack type 3%
% 55 AR A K B B Y intention o b Ah 0 B &K R L H - BN
attack_type 69 R x4 null (&EFF] ) BRTEEANMZAMTALE —EHL
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RS PTEXEMEM
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RAM 512 MB
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Bridge 0.5 CentOS 5
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Radhat Linux 9
O.S. Kemel2.4.20-31.9
smp (i386)
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create default

set default personality "Microsoft
Windows XP Home

Edition"

set default default tcp action reset
set default default udp action
reset

set default default icmp action
open

add default tcp port 80 "sh
scripts/misc/test.sh"

add default tcp port 21 open

add default tcp port 23 open

add default udp port

create default]

set default personality "Microsoft
Windows NT"

set default default tcp action reset
set default default udp action
reset

set default default icmp action
open

add default tcp port 80 "sh
scripts/misc/test.sh”

add default tcp port 21 open

add default tcp port 23 open

add default udp port 25 open

TRZAL  RIPIFIA RGN R E R EE N RAELFHARLTETLER

AT 0B 13 o

= hitps:/f192 168 3 Sfwalleye pl?act—overview - Windows Internet Explorer
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]@hnps:#192.168.3.5m11ey... x] ]

Walleye: Honeywall Web Interface

Documentation Logout

Online Honeywalls

Honeywall: 944217055

Total Flows
In Cut In Qut

Bidirectional Flows

Created: Fri Jun 12 14:28:57 2009 Last Update: Wed Nov 18

15:46:55 2009
2000

1000

]
13200 2tz00 sron 1320
[ kBytes Transfered Bl N-10 Alerts

-
Tme . |Feb 72010 13:17:25 - Feb 3201013:17:25
IP Proto ANY -

Either
Prefix

Source
Prefix

Destination
Prefix

Result Format

Pcap File v
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NESSIUS o
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Repoit: [ v [Delete | [Export

[Nessus 4 &

Wessus is browght to you by Tensbls Network Security, Inc

Tensble Network Security, Inc. provides sscurity management solutions for large
aind sumall networks. Tenabls offers products that perform vulnerability scanning,
passive network monitoring, log analysis, security event menagement snd
remediation workflow

Keep your scanner up-to-date

A3 information about new vulnerabilities are dissovered and Teleased into the
public domain, Tenable's research team designs programs to enable Nessus to detect
the pressnoe of them. Thess progvams are called. plugins' and are written in the
Weswus Attack Seripting Language (VASL). The plugins contsin vulnersbility
information, a generic set of remediation actions and the algorithm to test for the
presence of the security issus. In some cases, one plugin may depend upon ancther
Typically, Tensbls produces plagins for vulnerabilities within 24 hours of public
release. The List of the newest plugins is avadeble here.

ProfessionalFeed and HomeFeed

~
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2 Edit Policy

Palicy Options Credentials | Plugin Selection | Network Advanced

[«] AT Local Security Checks
Backdoors

CentD? Local Security Checks
CGI abuss

CG abuses : HES

CI3CO

Databases

Debian Local Security Checks
Deefault Unix Accounts
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DHNZ Diefanlt iz Accounts B

Fedora Local Security Checks

| >

FreeBSD Local Security Checks
FTF

Gain a shell remotely
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HP-TUX Local Security Checks
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Enable dependencies at nuntime Show all

Silent dependencies
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Network Vulnerability Assessment Report 18.11.2009 —
Sorted by host names
Session name: Session? Start Time: 18.11.2009 01:33:37
Finish Time: 18.11.2009 01:36:53
Elapsed: 0 day(s) 00:03:16
Total records generated: 60
high severity: 11
low severity: 3
informational: 46
Summary of scanned hosts
Host Holes Warnings Open ports State
192.168.2.5 1l 3 14 Finished
192.168.2.5
Service Severity Description
ntp (123dp) Info Port is open
epmap (135/cp) Info Port i5 open
hitp (80Acp) Info Port is open 4
T L3 € s w00% -
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