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Abstract

The Station-to-Station (STS) protocol is a well known two-party key agreement scheme
that provides mutual entity authentication, key confirmation and forward secrecy. Al-Riyami
and Paterson (2003) extended the STS protocol to the tripartite case, which is called TAKC-STS
and is believed to be secure and pass-optimal for tripartite key confirmation protocols. However,
in this paper, we will show that the TAKC-STS protocol cannot resist the man-in-the-middle
attack and the insider attack. We then propose a secure tripartite STS protocol to conquer the

weaknesses, and prove the security in the random oracle model.
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1. Introduction

The Station-to-Station (STS) protocol is a well known two-party key agreement scheme
based on classic Diffie-Hellman that provides mutual key and entity authentication. STS was
originally presented in 1987 in the context of ISDN security [18], finalized in 1989 and generally
presented in 1992 [13]. Important features of the STS protocol include no timestamps, key
confirmation and perfect forward secrecy. Its explicit key confirmation makes it an authenticated
key agreement with key confirmation (AKC) protocol. STS has inspired the following design of
many two-party key agreement schemes like [10, 11, 12, 17, 23].

Due to the practical importance, the study of tripartite (three-party) key agreement schemes
has attracted the attention of many researchers recently like [1, 2, 8, 9, 14, 15, 16, 20, 21]. A
tripartite key agreement protocol allows three parties establish session keys. The three-party (or
tripartite) case is of most practical importance not only because it is the most common size for
electronic conferences but also because it can be used to provide a range of services for two
parties communicating. For example, a third party can be added to chair, or referee a conversation
for ad hoc auditing, data recovery or escrow purposes [1, 2, 15]. It can also facilitate the job of

group communication.

However, many existing tripartite key protocols like [1, 2, 14, 15, 16, 20] suffer distinct
degree of security weaknesses. Joux’s scheme cannot resist the basic man-in-the-middle attack,
Shim‘s scheme [20] was found to be vulnerable to the key compromise impersonation attack, and
the Lin-Lin scheme [16] did not consider the insider attack. In the insider attack [8, 9], an insider
A might be able to fool B into believing that they have participated in a protocol run with C, while
in fact C has not been active. This kind of insider attack could result in serious fraud and loss, if
the impersonated C acts as an on-line escrow agent or a referee. To resist the insider attack,
Al-Riyma and Paterson [1, 2] extended the two-party STS protocol to the tripartite case, which is
called the Tripartite Authenticated Key Confirmation STS (TAKC-STS) protocol and TAKC-STS
has been claimed and believed to be secure against insider attack, man-in-the-middle attack and
providing key confirmation (even though they did not formally proved this protocol in the original
paper, and the previous models like [3, 4, 6, 19] did not cover insider attack). However, we find
that the TAKC-STS protocol cannot resist the basic man-in-the-middle attack and the insider

attack, and fails to commit key confirmation.
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In this paper, we will show the weaknesses, and then propose a secure tripartite STS
protocol that conquers the security weaknesses. The security of the proposed tripartite STS
protocol is examined in the random oracle model. However, we should note that, as Canetti et al.
[7] had noted, a protocol proved secure in the random model does not imply there exist any
secure implementations of the protocol in the real world, instead it serves as an engineering
approach to rule out in-secure designs. Another tool used to verify the conformance and
security of a protocol is Burrows et al, s BAN logic [5]; however, in our opinions, BAN logic is
strong in conformance testing but weak in security proof because there exist quite a few security
protocol proved in BAN logic has been reported in-secure like [12]. Therefore, we still apply

random oracle model to prove the security.

2. Security weaknesses of TAKC-STS

Diffie, van Oorschot and Wiener [13] proposed a three-pass, two party key agreement
protocol, the STS protocol, to defeat man-in-the-middle attacks. Al-Riyma and Paterson [1, 2]
extended the STS protocol to three-parties and six-pass key confirmation protocol in the
non-broadcast environment. This protocol is called the TAKC-STS protocol in this paper.

TAKC-STS has been believed to be secure. However, this section will show the weaknesses.

2.1 Review of TAKC-STS protocol

In the protocol below, an appropriate prime p and a generator g for the multiplicative
group 7 are selected. Notation g denotes g mod p ,and we omit modulo p operations in
the rest of this paper for simplicity. a,b,c e Z; are randomly ephemeral values selected by 4,
B and Crespectively. /, denotes the identity of 4, Cert, denotes the public key certificate of
A, s, () denotes A’s signature, and £, () denotes symmetric encryption under the session

BC

key K ,,. . The TAKC-STS protocol is depicted as follows.

TAKC-STS
A—> B: g*|Cert ,; M
B—>C: g“|Cert ,||g"||Cert ,|lg* @)

C— A: g"||Cert yllgellcert . |lg™

Ee (ScU 11 X)), (3)
where X =g“| g’ |l g*
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A B: g"||Certc||g“ | Ex,, (ScU I 15 | XD Eg,, (S, Ug [ 1 [[ X)) &)

KABC KABC

B~ C: EKABC(SA(]B L[| XDNE,,  (SpU [ el X)) (5)

KAB(,‘

B—A: g, (S,(, 1)) ©

Entity A initiates the protocol by sending the message in (1). After that, B forwards the
message, his ephemeral public key g” and g to C, where g is computed using g and
b. After receiving the messages in (2), C is able to compute the session key K ,,- =
(g®)¢mod p and uses this key to encrypt his signature S.(/, |, || X). Upon receiving

the messages in (3), 4 can compute K . = (g’ )“ mod p and sends the messages in (4).

ABC

Likewise, B can compute K = (g“)"mod p and sends the messages in (5). The

ABC

signatures in (3-6) are encrypted using the key K . So, if each receiver can use his key to

ABC

decrypt the encrypted signature then he is assured of the session key. This provides key

confirmation function.

2.2 Man-in-the-middle attack on TAKC-STS

Now we show the man-in-the-middle-attack on the TAKC-STS protocol. Here £ denotes the

adversary sitting between entities 4, B, and C. The notation 4 -, C means that the messages

sent by 4 to C are intercepted by E, and the notation 4(E)->C means that E impersonates 4 to

send messages to C. g - denotes the session key computed by C and to be used among 4, B
andC. ¢ denotes the session key was originally computed by C, but is modified by the

ABCE— 4

adversary Efor 4. ¢ 4 v e Z; are randomly ephemeral values selected by E.

The key idea behind the attack is that, given g*, g’ and g~, one cannot compute the
value g and cannot verify whether g°= g™ . Therefore, the adversary can modify the
ephemeral D-H values g, g’ and g“ without the receivers’ notice. Applying this
technique, the adversary can control the session key computed by each receiver respectively, and

uses the fake session keys to re-encrypt each signer’s signature. The attack scenario is as follows.

A— B: g“||Cert ; 1)
B5,C: g*|Cert,| g"||Cert,| g* )
B(E)— C: g||Cert | g"||Certy| g' 2°)
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Cp,A: g"||Certy| g || Certe || g™ I Ex (S, 11y ]| X)), (3)
where x = g g" g and kK =g*

CE)> A: g"||Cert,|| g°||Certe || g I Ex (S, || 1, ]| X)), (3"

CE

Where K :g ua

ABCE— A

A+, B:g|Certc] g Ex,. (Sl M I XDIE, (S, 11| X)), )

ABCE—A

ua

where KABCTEAA _K/TBC R

ABCE—B

A(E)%Bigcllcei’l‘c ||gv||EKAEZE~>B(SC(1A ”]B H X))HEK— (SA(]B ||]C H X)), (4)

where K or s ™ Kiperos=8"
B, Ci B (S, e | XD Ex (Sy(L, 1 | X)), ©
where K 2, L, =K 5c=g"
B> C By (S, XDIEc (S, 11X, )
where Koo o = Koo =K pe=2"
B, A: By (S,(1, 111 X)) ©
BE)> A: E, (S, 1L ][ X)), (6°)
where K zop T K pepaTK 550 =8

The adversary F starts to intercept the messages from Pass (2), where the messages sent by B
to C are intercepted by E. E forwards the intercepted data except that g”b is replaced with g’
in (2”). Upon receiving the modified data, C wrongly believes that the Diffie-Hellman (D-H) key
between 4 and Bis g and computes his session key K, —=g". C then sends the data in (3)
that include the encryption of C’s signature using the key K ., but the messages are

intercepted by E. Since £ can compute thekey K ., he can decrypt the data in (3) to derive C’s

signature S (7, || I, || X) . E replaces the D-H key between B and C with ¢* and encrypts

C’s signature S (I, | I, | X) using the key E =g in Pass (3’) so that 4 will

ABCE— 4
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wrongly accept the key confirmation data £,  (S.(I,| 7, ] X)), because 4 will
compute his session key K., =g"=K

(Sc(I, 1151 X)) So 4 will send the messages in Pass (4), where the

_ and can use this key to derive C’s signature
ABCE— A

from E ©

messages are intercepted by E. E replaces the D-H key g« between 4 and C with the key g,
and encrypts A4’s and C’s signatures using the key ¢ in(4’) so that B will wrongly compute the
key as ng and will use this key to derive 4’s and C’s signatures. B also uses this wrong key to

encrypt his signature in (5), where the messages are intercepted by E, too. E re-encrypts the

signatures in (5’) such that C can use his computed key x  to derive the signatures.

e 8
This makes C wrongly believe that 4 and B uses the same key g, butactually they do not. B
sends his key confirmation to 4 in (6), but the message is modified by £ in (6°) such that 4 can use
his wrong key g“* to decrypt the encrypted signature.

The key factor of this attack is that a receiver cannot verify the received D.-H. key even if he
has the two ephemeral values ¢“ and g’ . So, the attacker can replace the D.-H. key with a
random value chosen by him without the receiver’s notice. Therefore, he can control the session
keys computed by 4, B and C respectively. The attacker also use these fake keys to re-encrypt A’s,
B’s and C’s signatures such that the designated receivers can use the wrong key to decrypt the
encrypted signatures. These factors make the attack successful. Finally, the adversary E shares the
key K =K e~ Ko =g"™ with 4, the key K =K
with B, and the key K- =K =K

ABCE —»C ABCE —»C

vb

ABCE - 4 ABCE—B ABCE —» B KAEC g

e =& with C respectively. Unfortunately,

A, B and C wrongly believe that they share the same key with their designated receivers. The

main-in-the-middle attack succeeds.

2.3 Insider attack

In addition to the above attack, we will show that an insider (say B) can easily fool one party
(say C) into accepting a wrong key such that C will be excluded from the communications. This
might result in serious risk, for example if C acts as an on-line escrow agent, an auditor or a
referee. If B could impersonate C to 4, then B can communicate with or performing transactions
with A; whereas 4 would do the transactions or communications only if C (the referee) is

monitoring the contents on-line. With no referee involved, this might cause serious risk for 4. We

demonstrate one example attack as follows. In the following, the notation g . denotes

B)—>

that the key was originally computed by C for 4 but is modified by B.
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A— B: g“|Cert,; (1)
B > C: g“|Cert,| g"| Certy| g 2)
Cpyd: g"||Certylg llCert lIg" 1 Ex (S, 111511 X)), (3)

where X =g | g"|g° and K _=g*
CB)—> A: g'||Certy)| g°l|Certc | g 1y, (S |1y X)) 3)

= abc
Where KABF(BHA g

Ao B:g'|Certe | g I|E,, . (Sc(, 1T, | XDIEe. (S, 111 X)) @)

ABC (B)—>A

where x ., TK o, Tg™
B CiEc (S, Uyl I I XDIE,  (Sp(L, 111 X)), 5)
where K o TK e K ueTe"
B A Ee (Sp(L, N[ 1] X)) (6)
where K e

The goal of the inside attacker, B, is to let C accept a wrong key K _=g, whereas B and 4

ABC
share the same key x _ =k _ =g~ sothat Cwill be excluded from the communications. In

Pass (2), B honestly sends the two ephemeral values g“ and g’ , but, instead of a correct D-H

key g, sends a wrong value g' such that C will wrongly compute K _=g*. In order to

successfully cheat C and A4, B should intercept the messages in Pass (3), and replaces
EKM(SC(IA | 1, ] X)) with Ey (S, |l 1, ]l X)) in pass (3’) such that 4 can

decrypt the message without noticing the cheating. 4 can generate the correct messages in Pass
(4), and B uses the wrong key g“ to encrypt the signature such that C will not notice the
cheating in Pass (5). Finally, 4 and B share the same key K . =K . =g, but C owns a

wrong key g« .
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3. Secure Tripartite STS (Tri-STS) protocol

To conquer the security weaknesses of TAKC-STS, we, based on the CDHP problem and
cryptographic one-way hash function, shall propose a new tripartite STS protocol. The security of

the proposed scheme can be proved in modified Bellare-Rogaway model [8, 10].

A B C

1. sid|| g “||Cert, > 2.sid || g“ll Cert || g" ||Cert3||gh(g“h’

v

3.sid|lgllg”llg"=
4.5id || g" | CertBHg"(gﬂh) g < gl Cert || S (...)

et [[S.(.)S,(..)

S.sid[S,(...) y _O.sid][ S, Sp(..) .

Figure 1. Tripartite STS protocol

Definition 1. Computational Diffie-Hellman problem (CDHP): Given g‘mod p

and g¢’mod p , where a and » are random numbers form z _ , compute

ab

g“ mod p .
Now we are ready to introduce our Tri-STS protocol. In the protocol below, an appropriate

prime p and a generator g for the multiplicative group 7z~ are selected. sid denotes the
session identifier that can uniquely identify one session from others, S,() denotes the signature
ofentity A and the underlying signature scheme (for example, [22]) is secure against adaptively
chosen message attack. /() denotes a cryptographic one-way function, and can be used as a key

derivation function. Notation g“ denotes g“ mod p, and we omit modulo p operations in the
rest of this paper for simplicity. 4,5, ¢ z, are randomly ephemeral values selected by 4, B

and C respectively. K ;. denotes the final session key, /, denotes the identity of A, and
Cert , denotes the public key certificate of 4. We describe the protocol in a non-broadcast
environment, and we can easily modify it with less message runs if broadcast environment is

available. The protocol is depicted in Figure 1, and is described in the following.
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(A - B: sid|g®|Cert,

2B - C: sid| g|Cert,||g" | Cert,y|lg"<"
(3)C - B: sid|| g g"11g"“" | g Cert,. || S.(X)

. a c ab ch(g®
, where C computes K . =h(sid[|1,]11, 1. 11g“l1g" g lg"“" [lg"*") and

generates its signature on X = h(sid || 1, || 1, || 1cllg" g Il ¢"" 11 g*)-
. b ab c
4) B> A: sid| g”||Certyl|g"¢ || g°||Cert .|| S (X)]|S,(X),

. a ¢ ab ch(g®
. where B computes K . =h(sid |1, |1, 1c]g"llg" g llg"" | g"*") and

generates its signature on x = i(sid || I, || I, | I g“ [l g" |l g"“" | g )

(5) A— B: sid|S,(X)
, where A computes K . =h(sid |1, (1,11 llg"llg g | g"*") and
generates its signature on X = h(sid |1, |1, || I.11g° |lg" |l g" " |l g°).

©)B - C: sid||S,(X)]S,;(X)

Step 1 is the same as that of the TAKC-STS protocol, but we requires entity B to convey the

value g"") to entity C in step 2 such that C can compute the session key

K ,. = h(g<"="") usingits random integer c. C also generates its signature on the ephemeral

P
public values X = h(sid |1, 1,11, 0g"lg"llg"“" | g) . The final session key is
Koo =hsid | 111,011 glg" g g™ | g« . Since both 4 and B can
compute g“, h(g®) and g"="), they can also compute the value g<"=") and the session
key K .. In steps 4~6, A and B respectively generate the signatures on the ephemeral
public values. Only when the signatures from the communicating parties are successfully verified,
A, Band C will accept the session key.

It is easy to extend to key confirmation function by appending the hash value of the session
key in the message to be signed. Since each session key depends on the ephemeral values X and
the signatures is generated on the related data- identities and the ephemeral values, the proposed

scheme achieve the forward secrecy, key confirmation, and explicit authentication. In the next

section, we will prove the security in the random oracle model.




Secure Tripartite STS key Agreement Protocol in Random Oracle Model 225

4. Security Notations and Proof

The security of the proposed schemes concerns the privacy of the authenticated session key.
To capture the security of the tripartite key agreement scheme, we should consider the
in-distinguishability property [3, 4, 6, 10], and the resistance to key-compromise impersonation
and the insider attack. In all the models of BR95 [3] and BPR2000 [4], a session with corrupted
entities is not considered as fresh; therefore, it cannot model the key-compromise impersonation
and the insider attack. We, therefore, prove the in-distinguishability in a modified model [8, 10],
and gain the advantage of insider attack and key-compromise impersonation attack related to the
advantage of forging advantage of underlying signature scheme. Regarding the
in-distinguishability, we adopt the BPR2000 model with some modifications- (1) extension to the

tripartite case, and (2) extension for the Corrupt query.

4.1 Security notations

The in-distinguishability

In the model, the adversary Adver is a probabilistic machine that controls all the
communications that take place between parties by interacting withasetof y: ~ ~ oracles
(r1i, ... 1sdefined to be the ith instantiation of an entity U, ina specific run,and U, and

1.~ 2,3

U, are the entities with whom {7, wishes to establish a session key). The pre-defined oracle

queries are described informally as follows.
- Send(U,, U,, Us, i, m) allows Adver to send some message m of his choice to

atwill. 77 on receiving the query, will compute what the protocol

i
HUlaUZaU3 U1,U2,U3’up
specification demands and return to Adver the response message and/or decision. If

i , .. has either accepted with some session key or terminated, this will be made
1-~2-Y3

known to Adver .
B Reveal(U,, U,, U;, i) query allows Adver to expose an old session key that has

been previously accepted. 11/, , , , upon receiving the query and if it has accepted
1>~ 2,3

and holds some session key, will send this session key back to Adver .
B Corrupt(U,, K;) query allows Adver to corrupt the entity U, at will, and thereby
learns the complete internal state of the entity. The corrupt query also allows Adver to

overwrite the long-term key of the corrupted entity to the value of his choice (i.e., Ky).
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This query can be used to model the real world scenarios of an insider co-operating with

the adversary or an insider who has been completely compromised by the adversary.
B Test(v,, vu,, u,,)query:If ;yi = has accepted with some session key and is

being asked a Test(v ,, v,, U, ¢ ), then depending on a random bit b, Adver is

given either the actual session key or a session key drawn randomly from the session key
distribution.

The definition of security depends on the notations of partnership of oracles and
in-distinguishability [3, 4]. In the BPR2000 model, partnership of oracles is defined using S/Ds
(session identifiers). The definition of partnership is used in the definition of security to restrict
the adversary’s Reveal and Corrupt queries to oracles that are not partners of the oracles whose

key the adversary is trying to guess [3, 4].

Partnership [3]: The oracles 17 R i and I1” are partners if, and only if,
1. 2-Y3

U,,U,,U, U3, Uy, Uy
the three oracles have accepted the same session key with the same SID, have agreed on the same
and 11”

vt have accepted

set of entities, and no other oracles besides 17! I1

J
U, Uy,,Usz”? Uy, Uy Uy

with the same SID.

Definition of security in both BR95 and BPR2000 also depend on the notation of freshness of
the oracle to whom the 7est query is sent [3, 4, 19]. For Lo,y o be fresh, the adversary in

the BR95 model is not restricted from sending Corrupt queries to entities apart from the entities of

oracles i and its partner oracles 7 / and 17, - (if such partners exist). We,
1> 2 3.Y2.Y

U,y.Us UL LU

therefore, adopt the definition of freshness of BR95 model.

Definition 3. Freshness [3]: 1 éh LU, is fresh (or it holds a fresh session key) at the end of

execution, if, and only if, oracle 17

I u.y. has accepted with or without a partner oracles
1.~ 2,3

I’ and 11"

bouw, v U all the oracles 1y and 11 (if such an

U,,U, Uz’ 1_ILJ;Q,U,,U; Us.Us Uy
partner oracles exist) have not been sent a Reveal query, and the entities U,;, U, and U, of

oracles 1! (if such partners exist) have not been sent a

J n
U,,U, Uz 1_qui,u,’u} and Hu;,

Us.Uy

Corrupt query.

Security is defined using the game G, played between the adversary Adver and a collections

of i

U, U,U.

oracles for players U , U, and U, e{U,,U,,., U, } and instances

ie{l,.,Ng}. The adversary Adver runs the game simulation G with setting as follows.
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B Stage 1: Adver is able to send Send, Reveal and Corrupt queries in the simulation.

Stage 2: At some point during G, Adver will choose a fresh session and send a Test query
to the fresh oracle associated with the test session. Depending on the randomly chosen bit b,
Adver is given either the actual session key or a session key drawn from the session key
distribution.

B Stage 3: Adver continues making any Send, Reveal and Corrupt oracle queries to its

choice.
B Stage 4: Eventually, Adver terminates the game simulation and output its guess bit b .

Success of Adver in G is measured in terms of Adver’s advantage in distinguishing
whether Adver receives the real key or a random value. Let the advantage function of Adver
be denoted by Adv*"* (k) , where k is the security parameter and Adv*** (k) =2Pr[b=b"]-1.
Key-compromise impersonation

The participating entities (except the adversary) are always considered honest in all of the
BR95 model, the BPR2000 model and the Canetti-Krawczyk model [6], and a session with any
corrupted entity is not considered as fresh for testing. It, therefore, cannot capture the
key-compromise impersonation attack. However, we can gain the advantage of key-compromise
impersonation to that of forging a signature with one private key belonging to one of the three
communicating parties. In our tripartite scheme, the adversary who has compromised U, ’s
private key should try to impersonate U, toboth U, and Uj.Therefore, the adversary should
generate U, ’s signature on the fresh sid and ephemeral public keys. Therefore, his advantage of
impersonation is directly related to the advantage of forging U, ’s signature.
Insider attack

For the tripartite case involving entities U;, U, and Uj, we consider the following two
scenarios are non-sense: (1) U, and U, co-operatively impersonate U5 to themselves, and
(2) U, impersonates U, and U; simultancously to himself. So, the only meaningful attack
scenarios are like that U, impersonates U, to U suchthat U5 wrongly believes that itself,
U, and U, will share the same key. In our protocol, U5 will complete the protocol and
compute the session key if only if U, has validated the signatures from U, and U, .Of course,
U, (the inside attacker) can generate his own signature. But, to generate valid signatures on the
session-bound data A(sid || 1, |1, |1, [lg“1lg" g Ilg"*™ ) on behalf of U,, U,
should access U, ’s private key. So, the inside attacker’s (U, ’s) advantage in impersonating

U, is the same as that advantage of forging U, ’s signature. Since the underlying signature
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scheme is secure against adaptively chosen message attack and U, ’s ephemeral public key
g"mod p is random and fresh, the advantage is negligible. Now we are ready to define the
security.
Definition 4 (Secure tripartite key agreement protocol): A tripartite key agreement protocol is
secure in our model if the following thee requirements are satisfied:
1. Validity: When the protocol is run among three oracles in the absence of a malicious
adversary, the three oracles accept the same key.
2. Indistinguishability: For all probabilistic, polynomial-time adversaries Adver ,
Adv*® (k) is negligible.
3. Security against insider impersonation and key-compromise impersonation: Even
an insider (and a key-compromise impersonator) cannot impersonate another entity to the

third entity and complete the session run with the third one.

4.2 Security proof

Theorem 1. The proposed tripartite STS key confirmation protocol is secure in the sense of
Definition 4 if the underlying digital signature scheme is secure against the adaptively chosen
message attack and the CDHP is hard.

Proof: the proof is given in the appendix.

5. Conclusions

This paper has shown the man-in-the-middle attack and the insider attack on the TAKC-STS
protocol. To conquer the security weaknesses, we have proposed a new tripartite STS protocol,
which preserves the practical merits of the STS protocol. The security of the proposed protocol is

proved in the random oracle model.
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Appendix

Theorem 1. The proposed tripartite STS key confirmation protocol is secure in the sense of
Definition 4 if the underlying digital signature scheme is secure against the adaptively chosen
message attack and the CDHP is hard.

Proof:

1. The validity is straightforward due to our protocol specification.

2. The security against insider impersonation (and the key-compromise impersonation) is
equivalent to the security of the underlying signature scheme. This has been discussed in
Section 4.1.

3. So, we concentrate on the in-distinguishability. The general notation of this in-distinguishable
proof is to assume an adversary Adver who can gain a non-negligible advantage in
distinguishing the test key in the game, and uses Adver to construct a breaker B that solves
the CDHP with non-negligible probability. The hash function %() is modeled as a random
oracle here.

The proof can be divided into two cases since the adversary Adver can either gain its
advantage against the protocol by forging a participating entity’s signature or gain its advantage
against the protocol without forging a participating entity’s signature.

Case 1. Adver gains its advantage by forging a participating entity’s signature.

We denote by Pr[Succ™ (k)] the probability of a successful signature forgery under

adaptively chosen message attack, and define an event SigForgery to be an event that at some

point in the game Adver asks a Send(v,, U,, U so b sid | S,,(.)) query to some partner

oracles 1/

v, Ormy . such that the oracles accept, but the signature value (S, ()

used in the query was not previously output by a fresh oracle. We construct an adaptive Signature
forger F against the message authentication scheme using Adver in the following game G .
Stage 1: F is provided permanent access to the Signature oracle O, associated with its private
key of U throughout the game G .

® [ randomly chooses an entity U e {U,,..

*

Uy b U is F’s guess at which Adver

will choose for the SigForgery.
® [ generates a list of public key/private key pairs for the entities (¢ s Uy WN{T 3

Stage 2: F runs Adver and answers all queries from Adver. This can be easily done since F
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can respond to all oracle queries as required using the keys chosen in Stage 1 and O, . F also
records all the signatures it receives from O, . If, during the execution, Adver make an oracle
query that includes a forged signature for U ,thenF outputs the signature forgery as its own and
halts. Otherwise, F halts as Adver halts.

Since U is randomly chosen fromthe N, entities, the probability that U isthe entity for
whom Adver generates a forgery is at least 1/ N, . Therefore, the success probability of F is
Pr[Succ” (k)] > Pr[SigForgery(k)]/ N, . Hence,

N, -Pr[Succ” (k)] = Pr[SigForgery(k)]. (A1)

Since the underlying signature scheme is assumed to be secure against adaptively chosen

message attack and the /N, is polynomial in &, the Pr[SigForgery(k)] is negligible.
Case 2. Adver gains its advantage without forging a participating entity’s signature.

This part assumes that Adver gains its advantage without forging a participating entity’s
signature.

Denote Adver’s advantage in differentiating the real session key from a random generated

key without forging a signature as Aav e (k) = |Pr[ Adver succeeds in correctly

guessing]-1/2|.

Now suppose, by the way of contradiction, the 4qv /*~ (k) is non-negligible. Suppose that
there exists an oracle 1’ , . has accepted the session key of the form
h(sid || 1,111, Tc g1l g" g llg"” || gy and has the partnership with fresh oracles
IT, . and TI{ , . Wesay that Adver succeeds if at the end of Adver’s experiment, Adver
picks H"A!B,C to ask a Test query and outputs the correct bit guess. Thus, Pr[ H;,B,C
succeeds]=1/2+1n(k), where 7n(k) is non-negligible. Now define Q, be the event that A()
has been queried on .|| g<"*") by Adver or some oracle other than IT' , ., I} . and
IT¢ , 5 - Then
Pr[ Adver succeeds]= Pr[ Adver succeeds| O, 1* Pr[ O, 1+ Pr[ Adver succeeds| Q 1*
Pr[ O, 1. Since A() is a random oracle and I, ., I, and II. ,, are fresh oracles,
Pr{ Adver succeeds |Q, 1=1/2. Thus 1/2+71(k) < Pr[ Adver succeeds |Q, 1* Pr[Q, 1+1/2, so
that Pr{ Q,] 27(k). That is, given Adver picks some fresh oracle IT' , . that has accepted
the session, then the probability that /() has been queried on .. || g<"”) by Adver or some
oracle other than IT', , ., TI; , . and II;.,, is non-negligible. We can, therefore, use Adver
to construct a breaker D which solves the CDHP with non-negligible probability.

D’s task: Given g,p, g°modp and g’ mod p, where a,b are random numbers from
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Z ,compute g“ mod p .

D
D ’s operation: D randomly picks 4,8 and C =/, U,,...U Ny instance
i,j,n E{l,...,Ng} and ue{l,..,N,},where Np, Ng,and N, respectively denote the number
of entities, the number of session per entity, and the number of distinct queries to /() , and all the
three functions are polynomial function on the security parameter k. D guesses that Adver
will select IT', ;. to ask its Test query after IT, , . has accepted the session, and also guesses
that uth distinct /() query made during the experiment will be on .. || g """ .
Given the challenge (g,p, g'modp, g'modp), D sets U,’s public key as
Y, = g" mod p and its private key as r, for all U, €{U,,.U,,}-
During the experiment, D answers Adver’s queries as follows.

1.  Hash query. D answers all h() queries at random, just like a real random oracle
does, and records the (query, response) pair inits L, list to keep consistent answers.

2. Corrupt(U , K) query. If U € {4, B, C}, then D gives up; otherwise, D hands
in all internal of U to Adver, and updates U ’s key pair as K.

3. Reveal(U,, U,, U,, [) query. D answers all reveal queries in normal cases
(reveals the session keys), except that if Adver asks IT', ., IT; . and II. ,, a
Reveal query, then D gives up.

4. Send (U,, U,, U,, I, m)query. D answers all Send queries as specified by a
normal oracle, except that if Adver asks IT',, ., T1} . and II;. ,, Send query.
The queries are processed, according to the following rules:

4.1 If ( Hlu.,uz,vs e{n',,., n,,. and TI. . }), then follows the protocol
specification to generate its outputs. Depending on which step (1~6) of this query, we
have the following situations:
®  For Step 1, randomly chooses an integer e 7, and outputs sid || g || Cert v -
D also records the data (i, U, U,, U,,sid, (w, g” mod p))in his Send-list.
®  For Step 2, if the input m=sid || x || Cert, conforms to the format of Step 1, then
D randomly chooses an integer we Z,, and computes x" mod p . D consults
its L, list to check whether an entry of the form (x" mod p, ) exits. If so, it
takes a =h(x" mod p) ; otherwise, it randomly chooses an integer « and stores
(x"mod p,a) in L, list. It outputs sid || x| Cert, | g" || Cert, || g“ mod p.
D also records the data (i, U,, U,, U;,sid,(x,w, g"mod p,x" mod p,a))

in its Send-list.
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® For Step 3~6, D follows the protocol specification and responds similarly as
above, except that it will consult in its Send-list to compute the corresponding
session key and use the corresponding private key to generate the signature. Upon
receiving the input, it also follows the protocol specification to verify the

signature and the message to decide whether accept the session key.

42 If ([1,,0,0, €410, T, and II¢ . }), then D generates the output as
follows.
® If, ,, =1, anditcorresponds to step I, D randomly chooses an

integer x and outputs the outgoing message as (i, U,, U,, U,, sid, g*,
Cert ;). D also records the data in its Send-list.

® If U,=Band it corresponds to step 2, D randomly chooses an integer y, sets
g"=” to be g° (the challenge from the CDHP problem) and outputs the
outgoing message as (i, U,, U,, U;,g",Cert,, g”,Cert,,g"). If there
is already an entry of the form (g™, ) for some o in its L, list, it
re-selects the value y. Since D does not know the actual value of a, it
records (g¥,a?) in the L, list. It also records (i, U,, U,, Us, sid,
g",Cert,, g",Cert,,g")inits Send-list.

® If U,= C and it corresponds to step 3, D sets its ephemeral value as g’
(another challenge from CDHP) and computes the corresponding signature as
specified by the protocol. Since D can access the private key, it can generate
the signature. It outputs the outgoing message as (i, U,, U, , U;,
sid || g*|lg”|lg"llg” || Cert, | S.(...), and records the data in the Send-list.

®  For other steps, D accesses the corresponding private key/public key to
generate the signature and to verify the received signature as specified in the

protocol. It also records the data in the Send-list.

There are the following possible results for the above experiment:

1. Adver doesnot make its queries in such a way that IT', ; .

has accepted the session,
then D gives up.

2. Adver and its oracles do not make u distinct hash oracle calls before Adver asks its
Test query, then D gives up.

3. Adver does make its queries in this way, then IT ;. will accept the session and
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hold the key formed 4(...|[g“).
4. If case 3 does happens and the u th distinct query to hash is made on value ...|| g“,
then D stops and outputs g’
If the uth distinct 4() query made by Adver and its oracles is on ...||g“, then D
certainly wins its experiment. Therefore, the probability that D outputs the correct value
g” ist PrlQ, 1V (NNGN,) =n(k)/AN,’N;N,) , which is non-negligible. This
contradicts the CDHP assumption. We, therefore, conclude that 7(k) must be negligible
and sois Adv “* (k).




