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A Cybercrime Simulation Model for Cyber Fraud
and Offense Computer Usage Crime Prediction

from System Dynamic Prediction

Chen-Shu Wang
Department of Information Management, Chung Hua University
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Abstract

The living quality of users has been improved by the convenience of Internet, such as the
applications of online shopping and financial transaction are enable user to reduce their valuable
time without counter transactions. However, such convenience usually accompanies with
cybercrime concerns and users are suffering the risks of personal information leak. According
to traditional crime theory, crime behavior is a dynamic systemically complex problem which
is more than just a simple personal behavior. Various factors, such as networking security,
government policy and their feedback influence, are all related with cybercrime which is a
getting serious issue. Therefore, to realize core structure of cybercrime, a simulation model has
been proposed in this research based on the methodology of system dynamics from attack and
defense perspectives respectively. Finally, some simulation experiments are implemented by
using actual criminal data of Taiwan from 1991 to 2007. As the simulation result demonstrated,
the accurate prediction rate of the proposed model can be achieved to 80%. Additionally,
particular dark cybercrime parameters, such as report rate, are revealed and some interesting
patterns are also discovered. Furthermore, the simulation model can be regarded as a pilot-test
for the implementation of actual crime-related policy. Finally, the simulation results can also be

took into account for traditional crime theory refinement.

Key words : Cybercrime, system dynamics simulation, dark crime parameter, cybercrime
prediction
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MR AR R B RS TR FAF L@ BAS E el (H%
ATM R H B HRAR ) RAR LY - 45 A& R F B2 L EF Rzt - AT AE TR
b ERPERFENIFH R TR AR IE - 2R EZ M R EBEL2ZE  LIEE
AL AN W PR AR B BT SR 04 T AR MY 0 B Bk R B T AR R A MR RAR R M LB A
BRI R R AMEA L 4y F A BMIBRAFHAE (Wolak et al. 2008) » fildw @ if i 4R34 34 5 5]
Hoomst T T AR GIRIFEARA T (Hinduja 2008) - —f&kdfm 3 @ 23] 4%
je 38 (Cybercrime ) #& #4935 3E#k (Cyber fraud, CF) -~ % Z &f £ #1242 (privacy of
intellectual property rights)  #83%3% %0 (sexual offenses crime ) 4L 474 BATHA R
¥ Brenner ¥ Schwerha (2004) 492 & » B8 AR B4 50 R 478 BB L F 5B
4 3% 38 AL £ &% (Internet Communication Technique, ICT) © A8 MELLIICTEIT S -
M FEAC B T A F ST 1994 F A Bl 36 BT Ly Ju S A A o SR e AR BT S ) M U SR AT B 8P B m
A EROR A AN ERER G REFME > EEELEEBRERET IS T
oyl (Wadlow & Gorelik 2006) ° sboh &MBE R#AMERICRORBE A% E - B
WAL R G BAFH B AEey L3 - WA M TS AR TE 23 0 B R e T3l
M RES AmERRLEMT  LRETIHHEKRLREF X ELEE B ETY
BRBAFEERGLELL & VRS T ERRMBEL -

WRE % o9 E TR &R (e-service application) FETeY# B » 4w @ £ akiEH

(B E#EE) » ETILBURRG (HBRBRE) RREELTRNETILEE (ARA
BEE) o RIRTAM ARG R AR P RALIE ) H A AR 0 BORAR B o B AR R L R
RlRAGAR AT B BT E A B E R R A - WL R A8 MAT AT B AT 6 ¥ a)
HEAAELEFRG IR o R WFEBRICEATLE R RBRAERICEZBAITS
AAEBLRETAELE S AEEREBR T RARAFR M ZG4EER - BFTCH
A8 BT R 5 AR G ol Gost AL A AT B AR B R e B R AT (AREE ~ gAY RO1) o
i8R LA St B R L T AR E A - R T W% ES (X Ba) £RiTH
THRAEE S @G ® 0 Plde 1 A8 B S B SRGT T AL AL TR R BLAT R 3T AN 0 i R R
(B ) 2 BATIAR0F A 7T Ak & M8 B F 09 - flde @ AR ~ AR &
% R ERAEM XA EMEHEYEHER (Feedback) @ # 2 ZFM#HZE (time
delay) Bif% - Bblm T > 2 (&) AR FZMIBIA 7R AT a3 (K%
&) o XU mEAMARREST A (BFTaE) LaHmamEgeR  AmZkifay
AT T B R&B— B AFR (time delay) 893474 A6 A BIBOR » Bk AMEME 4R
HBRR 0 A RDLERICE P AA —ERA G £ 455 &4 (System dynamic
complex ) P8 » £ il &% £ Gy AL 04 7 Xow AATR 48 Bl 09 B8R AT 454k © 8 B AT
H VA AR RIKA A KBy B X R B 4 RR L SRR -
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VR R B K B AT e ek (M58 ) FRHAT B 09 ILAT AL BT A 43R IL B 6958% 0 T A
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SE o AWRFTERILEARMRAR > k2 2\ A LRI o HINA F S I BEd
3R HAYEAE o RGWILTE IR T L TG A (8 E i@ by oy e AT BH ey o 48
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W REAAE SR IR (N EBERFLERR R95) -

WABEH LR ES T BRA T M AERBITFI-6 A FFH » W ZFAHERIAT
L E S B I T > EIERCRERAREI R LFHFT49814 (641.48%) &%
% HEEKEM2,0234 (516.85%) KX BRI E RV FMR S BRI 1,874
(51558% ) % = o et E3m > LR BIITHF1-6 A # £ 4 B #38 /w2964 (+
6.32% ) - BRAEFEIEMIT26MBE 22 A EETHERATG 0 ERFEEEIAREN - £
WBAFMIR » P Eaisk AR THRATHARELEEHILRZAE%5ITE - 97
f1-6 A B L4 R R V1,682 (—45.40% ) -

1: fEMEREI7F1E6ABERIREBILFEMR ~EE

CHH R AT REEIE)

BRI EBENGRTEARTAFEE G TEMEACA THMEY > 2T EREG LA
BEIRACATA B R o M G AR B BT T - SER RIS B Mk
BAn R 2R 0 M R ROT AR e B B B AT &R E TR 0 B R -
LHTEEE—REBEL ARG EARMFEBICE ORI HEITE &K BRBEBRER
MR REPE RS E - AR AR BRI R B BT RELHANATF R
B % Gy RS T ik o

— - JCSRIE R ER MM ERIC SR

TR AR ERE > MUEF ARG AT RN ERLRE R LG AR -
HAVEEHREAAMGICEES 0 L PO €% (theory of criminal. opportunity )
RBAKE AR T O 0 BAANBEYBRFLEMS > &7 FLFWBR I B RiE
#171% ° sLIHirschi (1969) it h 7A@ 4432 3% » Hirschi 324 % @A A€ 04
RN GHE ATHARENORAIEZE ) RERTHBLE L - i hwm Ak
2 F B ARAF (commitment) ~ ¥ (involvement) ~ 12 4& (belief) A ZRAR
(attachment) ; 1 & AR R D55 > Al & LK LAEGILHERES » EBLE
AL R (Hirschi 1969) ° & Uk = R AR AR T AFAL R 69 A - 122 B 7788 0 48 B
HE AR JE R F AR AT L AR B AR 0 flde AR RIS T e B2 EAM
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ATRBAAEGTOHG -  AnER LT —EERTS  BABAOETERERRT R —
AL WIS B 0 A AR T b VT 64 & R A R Bt 69 4938 4L 3B 47 (Stephens 2008)  ©

% 4h » 4 & Cohen¥iFelsondL £ 1979 F 42k B W FHHILF W - RAIJLFAAN B
FAFWEY— LR AR EHERALEAR =2 E (M-O-P) AFZHEL
(1) A HH#EARRANNILFEH (Motivation) ~ (2) &#E e ERGH (Object) A
(3) e a4 oy R &3 (Protect) (Cohen & Felson 1979) ° 4% » 1% % Beckst
199132 T AL € | @ R&IRE AR | RIFEAOEMHENA  CH AT +5o
A AR MR R BAE 0 RS ey mER s X B R M e SR AR R R e R
A G RA RS ER (Beck 1991) - Rz R4 e e B HERE THEBFE WG
M B ke RE T A AR R IR - BREIMT  AEBREBRAETFT 0 A
ARG R LY (ERYTEEFAPTEGRESRA E) » BIFREHirschigy 4t
YRS R RTEOARAGH RN LR R KRR g3 H
R o ARG AL R R B T RS IE T AL A S ARG R -

EENTHAARMTRCHBESERICENHRRA > flde : EETHARLESR
FH s b At RERREMRAGAR > SREE W REBOECIRE TR > BFE
MERKERAZ > HE R FASFFEMFAAEEM AL ERE - £ AEHY
HAAOBBEERAY  HARLEREMAROERELK  BIREOERELS (BEF K
90) © A4 AREEFAMHEBICERA » TH — R PR « IREE R TH G 5%
A PRI EE o R EB LR TR 0 B A A MR T R R SN
BB RERYERMBERASFOLENEIR (RERE - F#HH Ro1) - Mgl
Cohen & Felson#y B F U R R A3, — 30 o sboh - AREE AR B H4E k% Ry 493500 JE 7Y A8
BATBEESA  EREARLHEKGLBELREBIL > B ERFEERFT AL &
i TR RS eE T AR | SR ORERE > B4R R92) 0 3
ML AR A MR E - S N BUER AT R B A ST R — B R AR EIE A
AR HAERBRILRELE —ASHENILE  BRTLEAASGHENERAGRITAEL
gh o BASEGREBEL ERA MRS Rt BARLRELTABNMANETAME
B e BE BT MAT X BH AL T H LR (REE BB E RI0) - it &
BGREHA TR EBIILFNMAERTAR  FTRERIBUTHERATE  BREESEES
e (A RK96) -

R MR R E RGOS F G 0 2R SRR AR TR T AL S R AL
1R F R mE s B AEASHKYOERTFEMBELANRETS ARG HH LT BN
BR o flde AR M3 B AT LR YRR TESRILE - AR AN REBR TS OHMG R
T Sk E S A EA 0 AR 2R ERRA - Bk 5% iigsie st
BAAERFLTRIZAFE - 3 EBLEHFTE > SENTENE LIS N - 035

(—) #MhRik @ FBREBA RERE  HARGHNE > APBEREOEL KL -

(=) REEE  @ARERILROE LGN EEBEERHWEMR - Wi L

BRLE A% BIFERERLREZEE R EOERE -
(Z) &M EREBERYERPERFEBRRGBRLS  HLAFEHSES
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B LEEZRALSBEER  FHAEXTE -

() MELRS 246 LR EBRERIFNE  EFRERLAMATEBRERILET
5o HEERLMAE -

(Z) NEFE : —FLFTwprAAey T R4, it TAR, B8 BRLIEB L
BB A & 0 2 B ABPTIE LR AN AR A SR BT T
HABRTR (H3I K6) °

A MmT o MBILER THATRELFHFN - o THEGHRE T &@eisF st

(O'Hanlon 2006) - 12 X gt HAeiT B as e & 9 a8 - 8 — mHT e i
A RRFEFAENARL MARLEMEBERYERE  BHEACLKT S EEMREL
o FEEMMBTARKEE  RAERACARNEARALEEE - WRLEELZFELMA
ERRZ A T

—RiEES

# %8y 8% (System Dynamics) 2R EALE R L RITEY —FEF k% > 1A d
Forrester#*19614F (Forrester 1961 ) 3% & ° Forresters?.& AT E oy 5 — R B H &
SRR GEAL 0 RS AR A AE RS A AL Y I 0 AT R EAIH A RAAG LATAR FHhE)
RIS 0305 T #E (Forrester 1971) ° Z&4EnBALE FiAHA A e UL
BE MR AL o B AR - ARARBLEERY « R\ H BRI Y AR R T ik o

RARSBREBHRRS FEEARLYMATGHRIT X ZETRELK X TE
8 R GREE T A A EHLRSEA M A By ey BR o SLIMR RS o AT dL i i oy A2 X 09 BT R
ik ERRABXGE S E IS AT AR 0 AN EIRBL R B R T iR
BIEPER] > RILHWAR SN SR PE SR o ZAAE) R T ERAMLE S @Y
SRl AR BB T SR > TOARE S SR M MAE B RSB EE o 0 i
ITERESHMA VB TR - R R A R R R REITZ AT ARSI ok R T R Y
R BB BF R R K

TR R BHRAFF KR EREMARFGHERTE - FE L Bt — 42
% & K (Step-by-Step Solution ) #3842 » 4E EJAAFAL K 649 7Y A8 3R 5 3 3 & ) R BE 4
#:7 (Simulation Model) © Bk > £@BAEH G HIT > TR A LI L RAZFBMRED
SR AR AR KBTI R T TEREA MR AT R RARRA
AR R A RAT L8 -

FAERRFAER LA K 0 E B R 23R (Causal Feedback Loops) #2
45 A G et o AR R B4 (Causal Relationship) # & 69 Z & En 8% A3 d B R
BRAEZZ GO MG RRAGED RRILT K ER - TAR > BN ERS
K A BIFAR ARG R A LR o B2AT 2B A A o FOR R IR B - 1R AR
MEVA LB B R BAR eSS 8  ABR REeRF LR M R H B IRBEH - (BT H R4
3% JE £ & (Positive) PP & & (Negative) 3% - B2 (A) R TR EMBEL 44
A &AL AFIE > EMBEAFEIRYRE - M AGRREWE2 (B) Aiv AL 8K
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&’l%%% ERAITATREEL THZ, » TRk, & "TREB ) STRNITEEXE
e ARG WITLHERIERAZ n’E%E%W%?ﬁW%%?%’ﬁﬁ#ﬁﬁﬁﬁ%
7k R G A T FI BT o

(A) § o w4 TR (B) & % wA TR
B2 : HEREERETEER

vy 1248 B SRR T ABE 3, EAEAR AL E R AR HT R » K % RAIRA M A&
TRBHR BHWALTFTRAEETHRA LB T FM X 2R SR ARG £
SRR IR R P YRR LA BJL R AR B R 6 & = #% (Loop) A - sbohbaEsse
FAL B HRFAAI B IE R AR AL - APTRRP A A S B B IR R E LR
FEATE  BA ST & AR B FMANERE FRX LM SR - BRM LMY
BEATZHER » BT 0 ERBH - BB TRA P R AT IRER
Spb 0 mTARER B\ﬁi% RN AR H 4R B4 B 4R B R SR BUR AR AT R A o HAME 4
Ju IR L b RR B AT AR 58 0 W BHBR AR R TA S HT e BB AT S -

%~ BRIZB SRR X%

B &M%kt —BEEGEE LA BN Z@k SERERSRS
M i R I B B S B R G5 AT o AR E K @ FIND/ & K IR A i
B TRFEMEATFR:E ) Lt (FRT RIT) » 6 EBE AR TEIBATY
44% > FEF MR LR FRZ > WBLEF AR E - @ERICELHTAGERCEDE -
H AR 450 B b F AT T AL R E R R AN R B ARG A o KA AL R AME
AT SR I I Am N PR AN 0 R e AT A E G SRR AR B e R R
(Decision Variable ) 1% * it Z M8y RRARBABLA o sboh 5 RFF R IR ABR AT & BT B s
R (flde @ JLRAR) AR R EREE o942 4 ¥ (Evaluation Variable ) 3 ¥ 74
AR ECE TR AR A IO A A AT R A G FAR B AL - R AFFRRE T =
{B#F AR ) AR T B6 AL SR R R R R M e Bl 7 AR AR BUR FUT R HAEB L AT
Ll TR R RREE -
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ARIE P9 BCER EHCE 9T F F 3058 E B sct @R 0 £ #2008 1 A 26 A A MR ILE L
MBI RE (415%) ~ HEEIKER (16.8%) ~ HERLE R VHFMZ 5 B HEp
(15.6%) ~ — &l TR (94%) ~REFEHERE (11.2%) ZRAGEE 5 PTA E¥%
S 94.5% > A4 TER L BTG RAEILATHAL B AT 6 H @RI ES8% 0 T A
WE—anEtalRECLE AT L AL E8 - Mic AL F RGP H @RI —
ko R MET o HERILRITE TR P LERER R TEKER 0 AFTRRP
VAiE Z A0 5 B EAT IR SEAT B ag LB o

— ~ B A

ML —AE AT R AL SR EFA BRI LR TR E %
R RAWEBRENRTERLERSIR L > fldo  ERELLELSESL - H
MEELAEMRERLSEEMELEALBRAS BRI AAERARESE
(feedback ) ° AFF %2 5 B vy #UR & LB PR o AT IRST 0 SBARIEAR 4% 04 Ju J7 2L 34 3T ok 4
BRICF R R E R K] -

AHIF 2 R A48 55 2 kB o mek B G A ) = 7R SR AT 64 S 3 SR R 2 AL B K Y GE AR 0 4
BIAZS 5 B BILFE  MERALRRE RATH 0 J0AT 4 bR R HE K ARG A B 35
2o flde AT W S EE e A B G R A A LT IR E e R E N C BRI G
Pl RARFRFERF  B@EAER ¥ RS R -

Z BRI TEMRERR  ARERERFERER

AR R F LB AL ZARGEZOREAAITHAT—EN
BEEX AR EHHNBRILRARMEATEOEHE  BEEArBmEEREtas
HREAZE - BEIMmT > LRAEL (BTE) AEFTEBLEMEARAENEEAHFS Y
A& > Pldm t W EREYT AR MG  ISPEFRASEFH L HEFEEMEMER
JURAAHE o ERFFRITHFMNBGRRLERERIF > TS A GAHREEGERRBIRE
(CLD) (4e@E3FiF7) » Btk F I8 Ay &2 > SF 300 A 200 7 ki
AMEMGZTE -

AT RIS BCR PUT & B A5 R T 4R B IR e e S AL 0 A BCRIUT
@ERHRL 0 AFRGHAMEFARAE - RGBT A B EER KL 0 e
VA B B BT R B TR o AR AR E £y Rk —PTEEZ R
RARDLE LEACRSAARIAZTEL  $REURKGA LS mEL > mE—3 0
X BB ERGAR A S EFESA LA M A - B &% TR E AL MU T RAFKF (Ul
RAR) o HERERE R RIS AEHEEN FTRMEE I FALEEAATK T EH
Bk R RIS AR L EIBIATZ AR RN E - Wi FETE R RETHHG EHS
AR RIHAE R0 B s T E AR A A R MAMA o s BARAIRIE -

A HBE RMAGAERESEBMEGMAZ - RT T AR B RER IR & S ALy
AT WRARC A G ERAERXGEE - 2B ERBIRE @ 2GR TR EMR
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TRy T BN A ARAT O E B o Pl - A ERENGAE R d 0 Rl w N T A8 By AR AE
475 (Investigate equipment skill ) Z 18 &4k /1 (investigate ability ) © M % #3545 84
Bl FE R AP E R (feedback) © st - EB36ERERE F » A RLRET
BRARL » e A T BRI ey E 2 0 flde @ RS EZL (Law Amendment to offence
computer usage ) A T8 f 3k B AA By 3% Al (Budget to Investigate Equipment )

WA RGN E 5% 0 2 F BB - & B K R AR SR T
A 2R f&#/??ﬁﬁé@%ﬂ&é:ii fa*"}é TR AR AREALSA T MY
AR BIE 0 RE B BSEAEROL » VE A BORME IE R 7 R 09 4RAF -
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Recidivism
/“(D‘tfensne Computer
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CyberCrime e
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CyberCrime

B3 : MR E B ERILFEEE AR BERE
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K1 REEYEEGEERE

g R A8 Bl 2234
AL PR BRI A T AIAZEAT | 1B FESHLREES -
T A B EREARAENBATIEAELANZER (Motivation) #8 Bl
-~ BYBRAL o H8) EI 0 MAFRIRAT B4 HICTH M | (Cohen & Felson 1979)
TR 2. Ak #1 223 (Hirschi 1969)
S & TRAMHICEG A E > RATE M ETHIE | B EHICEELS - 94 (Protect)
- B L AT HIL T © 48 B (Cohen & Felson 1979)
LRERTARGAESE  MHENLRELEARR | LB F FHILFEH @ 2w
i) o IR E R T AR AAREM | (Objective) 48 B (Cohen & Felson
Je 58 B A (3CA®) » T HEKRAME-FRAL @EE | 1979)
RALREA BTG » BT NESBETRE
W IBIOAT O E IO R AR — o
HB AL L WAL R0 R AT 6 0 HLEE | 1L RREE  (Beck 1991)
4E3h R FEBERFERT - AT TR & | 2. AR RS (RI1)
R JE R LA IE 2 2 B 0 T A TAR) LTI RE X
¥ o
PR T ESEMAR S 0 B ATEUR LIRS F AR | 1. AR @3 #1325 (Hirschi 1969)
posa gy | FAXEE ADELXBEERERREBS | 2. BN (R96)
PR 2 g RO ARSI T 2 A AR B RS | 3. RS A SR 4R (R92)
A AT ARk e
HEFEAL TR AR IR 5 0 LA BR O BAR | 1L B R ESILIE L 3 (Protect)
ey B 0 AEH BHAMEAT OB R - 488 ( Cohen & Felson 1979 )

2. S (R96)
3. REEEAGHE (R90)

n\vb‘“-;
Bl
S
b

IR R A R ARG RE TR LB F AR
BYERY > AMEELETRMERLENT
knowhow 3t JF —AEAR SR ik T AR -

1. B EHHICEES - 34 (Protect)
48 B ( Cohen & Felson 1979)

2. &AM (R96)

3. AR B A S E (R90)

ABENBRE
& &

FEmAEAL R R T 0 F Rk A R
R AEAERE X AR E AR E ey B 0 BIRAEA B B
BFRBLEATF  GRREREHREFSY
&% -

1. B % EHILEEH - 9 (Protect)
#8 B ( Cohen & Felson 1979)

. e
KRR EBBIE (R0)

B 54%
P A
4382k 2k (CF) | A1 A PY s 3n 2 B30 35 = 25 3452000 4F 22008 48 74 40 5F A FH R B3 Ao AL R 2
L dy T E RS AL | EAEME AR E o
A (0OCU)
AEATACAT AR T o KAk B RAT A B AR
Ak (1) RoBERENGLAALE > K& (2) BT P HERIFRE - 4 T8 e
T AR RERYHAREOEEIGAL  FBEEBAEH -
BT &t BIF R FARME TR ELITFNA N RAMEATHIERE  #F
ATRBREARE :
wER (1) MEARATRAREEE - (2) HEAECTARE R MM XN HLIIR L
o (3) ERMHMLE - (4) BELBERVHAEERE - Hub - L LKL
R E M EHE R 46 S L 513 40 (Dallaway 2007 ) e
L T B e B A A A BT A+ P oA de T AR TYEE T EE
e AL R R AR FAHE A 00 T A8 BT VAIC 58 28780 ) A B 17 R S 0k AR St o

AEHEAS L -
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R 7 i AL B kB Tthink (r) 2 &) PR ey Stella®y A& £y & 438 kB85 B R G 38 52
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1 AmrestByPolice(t) = ArrestByPolice(t - dt) + (OCUSolveMumber + CFSolveMumber - Recidivism -
MonRecidivism) * dt
IMIT ArrestByPolice =0
INFLOWS:
=% OCUSolveMumber = ((InvestigateAbility*InvestigateEqipmentSkillGuillyTools))*
(OffensesCopmputerUse)
=& CFS3olveMumber = ((InvestigateAbility*IinvestigateEqipmentSkill* 3 GuiltyTools*0.3))*
CyberFraudulent
OUTFLOWS:
=% Recidivism = ArrestByPolice*RecidivismRate
=% MonRecidivism = ArrestByPolice*MonRecidivismRate
1 CyberFraudulentit) = CyberFraudulentt - dt) + (MewCF + QCUToCF + CFRecidivism -
CFSolveMumber - CFToQCU - CFLeave) * dt
IMIT CyberFraudulent =1
INFLOWS:
=% MNewCF = ((CybercrimeCost*GuillyTools/DELAY3(CyberFraudulentSolveRate, 1))
(RepontCybercrime*0.025))
=& QCUToCF = ifitime=91)then(OfensesCopmputerUse*0.15)else(0)
=% CFRecidivism = DELAY3(RecidivismMumber*CFRecidivismRate , 1)
OUTFLOWS:
=& CFSolveMumber = ((Investigatedbility*investigateEqipmentSkill* 3 GuiltyTools*0.3))*
CyberFraudulent
=% CFToOCU = ifitime=91)then(CyberFraudulent*0.06)else(0)
=% CFLeave = (CyberFraudulent*Lawsmendment)*0.1

] OffensesCopmputerdse(t) = OffensesCopmputerUselt - dt) + (CFToQCU + NewQCU +
OCURecidivism - OCUToCF - OCUSalveMumber - OCULeave) * di
IMIT OffensesCopmputerUse =1
INFLOWS:
=% CFToQCU = ifftime=91then(CyberFraudulent*0.06)else(0)
=% MNewOCU = ifitime=91then{{ReportCybercrime*0. 15y (CybercrimeCost* GuilyTools!
(DffensesCopmputerl)seSolveRate)))else(l)
=2 CCURecidivism = DELAY3(RecidivismMNumber*QCURecidivismRate , 1)
OUTFLOWS:
=2 QCUToCF = ifitime=91)then(OffensesCopmputerlUse*0. 15)else(0)
=2 QCUSolveNumber = ((InvestigateAbility*investigateEqipmentSkilN(GuilyTools)
(OffensesCopmputerlse)
=% OCULeave = OffensesCopmputerUse*LawAmendment
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] RecidivismNumberit) = RecidivismMumber(t - dt) + (Recidivism - CFRecidivism - OCURecidivism) *
dt
INIT RecidivismMumber =10
IMNFLOWS:
=% Recidivism = ArrestByPolice*RecidivismRate
OUTFLOWS:
=% CFRecidivism = DELAY3(RecidivismMumber*CFRecidivismRate , 1)
=& QCURecidivism = DELAY3(RecidivismMumberOCURecidivismRate , 1)
CFRecidivismRate = 0.8
CybercrimeCost = 100000/HITECHPTiCe
CyberFraudulentSaolveRate = CFSolveMumber/CyberFraudulent
GuiltyTools = IF({ Time=89) THEM (MetworkPenetration®15) else (NetworkPenetration*1.5)
InvestigateAbility = PoliceCapability
InvestigateEqgipmentSkill = InvestigateEqipment*PoliceCapability
MonRecidivismRate = 0.9
OCURecidivismRate = 0.2
OffensesCopmputerlzeSolveRate = DCUSolveMumber/OffensesCopmputerlse
RecidivismRate = 0.1
ReportCybercrime = Victim*0.2
Victim = (MetworkPenetration*2 3e+007)*5e-005
CF = GRAPH(TIME)
(88.0,4.00), (89.0, 14.0), (90.0, 59.0), (91.0, 738), (92.0, 2361), (93.0, 1055), (94.0, 1873), (95.0,
3868), (96.0, 4867)
i HITECHPrice = GRAPH(TIME)
\ (288.0, 70000}, (35.0, 65000, (90.0, 55000, (91.0, 52000), (92.0, 40000}, (93.0, 35000), (94.0,
L —30000), (95.0, 25000), (96.0, 20000)
% InvestigateEqipment = GRAPH(TIME)
(28.0,0.1),(89.0, 0.1}, (90.0, 0.4), (91.0, 0.45), (92.0, 0.5), (93.0, 0.5}, (94.0, 0.6), (95.0, 0.75), (96.0,
L 0.758)
% Lawamendment = GRAPH(TIME)
(28.0, 0.00}, (89.0, 0.00}, (90.0, 0.00), (91.0, 0.00), (92.0, 0.00), (93.0, 0.1), (94.0, 0.6), (95.0, 0.7,
L (96.0,0.7)
i3 NetworkPenetration = GRAPHI(TIME)
(88.0,0.22), (89.0, 0.28), (90.0, 0.35), (91.0, 0.38), (92.0, 0.39), (93.0, 0.4), (94.0, 0.42), (85.0, 0.43),
(" (96.0, 0.44)
i1 OCU = GRAPH(TIME)
(88.0,0.00), (89.0, 0.00), (90.0, 0.00), (91.0, 0.00), (92.0, 0.00), (93.0, 11452), (94.0, 18298), (95.0,
8108), (96.0, 6677T)
i3 PoliceCapability = GRAPH(TIME)
(88.0,0.1),(89.0, 0.1), (90.0, 0.4), (91.0, 0.4), (92.0, 0.4), (93.0, 0.6), (94.0, 0.75), (95.0, 0.8), (96.0,
—0.8)
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