EAEESE ENE BTH 169
— A8 M) AT B AR R AT R

INeiE ~ BEH
PREXKLEAETELA

HE

RS L kRN - B TR —EL2OMREEERR - FIEETERRE
ERESI MR 2 AEE o ARIFFSHNEE TREFSNERRER » REETESRRE
—RIGERGETINE &S - BETHRERLN "TERNEEL) B ERRERBEETIR
SR E RN T EIREE ) » ANEEFREEHNIRE > HE—RE R > AN
B PENHERAN T » FEUABETRIIRE . HiGRREIREES - BRI
FER o LRBABBERT|FE - THREEANABEREERSE  RRIGEBFER
SR A KFERMAE 5 o W —2K » EERNEERED » EROEREE T RO
XEE R TEAEFERE R » XA ARENMEEN

BRIES . HaEs > THE®x s TRERE



170 | BRERSER N8 S5

A Scheme of Non-sensible Document in Transit with
Secret Hiding

Shiuh-Jeng Wang, Cheng-Kuo Lu

Department of Information Management, Central Police University

ABSTRACT

In now knowledge explosive era, the message transmission is so rapid and convenient
via Internet propagation. For the grade of confidential document, however, we need to pay
much attention to the message transit in network systems so as to safeguard the secrecy
and integrity. Basically, there are two catalogs to encrypt the secret message, one the data
encryption cipher, the other one is the information hiding cipher. In this paper, the later
one with the information hiding manner is used to embed the secret message into a host
image. According to the content of this chosen host image, the bilingual words associated
with this image are used to build the index tables which are the relations between the bilin-
gual words and the confidential document. Afterwards, all index tables are embedded into
the host image and only this embedded image is required to transit in the network systems.
In such a way, all messages transmitted in the network are kind of visible forms, not
random-number forms. Comparing to the previous literatures, a general image is transmit-
ted only instead of the cipher documents suspicious to network interceptors. Apparently, the
intentional attacks by those who focus on the random-form messages are evitable. There-
fore, a novel and efficient scheme aiming at hiding confidential document is achieved in this

paper.

Keywords: Information Hiding, Security, Cryptography, Steganography/
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