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Abstract
We present a compound-document model for structuring the electronic patient records, 

based on the current practices of collecting the paper-form patient records in a hospital. We 
further devise a method for protecting information integrity to utilize the structural feature 
of the compound-document model. Through the the proposed compound-document model 
and integrity protection method, medical institutions can maintain document with integrity 
inspections more efficiently and thereby enhance the quality of medical care. 
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(Smith & Eloff 1999)

(Kaihara 1998)

(Bakker 
et al. 2000; Haak et al. 2003; Barber 1998)

(1) (Confidentiality) 

(2) (Integrity) 

(3) (Authentication) 

(4) (Accountability) 

(5) (Availability) 

(Authenticity) (Correctness)

(Barber 1998; West Midlands Regional Health Authority 1992)
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(W3C 2005)

Microsoft Office Word
Excel

HTML Hypertext Markup Language
XML

eCheck (Anderson 1998)

(  2001)

ISO/IEC 10181-6
(ISO/IEC 1996)

(CPSA 2004)
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(1)

(2)

Bakker(1998)

(Kaihara 1998)
(Haak et al. 2003; Bakker et al. 1998; Brandner et al. 2002)

(1)

Gropper Doyle (2003)
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(2)

Debiez Hughes Apvrille(2003)
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1

CCD = CCF( CCF(M1)||CCF(M2)||CCF(M3)|| ||CCF(Mn) )
CCD (Checking Code of a Compound 

Document) CCF (Checking Code Function) Mn n
(nth Member Document) n  || 

CCF
CCMn

n n = 1, 2, 3, . . .
CCD

TCCMn

CCD

CCF [  CCM1    ||   CCM2    ||   CCM3    ||  ||  CCMn   ] =  CCD

M1

ID1

M2

ID2

M3

ID3

Mn

IDn

CCF [  TCCM1   ||   TCCM2   ||   TCCM3   ||  ||  CCMn  ] =  CCD

(1)

1

(2)
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CCD = KC( H( H(M1) || H(M2) || H(M3) || || H(Mn) ) )
KC (Cryptographic Function) H
(One-way Hash function)

CCMn = KC( H(Mn) )
CCD = KC( H( H(M1) || H(M2) || H(M3) || || H(Mn) ) )
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CCD = CCF( TCCM1 || TCCM2 || TCCM3 || || TCCMn )
TCCMn n (Temporary Checking Code of 

nth Member Document) 2

(identifier)

1
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2

(identifier)
checking code

ID ID

ID

ID ID 

X

IDID IDID 

2
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X (CT)
(MRI)

…

3
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hash(  #1) = hash( Y )
hash( )  Y

Y = signature(
 #1) || signature(  #2) || || signature(  #n)
|| n n

3 4

1

ID1

SIG1

2

ID2

SIG2

3

ID3

SIG3

…

n

IDn

SIGn

Signature1  || Signature2  || Signature3 || … || 

3
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hash( ) = hash( S )

S ( )
( / ) S = seal(

) || signature(  #1) || signature(  #2) || || signature(
 #n)

( ID ) ( signature)

hash(  #1) = hash( Y )
hash( ) Y

Y = 
 #1 ID || signature(  #1) ||  #2 ID || 

signature(  #2) || ||  #n ID || signature(
 #n) ||

CCD = ID1||Signature1||ID2||Signature2||ID3||Signature3||…||IDn || Signaturen

ID1

Seal1

ID2

SIG2

ID3

SIG3

…
IDn

SIGn

 Seal1  || Signature2  || Signature3 || … || 

4
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hash( ) = hash( S )
S

S = ID || seal(
) ||  #1 ID || signature(  #1) ||  #2 ID || 

signature(  #2) || ||  #n ID || signature(  #n)

CCD = ID1 || Seal1 || ID2|| Signature2|| ID3|| Signature3||…|| IDn || Signaturen

1

1
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5
X

X
X X

X (A)
(B)

(C)
(D)

6 (E)

(F)
(G)

(H)
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X
X

#1

#2

X

(Hash)

#n-1 

(A) 

(B) 

(C) 

(D) 

5

#1 

#2 

(Hash) 

#3 

#16 

  #n 
(E) 

(F) 

(G)

(H) 

6
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X

SHA-1 160 
bits 100 bits

160 bits (160+100) 4
bits 1040 bits

(160+100) 3 bits
780 bits

160+(160+100) 100 bits
3.2 KB

(uniqueness) (timeliness)
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