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ABSTRACT 
Due to the rapid development of electronic commerce, maintaining information 

security in order to protect information assets is a key concern for every enterprise today. 
The BS7799 administrated by the British Standards Institute (BSI) since 1995, is a 
comprehensive system for implementing effective Internet security, by far, it is the most 
appropriate approach to best practices for information security management. By gaining the 
BS7799 certification, companies may assure customers and partners that their data, which 
being kept on the enterprise networks, will be secure and that the overall security of the 
enterprise is trustworthy. In the case of Petrochemical manufacturing industry, in Taiwan, 
many companies try to minimize the cost and achieve their gross profit margin by 
implementing e-commerce and applying vendors' supply chain management technology. 
The purpose of this study is to explore the critical success factors for the implementation of 
information security management system in the Petrochemical Industry. The results reveal 
that factors such as  information security protection, information security skill, supplier, 
industrial regulations, competitive  pressure, the interdependence among business partners, 
occupational health and safety practice, degree of computerization, top management 
support, scale of organization and tolerant of risk are crucial to the success for 
implementing the business electronically.  

Keyword: BS7799, ISO17799, Information Security Management, Critical Success 
Factors, Petrochemical Industry
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