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ABSTRACT

Due to the rapid development of electronic commerce, maintaining information
security in order to protect information assets is a key concern for every enterprise today.
The BS7799 administrated by the British Standards Institute (BSI) since 1995, is a
comprehensive system for implementing effective Internet security, by far, it is the most
appropriate approach to best practices for information security management. By gaining the
BS7799 certification, companies may assure customers and partners that their data, which
being kept on the enterprise networks, will be secure and that the overall security of the
enterprise is trustworthy. In the case of Petrochemical manufacturing industry, in Taiwan,
many companies try to minimize the cost and achieve their gross profit margin by
implementing e-commerce and applying vendors' supply chain management technology.
The purpose of this study is to explore the critical success factors for the implementation of
information security management system in the Petrochemical Industry. The results reveal
that factors such as information security protection, information security skill, supplier,
industrial regulations, competitive pressure, the interdependence among business partners,
occupational health and safety practice, degree of computerization, top management
support, scale of organization and tolerant of risk are crucial to the success for
implementing the business electronically.

Keyword: BS7799, 1SO17799, Information Security Management, Critical Success
Factors, Petrochemical Industry
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BS7799 - €& — A A M4 RH 0 RAMBAARHE Tk R E A M2 42 (Chao 2005) -
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AL E EEANT AL EA MR E EFEZR2HHK -
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1. TCSEC (Trusted Computer System Evaluation Criteria)
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AREENEERA (Bell & Lapadula A ) s R # T #ITT"TEEIS A KR
FAER" (TCSEC)» R XHITTHAMEBRZL  EHBRE T EH AT 2 2BE B
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EEEA BS7799 ENLZEEERRZBERMDER — LaltEERH 177

CREGZIT AR TIERMRARHEIE - SENERAR AL THRZ22R—KE
REZAERHM > BRAGTHEEE - S EMEKTH G BST799 £ A2 3P4
KRG ayzer IR #d BS7799 w533 oA & £ #E B4R BB BS7799 A 4k ikl o4 48 B 5 41 3
#3E 5 ISMS -

Plan
HEI7ISMS FIEALR
2=
5ﬂé§% i
Do %;1\ Action

P =N U A MEEEE
= A e o B
EIKEAHASH RS SE AT ISMS Z@

Check
— BS7799 PDCA 4 s,

- BEBEEREHEAES

ZE B NS E A F SRR A R ISO 17799 ) € 18 i oy 75 & > M 47 Bl & 48 B
FERHMEGHRA T AL FHMARBRESL  ARBARZEE4#E » Bk ISO
17799 & BS7799-2 &k a##l 2 T — A 7leh Hid e 20 M A4S AR 2 KB N 2T
HHILEERREFIT - RE TR L2DAME S AT

(D) THHERPB&ERM AR F N | —TRIRLIES EHMRILET AR

A%ﬂ EI 2R TREBRZIETILBH  BEREH - 24 ZWAEBE
s AR R R 5 0 A BST799 & ks 88 FA4FIT R T AT IR R PT B A4 B
fm&iﬂﬂﬁﬁj%iﬁﬂ%%%k%é&$%”u$%ﬁ$ummﬂﬁ
HIE BB 2 2B E BB RAFERLEFT T RE BB TEUT
BEHT# 4, 2000) ©
(2)TCNS 17799 | HERZ 2B RIZEZHZ - LA RAEEF LKA mE KE TR
2B RIFERZHE > FRAZER/TH 91 F4F BS 7799 R §id @
CNS17799 % CNS17800 15 & Bl P§ & 3% 42 K 36 R A 2 H 5 (L 75 3142 i

BB 2002) o
(3) Hﬂiiﬁzk Ol F & r/\ﬁfﬁ%ﬂ%n Q%J‘miﬁ%w%lﬁ%l RILAER o bR
AR EX AR A LR LT A& F ZRIE ISOl7799/
BS7799/ CNS17799 # 47 % i@ #x/z""a‘ffﬁ%ll(ﬂa‘ﬁi%ﬁ 2002) -

h - REERENRZEZNESRE

H 5 XFIEHNBEL LR R LA F - A+ Huanget. al. (2000) # % A%
ANERE I ERERABN AR FHEOGRE AR AR 2z cbF a0 £ 5
BARHEANZ M EARARERA L REFRRERY  ABRKRELA&EN S



178 NEIRER E+=% FE_H

A
[u]

EEIH COAFTHRE  TROABMB Y OB FEARAGFEER L FEF
hER o

% 2(2002)A BS7799-2 5 B A AR ARB BT RIS ART AT AZDEN LR T
RO =B F BERA L T HRES T EHARRe Y BT AKMERSEHE 0@
RERMEE Tk T84 TR E TaegER -

BSI (BSI 2000 - Part])#¢ yA {2 e 48 B R AA » A AR P R D HF 36 F M2 2R
ATHEFEFTHAE : (DRBAKBZHZLAHRR  BEAREY ; Q) as X ib—%
BERZAREN T E QRO EERGETRXBEMRFE  (DHH L2 EL AR
AR EE RN O 2R EEAEE B AR 2L2NEE (6)®FT
HEBMAROESHRARLEDBRGIRER B AFARRE (NREEF GNP HKT 5 (8)
— BT TG R AL 0 ANFEHE T AR E NPT E R RAE T RS
VMR i — ik e

Caminada (1998) ¥ %X BT H M A LEB LWL > RO ELM% 220 Mk
L (DEHEHME2RR QA HZMHGAE - RRXREHE  Q)WAEN L
REAPATRR (D)2 ERNEH s OALA Lo 22 MR ARG TR TE
B R e

RMBRIBEQO)AEMAR TN HHELEELRAANETRZEL2ETE LR
ISO17799 2k AEATIRE 53 FIAFIE £ 2 AR Bl ey #F R E A Xk - #& & 878 H
EL - HRE (DM EET EIF QRARFELLEEHE | Q)RR EHRETEMRR
MEF (D)2 HREAERHENRFRESHTLE O)FREAMN  (0)Hh
BAPERTIE 5 (DA Mk SR 3 (8)BSTT99 6 127 441 » R A A% 2 H
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