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& Welke 1998; von Solms et al. 1994; Ølnes 1994)
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Abstract 

As businesses become increasingly dependent on information systems for strategic 

operations, the issues of information security emerge. Many MIS researchers (e.g., Rainer 

et al. 1991; Straub & Welke 1998; Von Solms et al. 1994; and Ølnes 1994) have proposed 

theories and practices against information risks. While useful solutions were provided, 

seldom have considered associations of business information security strategy with the 

industrial sector and the computerization level. The purpose of this paper is to construct 

the feasible information security strategy that identify the protections required to avoid the 

information risks. Through comparing the perceived seriousness of the potential 

information risks with the degree of preparation against them, and with the perceived trend 

of information risk in the future, main information risks are inferred for businesses in 

different sectors and computerization levels. Organizations must become aware of these 

critical areas and ensure that the appropriate security measures are implemented to reduce 

the possibility of loss. 

Keywords:Information Security, Information Risk, Information Security Strategy, Level 
of computerization
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(Information Risk)
(Rainer 

et al. 1991) Loch et al.(1992) MIS
Vermeulen 

& von Solms (2002) (Information)
(Information Security)

von Solms (1996)

Goodhue & Straub(1991) Kankanhalli et al.(2003) Jung et al.(2001)

(Availability)
(Confidentiality)

(Integrity)(Jung et al. 2001)

( ) (
)

( Nolan 1979; Earl 1989; Galliers 1989; Galliers & 
Sutherland 1991 )

Galliers & Sutherland(1991) 7 S

Loch et al.(1992) Ryan & Bordoloi(1997)

Rainer 
et al.(1991) Straub & Welke(1998) Birch & Mcevoy(1992)

von Solms et al.(1994)
(ISM2)
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Ølnes(1994)
Fitzgerald(1995) Kwok & Longley(1999) von Solms(1999)

Eloff & von Solms(2000) Siponen(2002)

(Pipkin 2000)

( )

( )

( )

Rainer et al.(1991)
(Vulnerabilities to Threat)

Icove et al.(1999)

Fitzgerald(1995)
15
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Fitzgerald 15 (BSI)
BS7799 Loch et al. (1992)

(Sources) (Perpetrators) (Intent) (Consequences)
(Internal) (External)

(Accidental) (Intentional)
(Disclosure) (Modification) (Destruction)

(Denial of service)

Icove et al.(1999)

( )

King (1994)
Jarvenpaa et al.(1990)

Kankanhalli et al.(2003)
Goodhue & Straub(1991)
( )

( )
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( )

Jung et al.(2001)
(Confidentiality) (Integrity) (Availability)

Jung et al.

McFarlan & McKenney(1983)
(Support) (Factory) (Turnaround) (Strategic)

McFarlan & McKenney

Nolan 1979
Nolan

(Information Resource 
Management) Earl(1989)

Galliers (1991) Nolan Earl
7S Galliers

(Strategic) (Structure) (Systems)
(Staff) (Style) (Superordinate goals) (Skills)

Nolan(1979) Galliers(1991)

Nolan(1979) Earl(1989) Galliers & Sutherland (1991)
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(Galliers & Sutherland 1991)

Loch et al.(1992)  Ryan & Bordoloi(1997) von Solms(1996)
Aivazian(1998)

Loch et al.(1992) (Microcomputer) (Mainframe)
(Network)

Ryan & Bordoloi(1997)
(mainframe) (Client server architecture)

(2001)

(Straub 1986; Hoffer & Straub 1994)

Smits et al.(1997)
(IT resources) (Nature of the 

organization) (IT opportunities) (Position 
in industry)

1 1

(Risk reduction)
(Risk avoidance) (Risk acceptance) (Risk transferring)

(safeguards)

(Birch & Mcevoy 1992; Pipkin 2000)
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1

A

( )

Galliers & Sutherland (1989; 1991) 
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Gibson & 
Nolan (1976)

Galliers & Sutherland(1991)

( )

Icove et al.(1999)

Icove et al.(1999) Peltier(2001) Pipkin(2000)
Siegel(2002) Richardson(2003) Siegel(2002)

ISO17799 InfoSec Richardson(2003) (CSI)
CSI

(BSI) BS7799 (BSI 
2002)

50 1 1
(checklist)( A )
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1

        
 [1] [2] [4] [5] A.8.4.2  [1] [4] A.7.2.1 

 [1] [2] [4] [5] A.8.3.1  [1] [4] A.7.2.1 
 [4] A.8.4.1 [1] [4] A.7.2.1 

 [1]  [1] [4] A.7.2.1 
 [1]  [4] A.7.2.1 

 [1]       
 [1] [2] [4] A.10.4.3      
 [1] [2] [4] A.8.2.2    
 [4] A.10.5.4    [4] A.6.1.3 

      [1]  
      [2] [4] A.4.1.5 

 [1]  [1] [2] [4] A.4.1.7 
 [1] [4] A.7.1.3  [1] [2] [4] A.6.2.1 

 [1] [4] A.7.1.2  [1] [2] [4] A.6.2.1 
 [1] [4] A.7.2.3 [2] [4] A.6.3.1 

 [1] [4] A.7.2.1      
         

        
 [2] [4] A.8.4.1     
 [2] [4] A.9.1.1  [4] A.3.1.1  
 [2] [4] A.9.1.4  [1] [4] A.6.1.1  
 [2] [4] A.9.4.2  [2] [4] A11.1.1  

( ) [1] [4] A.9.7.1     
 [2] [4] A.8.6.3 [4] A.12.1.4 

 [4] A.8.6.1 [4] A.12.1.2 
 [4] A.8.6.2       

      [3] [4]  
      [3] [4]  

 [1] [2] [4] [5] A.10.3.2  [3] [4]  
 [1] [2] [4] [5] A.9.4.3  [3] [4]  

 [1] [2] [4] [5] A.9.7.2      
 [1] [2] [4] [5] A.9.4.6      

 [1]       
 [4] A.10.3.3       

 [4] A.9.5.8       
a[1] Icove(1999); [2] Peltier(2001); [3] Pipkin(2000); [4] Siegel(2002); [5] Richardson(2003); c ;
bBS7799-2 BS7799 CNS17800 BS7799-2 A
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( )

Likert 7
1 Likert

4

( )

 [ ]  [ ]

(1)
(2) (3)

500
(1) (2)

(3)
66

( )

Straub(1986)

1000

( )

92 11 1000 (
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1000 ) 111 11%
Kotulic and Clark(2004)

23%
( ) p<0.05

(t=-1.098; p=0.273)

2 99%
(61%)

(23%) (4%) (11%) 66%

77%(=49%+27%+1%) 95%(=43%+45%+7%) 10
30 98%(=18%+62%+18%)

2 (N=111) 

10 26 23%  2 2% 
10~19 54 49%  68 62% 
20~29 30 27% 2 2% 
30 1 1% 3 3% 

14 13% 
26~30 5 5%  15 14% 
31~40 48 43%
41~50 50 45%
51 8 7% 68 61% 

   26 23% 
20 18% 4 4% 
69 62% 12 11% 
20 18% 1 1% 

3 1000
86%(=25%+61%)

10 85% (=20%+23%+19%+16%+7%) ( 200
) 96% (=44%+21%+30%) 10
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26%(=24/93) 10%(=87/907)

3 (N=111) 

10 16 15% 10 6 5%
11~20 27 25% 10 ~50 49 44%
20 68 61% 50 ~100 23 21%

100 33 30%

200 17 15% 30 27%
201~500 22 20% 26 23%
501~1000 25 23% 24 22%
1001~2000 21 19% 29 26%
2001~5000 18 16% 2 2%
5001 8 7%   

( ) (Principal Component)

Nolan(1979) Galliers & Sutherland (1991)

4

Sharma (1996)

PRIN ( )=0.5598*( ) + 0.3714*( )

+0.3591*( ) + 0.6479*( )

4

0.58**

0.24* 0.23*

0.54** 0.38** 0.30**

**p ≤0.05  **p ≤0.01 
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55% (1.938, 
11.629) Galliers

5

( )

5

1 3.24 2.00 3.00 1.00 1.00 
7 4.78 2.57 2.71 2.57 2.14 

29 6.15 3.72 3.31 2.79 2.82 
33 7.57 4.51 3.51 3.45 3.85 
29 9.09 5.38 4.31 3.58 4.93 
12 10.64 5.92 5.25 4.75 5.67 

a1 6

( )

6

92.8%(=(29+33+29+12)/111)

75% (=41%+19%+15%) 67%(=29%+33%+4%) 76%(=19%+42%+15%)

Jarvenpaa et al.(1990)
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(POS)
75%(=9%+34%+31%)

6

     

0 (0%) 0 (0%) 0 (0%) 1 (4%) 0 (0%) 1 
3 (9%) 1 (4%) 1 (4%) 1 (4%) 1 (50%) 7 
11 (34%) 6 (22%) 7 (29%) 4 (15%) 1 (50%) 29 
10 (31%) 11 (41%) 7 (29%) 5 (19%) 0 (0%) 33 
5 (16%) 5 (19%) 8 (33%) 11 (42%) 0 (0%) 29 
3 (9%) 4 (15%) 1 (4%) 4 (15%) 0 (0%) 12 

32 (100%) 27 (100%) 24 (100%) 26 (100%) 2 (100%) 111

( )

(
) (

)
1

7

7

F Wilks' 

1.42 5.22** 3.26* 2.61 7.57** 6.20** 7.21** 2.24**

4.64* 7.05** 4.72* 1.74 7.92** 3.77* 5.33** 2.20**

×
0.35 1.11 0.42 0.87 0.88 1.27 0.62 0.93 

        
0.63 0.51 1.31 10.13** 8.45** 4.84* 0.32 2.42*

0.32 0.18 0.44 0.86 0.00 0.63 2.82 0.78 
*p ≤0.05  **p ≤0.01 

7 Wilks' 
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7

( )

Fisher (LSD) (post hoc 
test) 8 8

(= - ) 8

8

(%) (%)

(%) (%) 
A.    4.    

 52.6  40.0
 61.0 -8.4*  50.8 -10.8*

 70.0 -17.4** -9.0*  65.5 -25.5** -14.7**

 53.4 -0.8 7.6* 16.6** 41.1 -1.14 9.65 24.3**

      
1.    5.    

 66.3  63.3
 73.2 -7.0  63.0 0.4 
 75.0 -8.7 -1.8  76.7 -13.3* -13.7*

 66.2 0.1 7.0 8.8 59.2 4.13 3.8 17.5*

      
2.    6.    

 63.3  52.4
 67.4 -4.1  58.2 -5.8 
 80.8 -17.5** -13.4**  69.1 -16.7** -10.9 

 65.6 -2.3 1.8 15.2** 46.3 6.1 11.9 22.8**

      
3.    7.    

 62.1  28.5
 75.5 -13.4**  41.6 -13.1**

 79.7 -17.6** -4.2  50.9 -22.4** -9.4 
 70.0 -7.9 5.5 9.7** 31.1 -2.6 10.5* 19.8**

*p ≤0.05  **p ≤0.01 
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70.00% (61.04%)
(53.44%) (52.60%)

(
>60%)

8 9
9

10% 10.1%~35% 35.1%~65%
65.1%~90% 90.1%

9

( )
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9 a

   

      
      

     

      
     

      
            

     

     
( )

     
      

     

      
      
      
      
      

a 10% 10.1%~35% 35.1%~65% 65.1%~90%
90.1%
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( )

10

( >4)

( =0.05)

10 ab

 3.24 3.34 3.34 3.44 4.13 4.28 3.91 4.50 4.61 3.69 3.98 4.12

 3.40 3.38 3.26 3.52 3.80 3.72 4.11 4.20 4.02 3.77 3.85 3.77

 3.40 3.40 3.43 3.46 4.22 4.33 4.30 4.76 4.87 4.06 4.27 4.33

 3.16 3.83  4.02 3.56 4.70 4.76 3.37 5.04 5.28  3.77 4.56 5.00

 3.12 3.10 3.22 3.74 3.85 3.89 3.65 4.00 4.13 3.54 3.81 3.81

 3.24 3.41 3.26 3.74 4.33 4.33 4.17 4.72 4.91  3.98 4.33 4.42

 2.71 2.84 2.79 3.41 3.69 3.78 2.76 3.50 3.96  2.98 3.48 3.52
a7 b

10
4

( >4)
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( )

Fisher (LSD) 11 8 11

(= - )

11

(%) (%) 
(%) (%) 

A.     4.     
 ( ) 48.7  ( ) 33.6
 ( ) 60.6 -11.9**  ( ) 52.2 -14.7*

 ( ) 66.3 -17.6** -6.0  ( ) 58.9 -13.1* 1.6 
          
1.     5.     

 ( ) 60.1  ( ) 55.9
 ( ) 73.3 -13.1**  ( ) 70.6 -18.6**

 ( ) 75.8 -15.7** -2.57  ( ) 69.0 -25.3** -6.7 
          
2.     6.     

 ( ) 58.8  ( ) 45.4
 ( ) 68.1 -9.3*  ( ) 58.9 -13.6**

 ( ) 78.0 -19.2** -9.9*  ( ) 63.2 -17.8** -4.3 
          
3.     7.     

 ( ) 62.9  ( ) 29.1
 ( ) 71.5 -8.6*  ( ) 36.1 -7.0 
 ( ) 78.4 -15.6** -7.0  ( ) 45.8 -16.8** -9.7*

*p ≤0.05  **p ≤0.01 

48.65% 60.56% 66.25% 11
( 1~3 )

[ ] [ ] [ ]
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11 [ ]
12

12

12 [ ]

( )

13
13 10

13
( >4)
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12 a

      

     
     

    

      
    

     
           

    

    
( )

    
      

    

     
     
     
     
     

a 10% 10.1%~35% 35.1%~65% 65.1%~90%
90.1%
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13 ab

 3.41 3.66 3.67 3.38 3.91 4.22 3.82 4.24  4.25
 3.44 3.41 3.13 3.67 3.92 4.0 3.88 3.95 3.85
 3.63 3.61 3.61 3.38 4.05 4.22 4.25 4.63  4.69
 3.47 4.21 4.49 3.14 4.38 4.59 3.64 4.80  5.01
 3.51 3.26 3.30 3.50 3.77 3.97 3.46 3.89  3.88
 3.59 3.67 3.67 3.11 4.05 4.20 4.38 4.63  4.59
 2.50 2.80 2.93 3.08 3.59 3.67 3.22 3.63  3.79

a7
b

14 15

( )

14
14

( Jung et al. 2001)

…
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14
14

14

14

a b (80% ) (70%~80%)
(60%~70%) (60% )

14 ( 14 )
( )

(Siegel et 
al.2002)

( )

15 15
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15

15

 ( )  ( )  ( )

1. 

2. 

1. 

2. 

1. 

2. 

a b (80% ) (70%~80%)
(60%~70%) (60% )

2 2
( 2 )

2 2



138

Birch & Mcevoy (1992) Pipkin (2000)
Birch Pipkin

2
Birch Pipkin

2 ( )

( )

2

( 2 )

( )

( )

 ( )
( )

( )
( )

( )
( )
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A

1. 1~5 6~10 11~15 16~20 20
2. 50 51-100 101~200 201~500 501~1000

1001~2000 2001~5000 5001
3. 

( ) ____________________ 
4. 90 1000 1000 ~2000 2000 ~5000 5000

~1
1 ~10 10 ~50 50 ~100 100

1. ( )

_______________________________________________________________ 
2. ( )

         ( )
( )

( )

_______________________________________________________________ 
3. ( )

_______________________________________________________________ 
4. ( )

_______________________________________________________________ 
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1. ( )

( )
________________________________________________ 

2. ( )

________________________________________________ 
3. ( )

________________________________________________ 
4. ( )

( )
( )
( )

________________________________________ 
5. ( )

________________________________________________ 
6. ( )
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________________________________________________ 
7. ( )

( )

___________________________________________ 

1 7

1  2  3  4  5  6  7  1  2  3  4  5  6  7   1  2  3  4  5  6  7
1  2  3  4  5  6  7  1  2  3  4  5  6  7   1  2  3  4  5  6  7
1  2  3  4  5  6  7  1  2  3  4  5  6  7   1  2  3  4  5  6  7
1  2  3  4  5  6  7  1  2  3  4  5  6  7   1  2  3  4  5  6  7
1  2  3  4  5  6  7  1  2  3  4  5  6  7   1  2  3  4  5  6  7
1  2  3  4  5  6  7  1  2  3  4  5  6  7   1  2  3  4  5  6  7
1  2  3  4  5  6  7  1  2  3  4  5  6  7   1  2  3  4  5  6  7
1  2  3  4  5  6  7  1  2  3  4  5  6  7   1  2  3  4  5  6  7
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