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摘要 

共享經濟是透過分享的方式使閒置資源的運用更為便利，顛覆了許多企業與

個人的消費模式。惟現行共享經濟平台藉由銀行及可信任第三方進行支付，衍生

出許多問題，例如可信任的第三方平台單點故障及缺乏用戶隱私等。以往研究中

曾提出透過打破使用者與財產擁有者之間的聯繫來保護隱私，而且確保參與交易

的各方之間的公平性，惟未結合智慧合約的自動化流程管理，設計從部署至交易

過程條件觸發之交易協定，進一步提升交易之安全性及使用者之隱私性。因此，

本研究之目的，在於設計一套基於智慧合約的房屋共享方案。其具體貢獻包括：

（1）藉由自我認證機制來強化安全性。（2）透過合約函式自動解決交易衝突，

以降低第三方之參與。（3）於交易階段使用盲簽密技術強化個人資訊保密，以

保障交易隱私性。 
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Abstract 

The sharing economy is a system in which fixed resources are shared to increase 

their utility, and has disrupted a number of consumer markets for both enterprises and 

individuals. However, because payments for services on a sharing economy platform 

are usually conducted by banks and trusted third parties, these third-party platforms 

may become a single point of failure or compromise user privacy. In a previous study, 

a privacy mechanism that disrupts the contact between users and asset owners was 

proposed, which ensures fairness between the participants of a transaction. However, 

it does not use the automation provided by smart contracts in the design of 

conditionally triggered transactional agreements for each phase of a sharing-economy 

transaction (i.e., the initialization, registration, matching, and transaction phases), 

which would further enhance the transactional security and user privacy. To address 

this shortcoming, we designed a smart contract-based home sharing scheme. The 

features of this scheme are as follows: (1) A self-certification mechanism is used to 

enhance the level of security. (2) Contract functions are used to automatically resolve 

transactional conflicts and minimize the participation from third parties. (3) Blind 

signing is used in the transaction stage to preserve the confidentiality of personal 

information, and thus ensure the privacy of the transaction. 
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1. INTRODUCTION 

The sharing economy has disrupted the consumption patterns of both enterprises 

and private consumers in a variety of markets. Regardless of whether it is applied to 

houses or vehicle rentals, the reuse of idle assets, or the sale of intangible assets and 

skills, the sharing model always ensures that resources are utilized as effectively and 

efficiently as possible (Chiu, 2014). Airbnb for example, allows renters (tenants) to 

book accommodation in private housing. This service is now available in 34,000 cities 

spanning 192 countries, and has over 2 million listings and 60 million guests 

(Constantiou et al. 2017). The trust mechanism used by Airbnb can be divided 

roughly into two levels: The first level is the a priori exposure of information. Airbnb 

requires its users to register with their real name and phone number and encourages 

the users to validate the veracity of this information. They also make this information 

public, thereby eliminating worries about anonymous users. The second level is the 

post hoc review mechanism, which allows users to write reviews about their 

experience with a host. A host that receives high review scores will gain more 

exposure on the Airbnb platform. In short, the Airbnb platform reduces information 

asymmetry and transactional risks through these information exposures/validations 

and the aforementioned information exchange mechanism. However, the exposure of 

personal information will inevitably lead to a loss of privacy and rent discrimination 

(王文宇, 2018). According to Niya et al. (2018), the problem of sharing economy 

platforms is that they are excessively reliant on trusted third parties (TTPs), which is 

often disadvantageous for consumers. Consumers must register separately on every 

platform, and in most cases they are mandated to give their private data to the 

platform.  

In summary, sharing economy platforms lack user privacy and are susceptible to 

having the TTP become a single point of failure (SPOF). Fan and Zhang (2019) also 

noted that centralized data storage methods are often susceptible to malicious data 

tampering and are likely to incur a SPOF. To enhance trust between lessors and 

tenants without compromising user privacy, Lee (2019) proposed an automated smart 

contract-based mechanism that minimizes contractual conflicts or errors. Likewise, 

Yuan and Wang (2016) presented a method based on blockchain nodes to address 

problems such as high transactional costs, low efficiency, and unsafe data storage, 

which are common in centralized architectures. However, although the interaction 

through the blockchain wallet address is anonymous, it doesn’t operate under the 

external supervision mechanism, and the mediation of the transaction process in the 

sharing mechanism still requires the participation of some third parties. Thus, we will 

attempt to address the aforementioned problems by using a smart contract proposed 
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by Karamitsos, Maria,  and Al Barghuthi, (2018) for real estate transactions, an 

Android-based peer-to-peer purchase and rental application designed by Niya et al. 

(2018), and service level agreements proposed by Hang and Kim for enhanced 

decentralized sharing economy services. The procedures of our transaction 

agreements were designed according to the findings of these studies. We will also 

utilize the fast and privacy-preserving method based on permissioned blockchain 

(FPPB) method proposed by Li et al. (2018), which uses stealth addresses and 

zero-knowledge proofs on a permissioned blockchain to ensure privacy, uniformity of 

the transaction contents, and fairness in all sharing economy transactions. In addition, 

we incorporated the blind signature mechanism of Liu et al. (2018) to ensure fairness 

between all transaction participants, as well as the automated smart contract-based 

payment scheme of Yu (2020). 

1.1 Contribution 
We have constructed a scheme that uses a smart contract to conditionally trigger 

transactional agreements for each phase of a sharing-economy transaction (i.e., the 

initialization, registration, matching, and transaction phases). A self-certification 

mechanism is also used in this system, and thus the hosts and tenants will be able to 

verify the identities of other individuals without using a third party. The blind 

signature technique further enhances the security and privacy of all transactions on 

our scheme. Therefore, the proposed protocol significantly shortens the transaction 

process, and reduces the time costs of the protocol operation.  

1.2 Limitation 
This study focuses on logic and algorithmic derivation, so we don’t develop the 

program and perform system simulation. Because of the decentralized nature of this 

PKI, there is no single authority that can maintain a local dictionary data structure for 

efficient public key lookup. We therefore separate the functionality of verifying a 

known public key from that of looking up a new public key, and leverage secures 

distributed data structures to support each of them efficiently (Fromknecht et al. 2014). 

Thus, we can prove our scheme does not incur administrative overhead due to the use 

of a large number of keys for authentication and can guarantee better system 

performance.  

In our research, we know that a smart contract is an automatically executed 

program triggered by the corresponding inputs, and a smart contract is publicly 

accessible. Our scheme will interact with the user through the public and private keys 

of the smart contract provider, then the data is sent to the blockchain by the smart 

contract. 

 

 



建構具安全性的智慧合約共享方案-以房屋共享為例 257 

 

2. LITERATURE REVIEW 

Based on recent studies, we proposed a blockchain-based smart contract payment 

system. The scope of this review includes studies on the development of the sharing 

economy and sharing-economy platforms, blockchain technology, and the blind 

signature encryption technique.  

2.1 Sharing Economy 
The sharing economy (also known as collaborative consumption) is an emerging, 

rapidly developing mode of commerce. In the last decade, many forms of 

collaboration have emerged in the business world contributing to new and different 

systems of commerce (i.e, Airbnb, Uber, Zipcar), even the value proposition of 

agriculture social enterprises with community supported agriculture nearly alike value 

proposition of CC and sharing economy (Tung & Chiu ,2019). Botsman and Rogers 

(2010) divided the sharing economy into three types: (1) product-service systems, 

which allow pre-existing resources to be rented to others, (2) redistribution markets, 

which move used items from places where they are not needed to persons or places 

where they are, and (3) collaborative life-cycles, which gather people with similar 

needs or interests to share/exchange latent resources such as time, space, and skills to 

maximize the efficiency of these resources. Airbnb is one of the world’s largest 

collections of unique travel accommodations and experiences, and its hosts have 

created over 7 million accommodation options and 50,000 experiences (Airbnb, 2020). 

Airbnb’s business model is to allow potential hosts (lessors) to list their spare rooms 

as guest accommodations, and thus charge nightly, weekly, or monthly rentals. Airbnb 

then takes a commission from the resulting rental fees (9% to 12%), depending on the 

length of the stay. The lessor also pays 3% as a payment processing fee. Airbnb also 

constructed an online trust system, which allows all participants to review their 

lodgings or tenants and provides rewards to the best performers in this regard. 

2.2 Smart Contracts 
In 2008, Nakamoto published Bitcoin: A Peer-to-Peer Electronic Cash System, 

which described Bitcoin and its algorithms, and made the first known mention of 

blockchain technology. A blockchain may be defined as a database that is fully shared 

between all of its users, which enables the trade of valuable assets without relying on 

intermediaries or a centralized mechanism (Risius and Spohrer, 2017). The idea of 

smart contracts was first proposed by Nick Szabo in 1994 (Szabo, 1994), and their 

purpose is to digitally transmit, formulate, and validate computer contracts, that is, to 

serve as electronic contracts. In general, the objective of a smart contract is to satisfy 

common contractual conditions (e.g., payment terms, liens, confidentiality, and 

enforcement) and minimize exceptions. It may therefore be stated that a smart 
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contract uses programmatic logic to implement the terms and conditions of a 

transactional contract. Although smart contracts differ from one blockchain platform 

to another, they generally operate in an “event-driven” manner (Chen, 2018).  

2.3 Blind Signatures 
Blind signing is a technique that allows a signature requester to have a signer 

sign a message without knowing its contents, thus preventing any leakage of 

information. To this end, the signature requester will first combine the document with 

some “blinding factor,” and send the resulting blinded document to the signer. The 

signer then signs the blinded document using their private key and returns it to the 

signature requester. The signature requester will then de-blind the document and 

finally obtain the true digital signature (Chaum, 1984). Because digital signatures 

were previously unable to ensure the confidentiality of transmitted documents, Zheng 

(1997) proposed a technique called signcryption, which combines the discrete 

logarithm problem (DLP)-based digital signatures with hybrid encryption. In 

signcryption, the document is first signed. The ciphertext is then produced by 

applying symmetric-key encryption on the cleartext, using keys that were generated 

by the sender and recipient using the signcryption mechanism (Lai, 2003). 

3. METHOD AND FRAMEWORK 

In this study, we designed a fair and anonymous online transaction protocol 

based on Ethereum smart contracts, using insight gleaned from previous studies. 

Because sharing platforms typically require an identity registration, we used an 

alliance chain with the certificate authority (CA), management platform, lessors, and 

tenants as its nodes. Because it uses a virtually tamper-proof distributed ledger of 

transactions, our transaction protocol is highly trustworthy. The CA is responsible for 

identity verification and the generation of public and private keys, and is used to 

register the identities of the management platform, tenants, and lessors, and to provide 

security functions such as signing, encryption, and verification. The clients will use a 

digital app (DApp) to call the smart contract (SC) and upload their information to the 

chain, which is then propagated throughout the blockchain network. Because 

blockchains have a limited storage capacity, an InterPlanetary File System (IPFS) is 

used in conjunction with the SC. To provide traceability and authenticity, all personal 

information, listing information, and user reviews are stored in the distributed IPFS 

database, whereas their hashes are stored in the SC. The DApp front-end provides 

logical processing and calls the address of the SC to execute all contractual 

conditions. 
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3.1 Framework and Symbols of Transaction Process  
The procedures of our system may be divided into the initialization, registration, 

authorization, and transaction phases. The symbols and parameters used in each stage 

are described in Table 1. 

Table 1: Description of symbols and parameters 

No. Symbols Description 

1  𝐶𝐴, 𝑀𝑃, 𝑇, 𝐿, 𝑆𝐶, 𝐵𝐶, 𝑃𝑠 

The certificate authority (CA), management 
platform (MP), tenant (T), lessor (L), smart contract 
(SC), blockchain (BC), and participants (general 
term for the aforementioned roles) (Ps) 

2  𝑃  The verifiable public keys of the participants 

3  𝑃𝐾 , 𝑠𝑘  The public keys and private key of the participants 

4  𝐸 𝐹  An elliptic curve in the finite domain Fq 

5  ℎ 𝐶  
The hashing of ciphertext C to convert it into a 
ciphertext digest 

6  𝑐𝑟𝑒𝑎𝑡𝑒𝐿𝑖𝑠𝑡𝑖𝑛𝑔   A lessor listing their property on the blockchain 

7  𝑠𝑒𝑛𝑑𝐵𝑙𝑖𝑛𝑑𝑆𝑖𝑔𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 Send the encrypted and blinded order 

8  𝑟𝑒𝑡𝑢𝑟𝑛𝑆𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒{} The SC returning a signature 

9  𝑟𝑒𝑔𝑖𝑠𝑡𝑒𝑟   Registers a participant with the CA 

10  𝑣𝑒𝑟𝑖𝑓𝑦   
The CA verifies the public key and signature of a 
participant 

11  𝑐𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒   
A participant calculating their private key using the 
CA parameters 

12  𝑠𝑒𝑛𝑑𝑂𝑟𝑑𝑒𝑟   The tenant sending an order 

13  𝑣𝑒𝑟𝑖𝑓𝑦𝑂𝑟𝑑𝑒𝑟   A tenant verifying the signature of an order  

14  𝑐𝑜𝑛𝑓𝑖𝑟𝑚𝑂𝑟𝑑𝑒𝑟   
The lessor confirms the check-in authorization sent 
by the SC 

15  𝑝𝑎𝑦𝑚𝑒𝑛𝑡𝑁𝑢𝑚 
The number of orders that are generated after the 
tenant has selected a listing 

16  𝑐𝑜𝑛𝑡𝑒𝑛𝑡𝐻𝑎𝑠ℎ Hash value of the order information 

17  𝑠𝑡𝑎𝑟𝑅𝑎𝑡𝑖𝑛𝑔 
Review and star rating given by the tenant and 
lessor 

18  𝑝𝑎𝑦𝑅𝑒𝑛𝑡 Rent payment by the tenant 

19  𝑐ℎ𝑒𝑐𝑘𝑅𝑒𝑛𝑡 Confirmation of rent payment by the lessor 

20  𝑙𝑖𝑠𝑡𝑖𝑛𝑔𝐼𝑛𝑓𝑜 

listingInfo is the order generated for the tenant 
(which includes the number of the listing that the 
tenant wishes to rent, the date of the rental, and the 
name and phone number of the tenant) 

21  𝑀, 𝑐 Cleartext information and cipher digest 

22  𝑡, 𝑒 Random values generated by the tenant and SC 



260    資訊管理學報 第二十九卷 第三期 

23  Θ 
The ciphertext digest c that was blinded by the 
tenant 

24  𝑅, S 
The validation value and signature generated by the 
encrypted and blinded order 

25  𝑆 , 𝑐 , 𝑃𝐾 , 𝑃𝐾 , 𝑀  
Calculated validation values, which are compared to 
S, c, PKT, PKL, and M 

26  𝐼𝐷 , 𝑑 , 𝑉 , 𝑤 , 𝑘  

IDx, Identity information of x; dx, random secret 
parameters selected by x; Vx, signature file of x; wx, 
signature of x calculated by the CA; kx, random 
parameter of the CA 

 

MP SC BC CATenant Lessor

D1: Deploy SC

D2: Set CA address, public key, and signature information

D3: Store CA address, public 
key, and signature information

R1: Registration

R2: Provide public key and signature to registration staff
R3:Validate the public key and signature, 
and then compute the private key R1': Registration

R2': Provide public key and signature to registration staff

R3:Validate the public key and signature, 
and then compute the private key

R1'': Registration
R2": Provide public key and 
signature to registration staff

R3:Validate the public key 
and signature, and then 
compute the private key

M2: The listing is published

M1: Perform mutual self-certification for the lessor and SC

M1': Perform mutual self-certification for the lessor 
and SC
M2': Generate order number and temporarily store rental terms in the SC

T1: Encrypt the order and personal information, and 
then hash the ciphertext to produce the ciphertext digest

T2: Blind the ciphertext digest

T4: Sign the information digest
T5: Send the signed information

T6: Verify the digest

T7: Apply mutual identity verification

T8: Send ciphertext

T10: Decrypt the tenant’s order and identity information

T9: Validate authenticity of the signature

T11: Accept the booking and provide contact information
T12: get reservation succes message and contact details

T13: Execute payment after check-out and have the tenant provide a review and star rating

T14:Payment and rental terms

T15: Write guest review
T16: Send the tenant and 
lessor reviews to the IPFS

1. Initialization
2. R

egistration
3. M

atching
4. T

ransaction

T3: Send the blinded ciphertext digest
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3.2 Phases and Procedures of the Protocol and Its Algorithms 
The procedures of our system are expressed in terms of the unified modeling 

language (UML), and are divided into four phases: the initialization, registration, 

matching, and transaction phases (as shown in Fig. 1). In the following, we describe 

the information transfers and algorithms of our protocol in the SC initialization, 

registration, matching, and transaction phases. 
Figure 1: Procedures of each phase of the proposed transaction protocol 

1. Initialization 

During this phase, the MP deploys the SC on the blockchain network (BC), and 

then defines the identity information, public key, and certificate information of the CA. 

This information is then stored on the BC. 

 𝐃𝟏. 𝑴𝑷
𝑫𝒆𝒑𝒍𝒐𝒚

⎯⎯⎯ 𝑩𝑪：𝑺𝑪 (1) 

The MP deploys the SC. 

 𝐃𝟐.  𝑴𝑷 → 𝑺𝑪：𝒎𝒐𝒅𝒊𝒇𝒊𝒆𝒓𝑴𝑷 𝒔𝒆𝒕𝑪𝑨 𝑰𝑫𝑪𝑨, 𝑷𝑲𝑪𝑨, 𝑪𝒆𝒓𝒕𝑪𝑨  (2) 

The MP sets the identity information (𝑰𝑫𝑪𝑨), public key (𝑷𝑲𝑪𝑨), and certificate 

information (𝑪𝒆𝒓𝒕𝑪𝑨) of the CA. 

 𝐃𝟑.  𝑺𝑪 → 𝑩𝑪：𝑰𝑫𝑪𝑨, 𝑷𝑲𝑪𝑨, 𝑪𝒆𝒓𝒕𝑪𝑨  (3) 

The SC stores the 𝑰𝑫𝑪𝑨, 𝑷𝑲𝑪𝑨, and 𝑪𝒆𝒓𝒕𝑪𝑨 information of the CA on the BC. 

2. Registration phase 

The participants’ Ps (tenant T, lessor L, and the SC) provide their personal 

information to the CA and are thus registered by the CA. A self-certification 

mechanism is then used to generate public and private key pairs. Finally, certificates 

are generated using the private key of the CA and the public keys and digital 

signatures of the participants. In the future, the CA will check whether a participant 

has already been registered, and the registration step is skipped if the participant has 

already registered. 

The CA will select a secure elliptic curve in the finite domain Fq, E(Fq), where q 

is a prime larger than 256 bits. A base point G of order n will then be selected on 

E(Fq), such that nꞏG = O, with O being an elliptic curve-point at infinity. A one-way 

hash function h( ) and private key 𝒔𝒌𝑪𝑨 are used to calculate the public key PCA and 

the parameters of the open system. The equations that are incorporated into the ECC 

are as follows:  

 𝑷𝑲𝑪𝑨  𝒔𝒌𝑪𝑨 ∙ 𝑮 (4) 

 𝐑𝟏.  𝐓 → 𝐂𝐀: 𝐫𝐞𝐠𝐢𝐬𝐭𝐞𝐫  𝐈𝐃𝐓, 𝐕𝐓  (5) 

Likewise, 

 𝐑𝟏 .  𝑳 → 𝑪𝑨: 𝒓𝒆𝒈𝒊𝒔𝒕𝒆𝒓  𝑰𝑫𝑳, 𝑽𝑳  (6) 

and 

 𝐑𝟏 .  𝑺𝑪 → 𝑪𝑨: 𝒓𝒆𝒈𝒊𝒔𝒕𝒆𝒓  𝑰𝑫𝑺𝑪, 𝑽𝑺𝑪  (7) 
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The participants T, L, and SC then generate their signatures VPs by applying a 

one-way collision-free hash function on their identities IDPs and random secret 

parameter dPs (where 𝒅𝑷𝒔 ∈ 𝟐, 𝒏 𝟐 ). The values of IDPs and VPs are then sent 

to the CA, and the CA will place the registered participants on the blockchain. The 

equations that are incorporated into the ECC are as follows: 

 𝑽𝑷𝒔 𝒉 𝒅𝑷𝒔 ∥ 𝑰𝑫𝑷𝒔 ∙ 𝑮 (8) 

 𝐑𝟐.  𝑪𝑨 → 𝑻: 𝒗𝒆𝒓𝒊𝒇𝒚 𝑷𝑻, 𝒘𝑻  (9) 

Likewise, 

 𝐑𝟐 .  𝑪𝑨 → 𝑳: 𝒗𝒆𝒓𝒊𝒇𝒚 𝑷𝑳, 𝒘𝑳  (10) 

  and 

 𝐑𝟐 .  𝑪𝑨 → 𝑺𝑪: 𝒗𝒆𝒓𝒊𝒇𝒚 𝑷𝑺𝑪, 𝒘𝑺𝑪  (11) 

The CA will select a random value 𝒌𝑷𝒔 ∈ 𝟐, 𝒏 𝟐  to calculate the 

verifiable public key PPs and signature 𝒘𝑷𝒔 of participant Ps, and then send it to 

Ps. The equations that are incorporated into the ECC are as follows: 

 𝑷𝑷𝒔 𝑽𝑷𝒔 𝒌𝑷𝒔 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑮 𝒒𝑷𝒔𝒙, 𝒒𝑷𝒔𝒚   (12) 

 𝒘𝑷𝒔 𝒌𝑷𝒔 𝒔𝒌𝑪𝑨 𝒒𝑷𝒔𝒙 𝒉 𝑰𝑫𝑷𝒔   (13) 

 𝐑𝟑. 𝐓: 𝒄𝒂𝒍𝒄𝒖𝒍𝒂𝒕𝒆 𝒔𝒌𝑻   (14) 

Similarly, 

 𝐑𝟑′. 𝑳: 𝒄𝒂𝒍𝒄𝒖𝒍𝒂𝒕𝒆 𝒔𝒌𝑳   (15) 

The participants Ps compute their secret keys 𝒔𝒌𝑷𝒔 using the parameters 

returned by the CA (𝒘𝑷𝒔 and 𝑷𝑷𝒔), as shown below: 

 𝒔𝒌𝑷𝒔 𝒘𝑷𝒔 𝒉 𝒅𝑷𝒔 ∥ 𝑰𝑫𝑷𝒔   (16) 

And the calculation process of Ps’s public key 𝑷𝑲𝑷𝒔  could verify the 

verifiable public keys 𝑷𝑷𝒔 sent by CA. The proofs of the equations that were 

incorporated into the ECC are as follows: 

 𝑷𝑲𝑷𝒔 𝒔𝒌𝑷𝒔 ∙ 𝑮  𝒘𝑷𝒔 𝒉 𝒅𝑷𝒔 ∥ 𝑰𝑫𝑷𝒔 ∙ 𝑮 (17) 

 ∵ 𝒘𝑷𝒔 𝒌𝑷𝒔 𝒔𝒌𝑪𝑨 𝒒𝑷𝒔𝒙 𝒉 𝑰𝑫𝑷𝒔   (18) 

 ∴ 𝑷𝑲𝑷𝒔 𝒌𝑷𝒔 𝒔𝒌𝑪𝑨 𝒒𝑷𝒔𝒙 𝒉 𝑰𝑫𝑷𝒔 𝒉 𝒅𝑷𝒔 ∥ 𝑰𝑫𝑷𝒔 ∙ 𝑮  (19) 

 then 𝑷𝑲𝑷𝒔 𝒌𝑷𝒔 ∙ 𝑮 𝒔𝒌𝑪𝑨 𝒒𝑷𝒔𝒙 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑮 𝒉 𝒅𝑷𝒔 ∥ 𝑰𝑫𝑷𝒔 ∙ 𝑮 (20) 

 ∵ 𝑷𝑲𝑪𝑨 𝒔𝒌𝑪𝑨 ∙ 𝑮 (21) 

 ∴ 𝑷𝑲𝑷𝒔 𝒌𝑷𝒔 ∙ 𝑮 𝒒𝑷𝒔𝒙 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑷𝑲𝑪𝑨 𝒉 𝒅𝑷𝒔 ∥ 𝑰𝑫𝑷𝒔 ∙ 𝑮  (22) 

 ∵ 𝑽𝑷𝒔 𝒉 𝒅𝑷𝒔 ∥ 𝑰𝑫𝑷𝒔 ∙ 𝑮  (23) 

 ∴ 𝑷𝑲𝑷𝒔 𝒌𝑷𝒔 ∙ 𝑮 𝒒𝑷𝒔𝒙 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑷𝑲𝑪𝑨 𝑽𝑷𝒔  (24) 

 ∵ 𝑽𝑷𝒔 𝑷𝑷𝒔 𝒌𝑷𝒔 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑮  (25) 

 ∴ 𝑷𝑲𝑷𝒔 𝒌𝑷𝒔 ∙ 𝑮 𝒒𝑷𝒔𝒙 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑷𝑲𝑪𝑨 𝑷𝑷𝒔 𝒌𝑷𝒔 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑮   

 𝒌𝑷𝒔 ∙ 𝑮 𝒒𝑷𝒔𝒙 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑷𝑲𝑪𝑨 𝑷𝑷𝒔 𝒌𝑷𝒔 ∙ 𝑮 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑮  

 𝑷𝑷𝒔 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑮 𝒒𝑷𝒔𝒙 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑷𝑲𝑪𝑨  (26) 

 then 𝑷𝑷𝒔 𝑷𝑲𝑷𝒔 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑮 𝒒𝑷𝒔𝒙 𝒉 𝑰𝑫𝑷𝒔 ∙ 𝑷𝑲𝑪𝑨  (27) 
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 if 𝑷𝑷𝒔  𝑷𝑷𝒔 sent by CA (28) 

 then Ps’s secret key 𝒔𝒌𝑷𝒔 and public key 𝑷𝑲𝑷𝒔 are correct (29) 

According to these proofs, once the participants have obtained PPs and wPs 

from the CA (by registering their IDPs with the CA), they could calculate secret 

key and public key by themselves, and they will be able to validate the correctness 

of the self-generated PKPs public keys and thus verify the identities of others, 

without certification from the CA. 

3. Matching phase 

In this phase, L will call the SC to perform mutual self-certification, and then 

publish his/her listing on the BC. Next, using the SC, T will perform mutual 

self-certification, and generate an order number. The payment is then temporarily 

stored on the BC through SC. 

 𝐌𝟏.  𝑳 ↔ 𝑺𝑪: 𝑰𝑫𝑳,  𝑷𝑳,  𝑷𝑲𝑳  (30) 

   Similarly, 

 𝐌𝟏 .  𝑻 ↔ 𝑺𝑪: 𝑰𝑫𝑻,  𝑷𝑻,  𝑷𝑲𝑻  (31) 

Now, L and T will validate their identity information (IDPs, PPs, and PKPs) 

with the SC. 

 𝑷𝑲𝑳 𝑷𝑳 𝒉 𝑰𝑫𝑳 ∙ 𝑮 𝒒𝑳𝒙 𝒉 𝑰𝑫𝑳 ∙ 𝑷𝑲𝑪𝑨 (32) 

 𝑷𝑲𝑻 𝑷𝑻 𝒉 𝑰𝑫𝑻 ∙ 𝑮 𝒒𝑻𝒙 𝒉 𝑰𝑫𝑻 ∙ 𝑷𝑲𝑪𝑨   (33) 

 𝐌𝟐.  𝑳
𝑫𝑨𝒑𝒑
⎯⎯ 𝑺𝑪: 𝒎𝒐𝒅𝒊𝒇𝒊𝒆𝒓𝑳𝑳 𝒄𝒓𝒆𝒂𝒕𝒆𝑳𝒊𝒔𝒕𝒊𝒏𝒈 𝑳𝒊𝒔𝒕𝒊𝒏𝒈𝑰𝒏𝒇𝒐   (34) 

Next, L will generate the listing information (this function is limited to 

successfully registered lessors). 

 𝐌𝟐 .  𝑻
𝑫𝑨𝒑𝒑
⎯⎯ 𝑺𝑪: 𝒎𝒐𝒅𝒊𝒇𝒊𝒆𝒓𝑻𝒆𝒏 𝒑𝒂𝒚𝒎𝒆𝒏𝒕𝑵𝒖𝒎, 𝑰𝑫𝑻, 𝑷𝑲𝑻, 𝑷𝑻   (35) 

Then, T will search for published listings (this function is limited to 

successfully registered tenants) and thus generate an order number. The payment 

is then temporarily stored on the SC. 

4. Transaction phase 

The order information that will be sent by T will first be encrypted and 

blinded, and then used to generate a ciphertext digest. This ciphertext digest is 

then sent to the SC to be signed. The signed digest is returned to T and verify the 

digest. The process of all information about the transaction will be openly stored 

on the blockchain. Next, T and L will mutually verify each other and construct a 

shared secret key, Key. The ciphertext is then hashed and sent to L, which will 

subsequently verify the correctness of the SC’s signature, and then decrypt the 

ciphertext to obtain the order information. If the order is accepted, the SC will be 

triggered to make the check-in a permissible event and stored on the blockchain. 
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The SC will then check in the authorized tenant T. After T has checked out, the 

payment function will be triggered, and T will be allowed to review and rate L. 

Finally, the payment will be sent by the SC to L, and L may write a review for T 

after receiving the payment. The SC will then upload the review and star ratings 

onto the IPFS. 

The public parameters of the system are an elliptic curve E and its modulus q. 

In addition, T will choose some integer skT (0 < skT < p) and some 𝑮 ∈ 𝑬 to 

calculate 𝑷𝑲𝑳 𝒔𝒌𝑻 ∙ 𝑮. The public key is then 𝑮, 𝑷𝑲𝑻, whereas the private key 

is skL. 

 T1. Encryption procedure 

Given a cleartext M = (m1, m2), let there be some G that is not necessarily a 

point on E (and is a cyclic subgroup of E), and some number 𝒕 ∈ 𝒁𝒒. The 

ciphertext {C1, C2} may then be computed as follows:  

 𝑪𝟏 𝒄𝟏𝟏,  𝒄𝟏𝟐 𝒕 ∙ 𝑮  (36) 

 𝒀 𝒚𝟏, 𝒚𝟐 𝒕 ∙ 𝑷𝑲𝑳  (37) 

 𝑪𝟐 𝒄𝟐𝟏, 𝒄𝟐𝟐 𝒚𝟏 𝒎𝟏, 𝒚𝟐 𝒎𝟐  (38) 

Let C = {𝐶 , 𝐶 }                  

  

 𝒉 𝑪  c  (39) 

 T2. Blinding procedure 

Here, T will blind the ciphertext digest c using a blinding factor (skT ꞏ PKT) to 

generate Θ. The equation that was incorporated into the ECC is as follows: 

 𝛩 𝑐 ∙  𝑠𝑘 ∙ 𝑃𝐾   (40) 

 T3.𝒎𝒐𝒅𝒊𝒇𝒊𝒆𝒓𝑻𝒆𝒏 𝒔𝒆𝒏𝒅𝑩𝒍𝒊𝒏𝒅𝑺𝒊𝒈𝒏𝒄𝒓𝒚𝒑𝒕𝒊𝒐𝒏 𝜣   (41) 

Next, T sends the blinded ciphertext digest Θ to SC, and stores it on the 

blockchain. 

 T4. Signing phase 

After the MP get Θ from blockchain, it will randomly select a second 

blinding factor 𝒆 ∈ 𝒁𝒒 and generate the validation value and signature 𝑹, 𝑺 . 

The equations that are incorporated into the ECC are as follows: 

 𝑹 𝒆 ∙ 𝜣  (42) 

 𝑺 𝒆 𝒔𝒌𝑴𝑷 ∙ 𝜣  (43) 

 T5.𝑴𝑷 → 𝑻：𝒓𝒆𝒕𝒖𝒓𝒏𝑺𝒊𝒈𝒏𝒂𝒕𝒖𝒓𝒆 𝜣, 𝑹, 𝑺  (44) 

The MP puts it on the blockchain by SC and returns the signature information 

to T, who then stores (Θ, e). 
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 T6. Verify the digest phase 

After T get {Θ, R, S} from blockchain, T will use its skT to decrypt the 

signature {R, S} and use the public key PMP to verify the digest S’. Finally, T 

calculates c’. The equations that are incorporated into the ECC are as follows: 

 𝑺 𝑺 𝒄 ∙ 𝒔𝒌𝑻 ∙ 𝑷𝑴𝑷  (45) 

 𝒄 𝒔𝒌𝑻 ∙ 𝒔𝒌𝑻 𝟏 ∙ 𝒄 𝒄  (46) 

 T7. 𝑻 ↔ 𝑳：𝑰𝑫𝑻, 𝑷𝑲𝑻, 𝑷𝑻   ↔   𝑰𝑫𝑳, 𝑷𝑲𝑳, 𝑷𝑳  (47) 

Next, T and L will verify the identities of the other (IDT, PT, and PKT from T 

and IDL, PL, and PKL from L). L will check whether PK’T is a match with PKT, 

whereas T will check whether PK’L is a match with PKL. After T and L have 

verified the identity of the other, they will construct the shared key Key(L, T). The 

equations that are incorporated into the ECC are as follows: 

 𝑷𝑲𝑻 𝑷𝑻 𝒉 𝑰𝑫𝑻 ∙ 𝑮 𝒒𝑻𝒙 𝒉 𝑰𝑫𝑻 ∙ 𝑷𝑲𝑪𝑨 (48) 

 𝑷𝑲𝑳 𝑷𝑳 𝒉 𝑰𝑫𝑳 ∙ 𝑮 𝒒𝑳𝒙 𝒉 𝑰𝑫𝑳 ∙ 𝑷𝑲𝑪𝑨  (49) 

 𝑲𝒆𝒚 𝑳,𝑻 𝒔𝒌𝑳 ∙ 𝑷𝑲𝑻  (50) 

 T8.𝑻 → 𝑳: 𝒔𝒆𝒏𝒅𝑶𝒓𝒅𝒆𝒓 𝒄 , 𝑺 , 𝑹, 𝑪   (51) 

Here, T will send the verified digest and signed order information {c’, S’, R, 

C} to L. 

 T9.L: 𝒗𝒆𝒓𝒊𝒇𝒚𝑶𝒓𝒅𝒆𝒓 𝒄′, 𝑺′, 𝑹, 𝑪   (52) 
In addition, L will use PKMP to validate the signature on {c’, S’, R, C} (the 

order information sent by T), to establish whether 𝑹 𝒉 𝑪 ∙ 𝑷𝑲𝑴𝑷 ?  𝑺 𝒄 ∙

𝑷𝑲𝑴𝑷 holds. The equations that are incorporated into the ECC are as follows: 

Left hand side: 

 𝑹 𝒉 𝑪 ∙ 𝑷𝑲𝑴𝑷 𝒆 ∙ 𝒄 ∙  𝒔𝒌𝑻 ∙ 𝑷𝑲𝑻 𝒄 ∙ 𝑷𝑲𝑴𝑷  (53) 

Right hand side: 

𝑺 𝒄 ∙ 𝑷𝑲𝑴𝑷  𝑺 𝒄 ∙  𝒔𝒌𝑻 ∙ 𝑷𝑲𝑴𝑷 𝒔𝒌𝑻 ∙ 𝒔𝒌𝑻 𝟏 ∙ 𝒄 𝒄 ∙ 𝑷𝑲𝑴𝑷 

𝒔𝒌𝑴𝑷 𝒆 ∙ 𝒄 ∙  𝒔𝒌𝑻 ∙ 𝑷𝑲𝑻 𝒄 ∙  𝒔𝒌𝑻 ∙ 𝑷𝑲𝑴𝑷 𝒔𝒌𝑻 ∙ 𝒔𝒌𝑻 𝟏 ∙ 𝒄 𝒄 ∙ 𝑷𝑲𝑴𝑷 

  

𝒔𝒌𝑴𝑷 𝒆 ∙ 𝒄 ∙  𝒔𝒌𝑻 ∙ 𝑷𝑲𝑻 𝒄 ∙  𝒔𝒌𝑻 ∙ 𝑷𝑲𝑴𝑷 𝒔𝒌𝑻 ∙ 𝒔𝒌𝑻 ∙ 𝒄 𝒔𝒌𝑻 ∙ 𝒄 𝒄

∙ 𝑷𝑲𝑴𝑷 

𝒔𝒌𝑴𝑷 𝒆 ∙ 𝒄 ∙  𝒔𝒌𝑻 ∙ 𝑷𝑲𝑻 𝒄 ∙  𝒔𝒌𝑻 ∙ 𝑷𝑲𝑴𝑷 𝒔𝒌𝑻 ∙ 𝒔𝒌𝑻 ∙ 𝒄 𝒔𝒌𝑻 ∙ 𝒄 𝒄

∙ 𝑷𝑲𝑴𝑷 

𝒔𝒌𝑴𝑷 𝒆 ∙ 𝒄 ∙  𝒔𝒌𝑻 ∙ 𝑷𝑲𝑻 𝒄 ∙  𝒔𝒌𝑻 ∙ 𝑷𝑴𝑷 𝒔𝒌𝑻
   𝟐 ∙ 𝒄 ∙ 𝑷𝑴𝑷 𝒔𝒌𝑻 ∙ 𝒄 ∙ 𝑷𝑴𝑷 𝒄

∙ 𝑷𝑲𝑴𝑷 

𝒔𝒌𝑴𝑷 ∙ 𝒄 ∙ 𝒔𝒌𝑻 ∙ 𝑷𝑲𝑻 𝒆 ∙ 𝒄 ∙ 𝒔𝒌𝑻 ∙ 𝑷𝑲𝑻 𝒔𝒌𝑻
   𝟐 ∙ 𝒄 ∙ 𝑷𝑲𝑴𝑷 𝒄 ∙ 𝑷𝑲𝑴𝑷  

  𝒆 ∙ 𝒄 ∙ 𝒔𝒌𝑻 ∙ 𝑷𝑲𝑻 𝒄 ∙ 𝑷𝑲𝑴𝑷  (54) 
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 T10. Decryption by L 

Here, L uses skL to decrypt C1 and calculate Z = (z1, z2). The equation 

incorporated into the ECC is 

 𝒁 𝒛𝟏, 𝒛𝟐  = 𝒔𝒌𝑳 ∙ 𝑪𝟏 = 𝒔𝒌𝑳 ∙ 𝒕 ∙ 𝑮 = 𝒕 ∙  𝑷𝑲𝑳I. (55) 

Then, L uses the inverse element of point Z and c2 to obtain M’. Finally, the 

value of c’ that was obtained in T9 is checked against h(C); if these values are the 

same, L has then obtained the cleartext M. The equations that are incorporated into 

the ECC are as follows:   

 𝑴    𝒄𝟐𝟏 ∙  𝒛𝟏
𝟏, 𝒄𝟐𝟐 ∙ 𝒛𝟐

𝟏 = 𝒚𝟏 ∙ 𝒎𝟏 ∙ 𝒛𝟏
𝟏, 𝒚𝟐 ∙ 𝒎𝟐 ∙ 𝒛𝟐

𝟏 = (𝒎𝟏, 𝒎𝟐   (56) 

 𝒉 𝑪  ?  𝒄   (57) 

 𝑴 𝑴  (58) 

 T11.𝑳 → 𝑺𝑪: 𝒎𝒐𝒅𝒊𝒇𝒊𝒆𝒓𝑳𝑳 𝒄𝒐𝒎𝒇𝒊𝒓𝒎𝑶𝒓𝒅𝒆𝒓   (59) 

After L receives the order, the SC is triggered to make the check-in into the 

listing a permissible event. 

 T12.𝑺𝑪 → 𝑻: 𝒎𝒐𝒅𝒊𝒇𝒊𝒆𝒓𝑻𝒆𝒏 𝒄𝒐𝒏𝒇𝒊𝒓𝒎𝑶𝒓𝒅𝒆𝒓 𝒕𝒓𝒖𝒆 , 𝒄𝒐𝒏𝒕𝒆𝒏𝒕𝑯𝒂𝒔𝒉   (60) 

The SC transfers the permission to check-in to T. 

 T13. 𝑻 → 𝑺𝑪: 𝒎𝒐𝒅𝒊𝒇𝒊𝒆𝒓𝑻𝒆𝒏 𝒇𝒊𝒏𝒊𝒔𝒉 𝒕𝒓𝒖𝒆 , 𝒔𝒕𝒂𝒓𝑹𝒂𝒕𝒊𝒏𝒈   (61) 

Here, T pays after checking out and gives L a star rating and review. 

 T14.𝑺𝑪 → 𝑳: 𝒑𝒂𝒚𝑹𝒆𝒏𝒕   (62) 

The SC sends the rent payment to L. 

 T15. 𝑳 → 𝑺𝑪: 𝒎𝒐𝒅𝒊𝒇𝒊𝒆𝒓𝑳𝑳 𝒄𝒉𝒆𝒌𝑹𝒆𝒏𝒕 𝒕𝒓𝒖𝒆 , 𝒔𝒕𝒂𝒓𝑹𝒂𝒕𝒊𝒏𝒈   (63) 

Then, L receives the rent payment and writes a review for T.  

 T16.𝑺𝑪 → 𝑰𝑷𝑭𝑺: 𝒔𝒕𝒂𝒓𝑹𝒂𝒕𝒊𝒏𝒈 𝑻, 𝑳   (64) 

The ratings and reviews of T and L are transferred by the SC to the IPFS.  

4. SECURITY ANALYSIS AND ASSESSMENT 

By using blind signatures, smart contracts, and blockchain technology, we have 

designed a home-sharing protocol that is fair, private, and resistant to double-spending 

attacks, which also minimizes third-party participation. The tenant will first blind and 

encrypt their order, which is signed by the SC. The signed order is then verified the 

digest by the tenant before being sent to the lessor, who will decrypt and confirm the 

order. The lessor then sends his/her contact details to the tenant through the SC. Our 

SC-based homesharing scheme satisfies the requirements of the National Institute of 

Standards and Technology (NIST) in terms of the minimization of third-party 

participation, fairness, and privacy (Yaga et al., 2018; Lesavre et al., 2021), and thus 

ensures the security of all participants and transactions on our system. Our scheme 

also conforms to the information security requirements of the ISO (2005) standard, 
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which include confidentiality, integrity, authenticity, and non-repudiation. Our system 

also provides anonymity and unforgeability through the use of blind signatures and 

has a self-certification mechanism. In the following, we will analyze the security of 

the proposed scheme based on the aforementioned metrics, that is, by defining these 

metrics, the relevant security scenarios and the solutions to such scenarios are 

analyzed. 

4.1 Minimization of Third-Party Participation 
1. Definition: In an online transaction, third-party payment refers to the use of a 

neutral payment platform to collect and provide payment to the buyer and 

seller (沈淑惠, 2014). 

2. Scenario: During the transaction period, it is inappropriate to allow too many 

actors to participate in the transaction. Therefore, during the transaction 

phase, L and T must be allowed to transact directly with each other, and the 

MP and CA are forbidden from participating in the transaction.  

3. Solution: During the transaction phase, after T and L have constructed shared 

keys with the SC, they will be able send their identity verification 

information to each other during T7 (Equation (44), 𝑇 ↔ 𝐿: 𝐼𝐷 , 𝑃𝐾 ,

𝑃   ↔   𝐼𝐷 , 𝑃𝐾 , 𝑃 ) and verify each other (Equations (48) and (49), 

𝑃𝐾 𝑃 ℎ 𝐼𝐷 ∙ 𝐺 𝑞 ℎ 𝐼𝐷 ∙ 𝑃  and 𝑃𝐾 𝑃 ℎ 𝐼𝐷 ∙

𝐺 𝑞 ℎ 𝐼𝐷 ∙ 𝑃 ). Finally, T and L will construct a shared key that 

will be used for the transmission of order information (Equation (50), 

𝐾𝑒𝑦 , 𝑠𝑘 ∙ 𝑃𝐾 ). After the SC has generated an order for T, the 

sendOrder() and checkOrder() commands of the transaction phase will be 

limited to T and L through modifierTen() and modifierLL(). This effectively 

eliminates a third-party participation. 

4.2 Fairness 
1. Definition: A transaction is fair if both parties of the transaction received the 

item they expected. Owing to the irreversibility of blockchain technology 

and the automation and anonymity provided by smart contracts, there are 

significant limitations in the recovery phase of the transaction. Therefore, 

fraud prevention and detection must be prioritized by such a protocol 

(Asokan, 1998). 

2. Scenario: Transaction abnormalities occur, such as T having insufficient 

funds to pay a rental fee, or a check-in authorization not being sent to T 

within the allotted time after L has received an order. 

3. Solution: During the transaction, the coding of the SC will conditionally 

constrain the payment information sent by T. Therefore, T will pay when the 

order number is generated, in step M2’ (Equation (38)), 



268    資訊管理學報 第二十九卷 第三期 

𝑇 ⎯⎯ 𝑆𝐶：𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑟𝑇𝑒𝑛 𝑝𝑎𝑦𝑚𝑒𝑛𝑡𝑁𝑢𝑚, 𝐼𝐷 , 𝑃𝐾 , 𝑃 . If T does not 

have sufficient funds for the payment, the order will not be confirmed, thus 

preventing further problems. After L receives the order information of T, L 

must send its listing information and contact details to T. If T does not 

receive a check-in authorization within the allotted time, an error occurs 

during the integrity check, or if L refuses to accept the order, the payment 

will then be returned to T. The integrity check is shown in T12 (Equation 

(60), 𝑆𝐶 → 𝑇: 𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑟𝑇 𝑐𝑜𝑛𝑓𝑖𝑟𝑚𝑂𝑟𝑑𝑒𝑟 𝑡𝑟𝑢𝑒 , 𝑐𝑜𝑛𝑡𝑒𝑛𝑡𝐻𝑎𝑠ℎ ). 

4.3 Privacy 
1. Definition: If an encryption is not applied or a weak encryption is used, it is 

likely that passwords will be cracked and sensitive information will be 

leaked (OWASP, 2017). 

2. Scenario: A hacker wishes to use an order generated by T to steal or 

misappropriate personal information for illegal purposes. 

3. Solution: After T has booked a listing on the blockchain and generated the 

corresponding order information, the order will be blinded (Equation (43), 

𝛩 𝑐 ∙  𝑠𝑘 ∙ 𝑃𝐾 ), and the blinded ciphertext digest will be sent to the SC 

to be signed, according to step T3 (Equation 

(41), 𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑟𝑇𝑒𝑛 𝑠𝑒𝑛𝑑𝐵𝑙𝑖𝑛𝑑𝑆𝑖𝑔𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝛩 ). Then, T will verify the 

signed digest that was returned by the SC (Step T8, Equation (51), 𝑇

→ 𝐿: 𝑠𝑒𝑛𝑑𝑂𝑟𝑑𝑒𝑟 𝑐 , 𝑆 , 𝑅, 𝐶 ) and send it to L. If the information passes 

the verification (Equations (3)–(53), 𝑅 ℎ 𝐶 𝑃 𝑒 ∙ c ∙  𝑠𝑘 ∙ 𝑃𝐾

𝑐 ∙ 𝑃 ), L will decrypt the order (Equations (3)–(56), 𝑀  𝑐 ∙  𝑧 , 𝑐 ∙

𝑧  =  𝑦 ∙ 𝑚 ∙ 𝑧 , 𝑦 ∙ 𝑚 ∙ 𝑧 = (𝑚 , 𝑚 ) and obtain the cleartext 

information (Equation (58), M’ = M). This procedure will verify all 

participant identities and prevent the blockchain from recording any personal 

information, which ensures the privacy of T.  

4.4 Confidentiality 
1. Definition: In the context of a data transmission or transaction, 

confidentiality ensures that only authorized persons or programs will be able 

to obtain information regarding the data or transaction, thus preventing data 

leakage. 

2. Scenario: A hacker attempts to intercept information about a transaction 

between T and L. 

3. Solution: When T and L are in the midst of a transaction, they will verify the 

identity of the other through step T7 (Equation (47), 𝑆𝐶 ↔ 𝐿: 𝐼𝐷 , 𝑃𝐾 ,

𝑃   ↔   𝐼𝐷 , 𝑃𝐾 , 𝑃 ) and then generate a shared key (Equation (50), 
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𝐾𝑒𝑦 , 𝑠𝑘 ∙ 𝑃𝐾 ). The listing information is then encrypted using the 

key before it is sent by L to T. Although the identity data of T and L (IDT, 

PKT, PT, IDL, PKL and PL) are public, only they can generate the shared key 

Key(L, T) because they are the sole possessors of their secret keys (skT and skL). 

Then, T will use Key(L, T) to decrypt the listing information. Therefore, even if 

a hacker intercepts the information that was transmitted by L to T, they will 

be unable to decrypt the information.  

4.5 Integrity 
1. Definition: Integrity ensures that a file will not be changed, deleted, or 

damaged in any way during a transmission. 

2. Scenario: A hacker attempts to change the contents of a listing or change the 

address of the digital currency address sent by T to L to gain illegal profit. 

3. Solution: During step M2, L will publish information about the listing 

through the SC (Equation (34), 

𝐿 ⎯⎯ 𝑆𝐶: 𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑟𝐿𝐿 𝑐𝑟𝑒𝑎𝑡𝑒𝐿𝑖𝑠𝑡𝑖𝑛𝑔 𝐿𝑖𝑠𝑡𝑖𝑛𝑔𝐼𝑛𝑓𝑜 ). During this 

process, the createListing(ListingInfo) function is used to change the 

authorization information of the listing and store the hash of the listing’s 

contents (contentHash) on the blockchain. Then, T will use confirmOrder() 

to validate the hash of the listing’s contents during step T12 (Equation (60), 

𝑆𝐶 → 𝑇: 𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑟𝑇 𝑐𝑜𝑛𝑓𝑖𝑟𝑚𝑂𝑟𝑑𝑒𝑟 𝑡𝑟𝑢𝑒 , 𝑐𝑜𝑛𝑡𝑒𝑛𝑡𝐻𝑎𝑠ℎ ). The order will 

only be confirmed if the hashes match. After the order is confirmed, the SC 

will pay L through Step T14 (Equation (62), 𝑆𝐶 → 𝐿: 𝑝𝑎𝑦𝑅𝑒𝑛𝑡). 

4.6 Authenticity 
1. Definition: Authenticity pertains to the ability to confirm the identity of a 

network user or information sender. In a public-key system, public keys can 

be used to verify the identities. 

2. Scenario: A hacker intercepts the listing information sent by L to T, or 

impersonates T, stating that he/she has not received the listing information. 

3. Solution: Both T and L must be registered with the CA, and the CA will place 

the registered participants on the blockchain network (Equations (9) and (10), 

R2.  𝐶𝐴 → 𝑇: 𝑣𝑒𝑟𝑖𝑓𝑦 𝑃 , 𝑤   and R2 .  𝐶𝐴 → 𝐿: 𝑣𝑒𝑟𝑖𝑓𝑦 𝑃 , 𝑤  ). T and L 

will also verify the identity of the other in step T7 (Equation (47), 𝑇 ↔

𝐿: 𝐼𝐷 , 𝑃𝐾 , 𝑃   ↔   𝐼𝐷 , 𝑃𝐾 , 𝑃 ), and then generate a shared key 

(Equation (50), 𝐾𝑒𝑦 , 𝑠𝑘 ∙ 𝑃𝐾 ), which will be used to encrypt the 

listing information. Therefore, the hacker will be unable to impersonate T or 

decrypt the intercepted listing information. 
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4.7 Non-Repudiability 
1. Definition: Non-repudiability is the impossibility of repudiating an event or 

behavior that has already occurred. In other words, any event that has 

occurred must carry a proof that prevents a repudiation. 

2. Scenario: L acts like he/she has not received the digital currency paid by T 

and is asking T to pay a second time. 

3. Solution: During the transaction between T and L (steps T1–T16), all 

information about the transaction will be openly stored on the blockchain. In 

step M2’ (Equation (35), 𝑇 ⎯⎯ 𝑆𝐶: 𝑚𝑜𝑑𝑖𝑓𝑖𝑒𝑟𝑇𝑒𝑛 𝑝𝑎𝑦𝑚𝑒𝑛𝑡𝑁𝑢𝑚, 𝐼𝐷 ,

𝑃𝐾 , 𝑃 ), T will simultaneously generate the order and deposit their 

payment at the address of the SC. When T uses confirmOrder() to confirm 

the completeness of the order information, the SC will pay L in step T14 

(Equation (62), 𝑆𝐶 → 𝐿: 𝑝𝑎𝑦𝑅𝑒𝑛𝑡 ). Therefore, payment is performed 

immediately when the order was placed, and the transaction will be recorded 

on the blockchain, which provides non-repudiability. 

4.8 Anonymity 
1. Definition: Customer anonymity is the property that prevents the identity of a 

buyer or service user from being revealed during a transaction, or linked to a 

transaction (Pfitzmann & Köhntopp, 2001). 

2. Scenario: When T sends an order to L through the SC, the SC must be able to 

validate the order without any knowledge about T. Furthermore, this lack of 

knowledge must not affect the transaction in any way. 

3. Solution: Here, T will compute a ciphertext for order M and thus obtain C = 

{C1, C2}, and then generate a ciphertext digest (Equation (39), h(C) = c). The 

ciphertext digest will be blinded (Equation (40), 𝛩 𝑐 ∙ 𝑠𝑘 ∙ 𝑃𝐾 ) and thus 

the SC cannot read the contents of the transaction when signing the digest. 

Hence, T does not need to worry about data leakages from the signing 

process. Furthermore, when L receives the signed digest from the SC 

(Equation (53), 𝑅 ℎ 𝐶 𝑃 𝑒 ∙ c ∙  𝑠𝑘 ∙ 𝑃𝐾 𝑐 ∙ 𝑃 ), L will be able 

to decrypt the ciphertext (Equation (56), 𝑀    𝑐 ∙  𝑧 , 𝑐 ∙ 𝑧 = 

𝑦 ∙ 𝑚 ∙ 𝑧 , 𝑦 ∙ 𝑚 ∙ 𝑧 = (𝑚 , 𝑚 ) and thus obtain the order in 

cleartext (Equation (58), 𝑀 𝑀). 

4.9 Unforgeability 
1. Definition: Unforgeability is a property that prevents tampering by a 

malicious third party during the transmission of data, and ensures that the 

data from the sender will reach the receiver without error.  
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2. Scenario: A hacker attempts to forge an order to fraudulently obtain a deposit 

payment. 

3. Solution: T will encrypt the order, and then generate a ciphertext digest using 

a one-way hash function (Equation (39), h(C) = c). Because one-way hashes 

are irreversible, it is impossible for the hacker to obtain information about 

the order from the ciphertext digest. Furthermore, the forged ciphertext will 

fail the validation during the signature verification phase (Equation (53), 

𝑅 ℎ 𝐶 ∙ 𝑃 𝑒 ∙ 𝑐 ∙  𝑠𝑘 ∙ 𝑃𝐾 𝑐 ∙ 𝑃 ). Hence, it is impossible for a 

third party to forge an order. 

4.10 Self-Certification Mechanism 
1. Definition: The user will participate in the computation of the public key by 

the CA, and the certificate of the CA will be embedded within the public key, 

allowing other users to validate the public key of the user using this 

certificate. 

2. Scenario: The hacker impersonates L or T using the CA to steal rent 

payments. 

3. Solution: The participants will generate signature files using their identity 

information and random parameter (Equation (8), 𝑉 ℎ 𝑑 ∥ 𝐼𝐷 𝐺), 

and will only obtain a signature and public key after they have been 

registered with the CA (Equation (13), 𝑤 𝑘 𝑠𝑘 𝑞 ℎ 𝐼𝐷 . 

At this point, they will also be able to validate the public key. If all 

participants have obtained their signature and public key, they will then be 

able to verify the identity of the other using the public key provided by the 

CA, without maintaining a connection to the CA. During every phase, all of 

the participants are verifiable. All methods used by our protocol also satisfy 

the requirements of Girault’s Level-3 security for public-key encryption 

systems (Girault, 1991). 

In summary, our protocol minimizes third-party participation during all 

transactions, has a self-certification mechanism, and has security properties such as 

fairness, anonymity, resistance to double-spending and unforgeability. In terms of 

information security, our protocol satisfies all requirements for confidentiality, 

integrity, authenticity and non-repudiability. It also guarantees the privacy of its 

participants. The SC has also been designed to limit access to each function, while 

minimizing interruptions to transactions on the system and reducing the likelihood of 

an emergency. For instance, the conditional triggers of the SC have been designed in a 

way that prevents certain problems from occurring, which reduces the need for 

third-party conflict resolution mechanisms. Furthermore, the SC is fully transparent 

and openly accessible through the blockchain network, which is conducive to its use 
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by credible regulatory agencies. It should be noted that the aim of this paper is to 

highlight the feasibility of the proposed architecture; in the future, this architecture 

can be tested in a real system. 

Please note that we have deliberately chosen not to compare our protocol with 

the SLA-based sharing economy service presented by Hang and Kim (2019) because 

the authors did not discuss their solution in terms of the aforementioned security 

metrics, nor did they describe the encryption mechanisms and algorithms they used. 

Furthermore, no mention was made regarding the security and privacy-enhancing 

functions of their method. In Table 2, we compare our protocol to other similar 

schemes in the literature, based on the ten aforementioned security metrics.  

Table 2: Comparison between our scheme and other blockchain-based schemes based 

on ten security metrics 

Security metric 
Karamitsos 

et al. (2018) 

Niya et al. 

(2018) 

Li et al. 

(2018) 

Liu et al. 

(2018) 

Our 

scheme 

Minimization 

of third-party 

participation 

V V △ △ V 

Fairness V V ╳ V V 

Privacy — — V V V 

Confidentiality — — △ △ V 

Integrity V V △ △ V 

Authenticity — — △ △ V 

Non-repudiabil

ity 

V V V V V 

Anonymity — — V V V 

Unforgeability — — △ V V 

Self-certificati

on mechanism 

╳ ╳ ╳ ╳ V 

V: Fully satisfied; △: Partially satisfied; ╳: not satisfied; —: not applicable 

Although the SC-based protocols proposed by Karamitsos et al. (2018) and Niya 

et al. (2018) for house rentals minimize third-party participation and satisfy all 

requirements for fairness, integrity, and non-repudiability, the authors did not specify 

any algorithms that can handle transactions on their protocols. This makes it 

impossible to compare our protocol to their proposals in terms of transactional 

security. The FPPB method proposed by Li et al. (2018) uses zero-knowledge proofs 
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and stealth addresses to ensure transactional fairness in a sharing economy, which also 

guarantees transactional privacy without breaking the verification protocols or 

introducing off-blockchain interactions. Although the algorithms proposed for the 

FPPB ensure anonymity, they do not clearly show how third-party participation is 

minimized. The FPPB method also does not include an offline authentication 

mechanism. Liu et al. (2018) proposed a protocol that protects user privacy by 

breaking all links between users and property owners and ensures transactional 

fairness. This protocol uses algorithms that ensure fairness and anonymity, as well as 

a blind signature technique providing non-repudiability and unforgeability. However, 

it does not minimize third-party participation or provide offline authentication. The 

other protocols only consider fairness and anonymity, and overlook the minimization 

of third-party participation, confidentiality, integrity, and authenticity. Furthermore, 

none of the protocols apply an offline authentication or self-certification to strengthen 

the identity verification. Our protocol, by contrast, carries all of the advantages 

inherent to blockchain architectures, while being able to satisfy all of the 

aforementioned security requirements. 

5. CONCLUSION AND SUGGESTIONS 

The goal of this study was to develop a smart contract-based home-sharing 

scheme that uses a self-certification mechanism to perform identify verification in the 

matching and transaction phases, and to enhance security. Our transaction protocol 

minimizes third-party participation by using the automation provided by smart 

contracts and ensures transactional privacy through the use of a blind signcryption 

during the transaction phase for blinding all personal data. In addition to ensuring 

confidentiality, integrity, authenticity, and non-repudiability, all of the information that 

is transmitted by our protocol is encrypted, blinded, and hashed using a one-way hash 

function. This prevents data leakage or tampering, even if the data transmissions are 

intercepted by a third party. Hence, it is impossible for anyone other than the tenant or 

lessor to gain knowledge about the transactions conducted using our protocol. The 

proposed protocol also prevents third parties (such as financial institutes) from 

participating in a transaction, which significantly shortens the transaction process, and 

reduces the time costs of the protocol operation. Furthermore, this protocol possesses 

three of the most important features of a blockchain: the minimization of third-party 

participation, fairness, and privacy. It also provides confidentiality, integrity, 

authenticity, and non-repudiability, which are required by the information security 

standards of the ISO. The use of blockchain also minimizes the participation of 

unnecessary actors in the transaction, which enhances the trustworthiness of the 

sharing economy platform for its participants. 
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